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[MpaBoBas nHpopmauus

BpeHa Schneider Electric n Bce 3apernctpnpoBaHHbie Toprosble Mapku Schneider
Electric Industries SAS, ynomsiHyTble B JaHHOM PYKOBOACTBE, ABMAKOTCA
WCKMIoUYUTENBHOM COOCTBEHHOCTLIO KoMnaHuu Schneider Electric SA n ee
dvnmanos. Vix ncnonb3oBaHue B MobbIX LENsiX 4ONYCKAeTCst TONbKO C
NMCbMEHHOTO paspeLLeHns BnagenesLa. [laHHoe pyKoBOACTBO M €r0 COAePKUMOe
3almLLEHbI aBTOPCKMM MPaBOM Ha NOSACHAIOLNE TEKCThbI, CXEMbl 1 MOOENN,
cornacHo 3HadeHuto Kogekca nHtennektyanbHon cobctBeHHocTU PpaHumm (Code
de la propriété intellectuelle frangais, nanee — «Kogekc»),  3aKkOHOM O TOProBbIX
mapkax. Bbl 06s3yeTeck He BOCNpOM3BOANTL AaHHOE PYKOBOACTBO MONTHOCTLIO
WINN YaCTMYHO Ha NobbIX HOCUTENSX 6e3 NMCbMEHHOro paspeLleHnst KOMNaHum
Schneider Electric B Luensax, otnuyaowmnxcsi ot IMYHOrO HEKOMMEPYECKOTO
ncnonb3oBaHUs NpoaykTa, kak onpegeneHo B Kogekce. Takke Bbl 0653yeTech He
cosfaBaTb MMNepPCChISIKK Ha AaHHOEe PYKOBOACTBO UM €ro CoaepXnmoe.
Komnanusa Schneider Electric He BblgaeT npaBo Uiy NUUEH3No Ha
HEKOMMepPYECKOe UCMOorb30BaHWe NOfHOro NN YacTUYHOIO PYKOBOACTBA B
NNYHBIX Lensix, TOMUMO CryYaeB Bblgadun HEUCKNIOYUTENBbHOW NNLEH3UK AN
KOHCYNbTaLMn Ha OCHOBE «Kak €CTb» 1 Ha CODCTBEHHbIN pUCK Nonb3oBartens. Bee
Opyrve npaga 3allumLleHbl.

K ycTaHoBKe, 06CnyXMBaHUIO, PEMOHTY U SKCNIyaTauumn aNeKTpu4eCcKoro
obopynoBaHMst 4OMYCKaOTCS TONMbKO KBanMUUMpPOBaHHbIE COTPYOHUKN.
KomnaHua Schneider Electric He HeceT 0TBETCTBEHHOCTb 3a Nobble NocneacTeus,
BO3HUKLLUKWE MPU NCMNOMb30BaHUN AaHHbIX MaTepuaros.

CraHnfapTtsl, cneuudukaumm u cxeMbl MOTYT U3MEHSITLCS; 0OPaTUTECh B KOMNAHUIO
3a NoATBEPXKAEHMEM aKTyanbHOCTU MHOPMaLMK, ONyOrnMKOBaHHOW B JaHHOM
PYKOBOACTBE.



OHepreTuyeckuii cepsep Com'X 210

UHopmauus

BaxHasa uHdopmauuma

A\
A

MpuMuTe BO BHUMaHMe

no TexHuKe 6e3onacHoOCTH

BHUMaTenbHO NpoyTUTE AaHHOE PYKOBOACTBO M 03HAKOMLTECH C 060pYOA0BaHMEM
nepepn yCcTaHOBKOW, paGoToM, peMOHTOM uniu obenyxueaHveM. B naHHoM
pykoBofcTBe Nnbo Ha oGopyaoBaHMM MOTyT ObITb criegytoLime crieupasbHble
coobLLeHns, npeaynpexaatoLLme o NoTeHUManbHON onacHoOCTM Unu
yKasblBaloLime Ha MHADopMaLMIO, YTOYHSIIOLLYIO NGO YrpoLLaoLLyo
UCnornb3oBaHue.

JononHutenbHble NpeaynpexaatoLume Sprbiki cMMBONoB «OnacHOCTb» U
«[MpenynpexaeHne» ykasbiBaloT Ha ONACHOCTb NOPaXeHUs! ANEeKTPUYECKUM
TOKOM Npuv HeCobnoAEHNN NHCTPYKLUWIA, YTO MOXET NPUBECTU K TPaBMam.

370 NpepynpexaatoLmii cumeorn. MicnonbayeTcst Ans NpeaynpexaeHns o
noTeHUManbLHoOM onacHoCTM Nony4YeHus TpasM. YTobbl 3bexaTb TpaBm Unu
neTanbHOro Ucxoaa, BbIMOMHANTE BCe YKasaHUs MHCTPYKLMI No 6e3onacHocTy,
COMpoBOXaatoLLMe OaHHbIN CUMBOI.

AOIACHO

ONMACHOCTDb ykasbiBaeT Ha HeM3BEXHYH0 OMacHOCTb, KOTopas B criyvyae
BO3HUKHOBEHVSI BNe4YeT 3a CO6OoM cepbe3Hble TPaBMbl UM CMEpPTb.

HecobniogeHne gaHHbIX MHCprKLIMﬁ MOXeT NpnBecTu K netaribHOMy
ncxoay unum cepbe3HbiM TpaBMaMm.

AOCTOPOXHO

NPEAYNPEXOEHUE ykasbiBaeT Ha onacHyto cMTyauuto, Kotopas B crny4vae
BO3HUKHOBEHUSI MOXET MOBIieYb 3a CO60M cepbesHble TPaBMbl MU CMEPTb.

HecobGniogeHue gaHHbIX MHCprKLIMI7I MOXeT NpnBecTu K netanbHOMy
ncxoay, cepbe3HbIM TpaBMaM Unu noBpexgeHuro o6opy,qOBa|-|vm.

ABHUMAHUE

OCTOPOXHO yka3sbiBaeT Ha onacHy cuTyauuto, KotTopas B criyyae
BO3HUKHOBEHUSI MOXET NOBieYb 3a CO60M TpaBMbl NErKO UMK cpeaHeit
CTENEHU TSKECTW.

Hecob6niogeHne AaHHbIX UHCTPYKLUIA MOXKET MPUBECTU K Cepbe3HbIM
TpaBMam UIM NOBpPeXAeHU0 o6opyaoBaHuA.

YeedomrneHue

3AMEYAHUE ncnonbayeTtcs Ans toro, 4Tobbl 06paTtuTh BHUMaHWE Ha
npvMepsbl, He CBSI3aHHbIE C TPaBMaMMu.

OnekTpuyeckoe obopyaoBaHue AOMKHO yCTaHaBNMBATLCH, MCMONb30BaTbCS,
PEMOHTUPOBATLCS Y 0OCIYXMBATLCSA TONBKO KBANUULMPOBAHHbLIM NEPCOHAIOM.
Schneider Electric He HeceT OTBETCTBEHHOCTW 3a NOCNEACTBUSA, Bbi3BaHHbIE
nucnonb3oBaHMeM JaHHOro MaTtepuana. KsannuumpoBaHHbIn COTPYOHUK LOMMKEH
WUMETb HaBbIKN 1 3HAHWUS, OTHOCALLMECS K KOHCTPYKLIMM, YCTAaHOBKE U
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3KCMyaTauum anekTpryeckoro o60pyaoBaHus, a Takke NponuTh obyyYeHne TeXHUKe
6e3onacHocTH, YTo6bl yMeTb pacno3HasaTh U NPpeaoTBpallaTh COOTBETCTBYIOLLIME
onacHble cuTyauuu.
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Notices

FCC

OTO yCTPOMCTBO GbINIO NPOTECTUPOBAHO W MPU3HAHO COOTBETCTBYIOLLMM
orpaHuMyeHuaM gnga umMdpoBbIX YCTPOUCTB knacca B B cOOTBETCTBMM C YacTbio 15
npasun ®egepansHon kommuceun ceasm (FCC). O3Tu orpaHnyeHns BBegeHbl Ans
Toro, 4Tobbl 06ecneynTb He0bXoaMMYHO 3aLLMTy OT HeGnaronpPUATHbBIX
BO34eNCTBUI Npu paboTe yCTPONCTBA B XKWMbIX MOMELLEHNSIX. OTO YCTPONCTBO
reHepupyert, UICNOoMb3YyeT U MOXET U3nyyaTb PaaMo4acTOTHYIO SHEPTUIO U, eCNU He
YCTaHOBIEHO N HE UCMOMb3YETCA B COOTBETCTBUM C UHCTPYKLUMAMU, MOXET
BbI3BaTb CEepbe3Hble NOMEXU AN1A pagnokoMMyHuKaumin. BmecTe ¢ Tem, Henb3s
rapaHTMpoBaTb OTCYTCTBUE AEKTPUYECKUX NMOMEX B onpeaeneHHon
anekTpuyeckon cucreme. Ecnv gaHHoe yCTPONCTBO HE BbI3bIBAET CEPLE3HbIX
nomMmex paamo- UNn TeNenpPUEMHUKY, YTO MOXHO OMNPEeAEnnTb NPU BbIKIMIOYEHUN 1
BKITIOYEHWM YCTPOWCTBA, NONb30BaTeNio pekoMeHayeTcs nonpobosaTh YyCTPaHUTb
NOMeXM OHOWM UINN HECKOSBbKUMU U3 CReayoLWnx Mep:

*  MNEPEeopPUEHTUPYITE UMW NEepecTaBbTe NPUEMHYIO aHTEHHY;

* yBenn4ybTe PacCTOsIHUE MeXAY YCTPOWCTBOM U MPUEMHUKOM;

*  MOAKMHYMTE YCTPOMCTBO K PO3ETKE LieNu, K KOTOPOIN HE MNOAKITOYEH NPUEMHUK;
« 0bpaTtutechb 3a MOMOLLbIO K AUrepy Unmn OnbITHOMY Paguo- Unv TenemacTepy.

Monb3oBaTtens npeaynpexaeH, 4To nobbie n3MeHeHns nnu moamndukauum, He
onob6peHHble ABHbIM 00pa3om Schneider Electric, moryT npuBecTtu Kk yTpaTe
none3oBaTenem npasa aKcnnyaTupoBaTtb 06opyaoBaHME.

[aHHoe uudpoBoe ycTponcTBo otBedaeT TpebosaHmuam CAN ICES-3 (B) /NMB-3
(B).
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Mepbl NpeaoCTOPOXKHOCTHU

MoHTax, kabenbHble NOAKMIOYEHNS], UCTIbITAHUS U OGCJ'Iy)KVIBaHI/Ie OOJKHbI
npon3BoanTbCA B COOTBETCTBUM CO BCEMU MECTHLIMU U rOCYyapCTBEHHbIMA
Tpe6OBaHVIFIMI/I B OTHOLUEHUN INEKTPUYECKNX pa60T.

A OlIACHO

OMNACHOCTb NMOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTN
BCMbILLKOM AYIrun

* Wcnonb3yiTe COOTBETCTBYHOLLUNE CPEACTBA MHAMBUAYaNbHOW 3awnTtbl (CU3)
n cobniogarnTe Mepbl 6e3onacHocTv Npy paboTe € ANEKTPUHECKUM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLMOoHarbHble CTaHaapThl.

* Bbikntounte nogayy NMTaHMA K AaHHOMY YCTPOMCTBY U K 000pyaoOBaHuIo, B
KOTOPOE OHO YCTaHOBIEH, Nepea paboTon Ha YCTPOMCTBE UNn
obopynoBaHuu.

* Bcerga ncnonbayinTe nogxoaswnin 4aT4nk HOMUHANBHOTO HaNPSPKEHNS,
4TOObI YOEeaNTLCS, YTO NUTAHNE OTKITHYEHO.

+ Ecnu He ykasaHo vHoe, criegyeT paccMaTtpyrBaTh JIMHWUM CBSI3W U kaberbHoe
NoaKoYeHne BBOAa-BbIBOAA K HECKOMNBbKMM YCTPOCTBAM Kak onacHoe Ans
KU3HU.

* He ponyckaiiTe npeBbILIEHNS BEPXHUX NPeAenoB NapamMeTpoOB YCTPONCTBA.

+ [lepen nogknioyYeHMEM NMUTaHMS K 3TOMY 0OOPYA0BaHMI0 YCTAaHOBUTE Ha
MECTO BCe YCTPOWCTBA, ABEPLbI Y KPbILLKU.

HecobniogeHne AaHHbIX MHCTPYKLMIA MOXET NPUBECTYU K NeTaribHOMY
ncxogy Unu cepbe3HbIM TpaBMaM.

AOCTOPOXHO

HELIENEBOE UCMOJNIb30BAHUE OBOPYONOBAHUA

* He ncnonb3ynte nporpaMmHoe obecneyeHne B OTBETCTBEHHbIX CUCTEMAX
yrpaBreHnst unu 3awuTel, rae 6e3onacHOCTb NI0AEN UN UMYLLECTBA
3aBUCUT OT PYHKLMOHMpPOBaHus ynpasnstoulero MO.

* He ucnonbayiite nporpammHoe obecneyeHne aAns ynpaeneHns KpUTUYHbIMI
K BpEMEHW (PYHKLIMSIMM, MOCKOSBbKY U3-3a 3aePXKEK CBSA3M BPEMS
WHMLMann3aummn ynpasnsoLwero AenNcTBms 1 Bpemsi ero hakTn4eckoro
BbIMOSIHEHMS MOTYT OTNIM4YaTbCS.

* He ncnonb3ynte nporpammHoe obecneyeHne Ans ynpasneHns yaaneHHbIM
obopynoBaHuem 6e3 opraHvM3aumm 3awmLLIEHHOIO YPOBHA AOCTYNA K HEMY U
6e3 BkoYeHns obbekTa COCTOSIHUA AN NpegocTasneHns obpaTtHol CBA3M 0
COCTOSIHUW YNpaBnsAoLLEero AenCTBUS.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTarlbHOMY
ucxopny, cepbe3HbIM TpaBMaM UMM NOBpPeXAeHUI0 060pyAOBaHUS.

DOCAO0036RU-10 11



OHepreTuyeckuii cepeep Com'X 210

Mepbl NPeaoCTOPOXKHOCTH

AOCTOPOXHO

HETOYHbIE PE3YJIbTATbI OAHHbIX

HecobntogeHue AaHHbIX UHCTPYKUUIA MOXET NPUBECTU K NleTallbHOMY
ncxoay, cepbe3HbIM TPaBMaM Ui NOBpeXAeHn0 o6opyaoBaHuS.

3berante HeNpaBUNbHOM HACTPOMKN KOHUIYpaLMM NPOrPaMMHOro
obecrneveHust, Tak Kak 3TO MOXET NMPUBECTM K HETOUHbLIM OTYETaM U (MUIn)
pesynsrataM AaHHbIX.

He ocHoBbIBanTe Balwy AEUCTBMS MO PEMOHTY U 0BCMNY>KMBAHMWIO TOIbKO
Ha coobLLeHUAX 1 UHhopmaLmm, oTobpaxaeMbiX NPOrpaMMHbIM
obecnevyeHnem.

He nonarantecbk TONbKO Ha AaHHbIE, OTOBpaXkaemble B OT4eTax
nporpammHoro obecneyeHus, 4To6bl onpeaennTb, NPaBUIbHO N
OYHKLMOHMPYET cMcTeMa 1 OTBEYAET N1 OHa BCEM AeNCTBYOLWUM
cTaHgapTam u TpeboBaHusAM.

He 3ameHsiiTe gaHHbIMK, 0TOOpakaeMbIMy B NpOrpamMmmMHOM obecneveHnm,
HapaboTaHHbIN OMbIT Ha paboyem mecTe unm B 06CNyxMBaHUm
obopynoBaHus.

AOCTOPOXHO

NOTEHUWAINBHAA YITPO3A OOCTYMNHOCTU, LEJIOCTHOCTU U
KOH®OUAEHLUWANBHOCTU CUCTEMbDI

HecoGniogeHne AaHHbIX MHCTPYKUMIA MOXET NPUBECTU K NeTarlbHOMy
ucxopny, cepbe3HbIM TpaBMaM UMY NOBPEXAEHUIO 060pyAOBaHUs.

N3meHWTe naponu no ymonyaHuio Ans npeaoTepalleHns
HeCaHKLMOHMPOBAHHOIO A4OCTYNa K NapaMeTpam YCTPOMCTBA 1 ero AaHHbIM.

Hackonbko BO3MOXHO, OTKIHOUNTE Heuncnonb3dyemble I'IOprI/Cﬂy>K6bI n
y4eTHbIe 3anncun nNo ymonyaHuio anda MakCumalribHOro cokpalleHua
BO3MOXHbIX HYTeVI ONA OCyLeCTBIIeHUA aTak.

PasmeLanTe ceTeBble YCTPONCTBA 3@ HECKONIbKUMM YPOBHSAMM KMOep3aLlLmThbI
(Takumm Kak MexceTeBble 3KpaHbl, CEerMeHTauusa cetn, CpeacTaa
0oBHapyXeHUs BTOPXKEHUI B CETU U 3aLUMTLI OT HUX).

VMcnonb3ynTe pekomeHayemble nyyline npakTukn obecneveHus
knbepbesonacHoOCTM (HanpumMep, orpaHN4eHne NOSTHOMOYNIA,
pacnpegerneHne o0sa3aHHOCTEN) C LieNbto NpeaoTBpaLLeHus
HeCaHKLMOHUPOBAHHOIO PackpbITUst, yTpaTbl U UBMEHEHNS AaHHbIX 1
XXypHarnos, npepbiBaHus paboTbl cnyX6 nnm HeLeneBoro MCNonbL30BaHWs
obopynoBaHus.

12
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Com’X 210 BeegeHue

OHepreTuyeckuii cepsep Com'X 210

Com’X 210 BBeoeHue

O630p npoaykra

ApxutekTypa

OHepreTnyeckuin cepeep Com’X 210 sBNsieTcA KOMNAKTHbIM aBTOMaTUYECKN
KOH(OMIypupyeMbIM LLMHO30M U PEMMCTPATOPOM AaHHbIX, a TaKkkKe SABNAETCS
CYLLLECTBEHHOW YaCTbl0 CUCTEMbI YIpaBneHnst aHepruen 6asoBoro ypoBHsi.

OH cobupaeT 1 xpaHuUT AaHHble NoTpebneHms koMMyHanbHbIX pecypcoB WAGES
(Boga, BO3ayX, ras, aNnekTpn4ecTBO 1 Nap) U napameTpbl OKpyXKatoLlen cpeabl,
Takue Kak Temnepartypa, BnaxHocTb 1 yposHu CO2 B 3gaHun. [laHHble MOTyT
HaJeXHO nepegaBaTbCs B BUAe oT4YeTa Ha cepBep 6a3bl AaHHbIX B IHTEPHETE.

[aHHble roToBbl 4N 06paboTkM Nocne nonyyeHus cepepom. [aHHble
oTobpaxatoTcs kak Beb-CTpaHuLbl Yepes CepBUCHbIE NNaTdopMbl yNpaBneHnst
3Hepruen, npegoctaensemMsie komnaHnen Schneider Electric, Takme kak
EcoStruxure™Energy Operation n EcoStruxure™ Facility Expert, anst nogaepxku
onNTUMU3aLMN yrpaerneHnst 3HeproaHEeKTUBHOCTLIO U 3aTpaTaMu.

Com’X 210 Takke obecneunBaet Npo3padHbIN MHTEPGENC MeXaY CETAMM Ha
ocHoBe Ethernet u npomMbIWNeHHbIMK yCTpoNcTBaMn. OTa OyHKLMS LWM03a
NoaAepXNBaET UCMONb30BaHNE NPOrpaMMHOro obecneyeHns anst MOHUTOPUHIa C
Lenbio NonyyYeHns 4ocTyna K nHdopMauum oT yCTPONCTB AN cbopa AaHHbIX,
aHanuay TeHOeHUMIN, ynpaBrneHnio cobbITUAMU, aHanunay U apyrum OyHKUNSM.

OT NpocTOM N3MepUTENbHOM YCTaHOBKM C OOQHUM YCTPOMCTBOM A0 60nbLunx
namepuTensHbix cucteM, Com’X 210 cobupaeT gaHHble OT NiobbIX L30B8
nocnegosatensHon nuHum TCP/Modbus, cHeTunkoB nmnynscoBs, NPUBOAOB U
aHamnoroBbIX JaTYNKOB.

Ha naHHoM n3obpakeHnn nokasaHbl BO3MOXHbIE BapuaHTbl apxutekTypbl Com’X
210:

_ Ethernet or Wi-Fi LAN
Power Monitoring . .
‘Expert or th‘rdh party Modbus Serial Line

on-| premls#s st* v*iHr

Schneider Electric
=== or third-party

== cloud services

—— Zigbee wireless

Ethernet or PN

Wi-Fi LAN

|
Cellular li
|

- e
5]
q’ i
= Zighee 1
o A ! Ethernet
(@) Wireless Meter & L e |
| e e Modbus TCP
e )
[
’ ’Sensvrs
8 \\ -—————-. &
2 \
7]
g Modbus multi-meters Wireless
Z transmitters
Circuit-breakers

Analogue  Pulse energy meters
sensors

with 4-20 mA

or 010V

adaptor

iom =

_-—————. E 2

Gas
meter

Water meters
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OHepreTuyeckuii cepeep Com'X 210

Com’X 210 BeepgeHue

OCHOBHbIe OCOOEHHOCTHU

Com’X 210 nmeeT HecKosbKo OCHOBHbIX 0COOEHHOCTEN.

aBTOMaTn4eckoe obHapyXeHmne NoakntoYeHHbIX ycTporncTs Modbus;

BO3MOXHOCTb MOAKIMIOYEHUS K yAaNeHHOMY XpaHUNULLLY AaHHbIX Yepes Tpu
cpeabl: coToBasi cBA3b, nposoaHon Ethernet unn Wi-Fi Ethernet;

ABa nopta Ethernet ona otoeneHna coeaMHeHNs BbiLLeCToALLEN rmoGansHoM
CETW OT CETU NONeBoro YCTPONCTBa;

yeTblpe nogaepxusaemMblx npotokona nepegaun: HTTP, HTTPS, FTP u SMTP
C ynpaBneHneMm MpoKCU-CEPBEPOM;

XpaHeHne aHHbIX B Clly4dae npepbiBaHUA CBA3U C BbILLUECTOALLNM Y3I10M;

3KCMOPT AaHHbIX C COOCTBEHHBIM MOAKIHOYEHNEM K CEPBUCHBIM Mnatdopmam
Schneider Electric (tTakum kak Energy Operation) n ¢ cosganunem .csv dhavina
ONsl opyrnx cepeepoB 6a3 faHHbIX;

yHKLUMOHanbHOCTL Wto3a oT Modbus TCP go Modbus RTU;
HacTpoWika Yepe3 BCTPOEHHble BED-CTpaHuLbl;

COBMECTUMOCTb C paboyeli cpeaoit aNeKTpUYecKnx pacnpeaenmTenbHbIX
YCTPOWACTB (TemnepaTypa, 3/1eKTpoMarHMTHasi COBMECTUMOCTb);

rnokarnsHoe pesepBMpoBaHNe NapameTpoB KOHUrypauuu.
ZigBee Pro c gatunkamun EM4300.

Schneider Electric Digital Service Platform

OHepreTnyeckmin cepep MoxXeT ObiTb cBa3daH ¢ Schneider Electric Digital Service
Platform.

OT1a nnardopma No3BoONSET BaM:

OcywecTBnATb yaaneHHoe yrnpasneHne obHOBNeHNEM MUKPONPOrpamMmMHOro
obecneyeHuns, ycTpaHeHe HEMCNPABHOCTEN U HACTPOIKY NapamMeTpPOoB.

Wcnonb3oBate SIM-kapTy ¢ NOKpbITUEM MO BCEMY MUPY C MOMOLLbIO ONLUK
EBXA-GRPS-SIM.

My6nunkoBaTb cobpaHHbIE AaHHbIE HA CEPBUCHBIX NNatopMax yrnpaeneHus
aHepruen Schneider Electric.

Mpumeyanume: Bmecto EBXA-GPRS-SIM pekomeHayeTcsa ncnonb3oBaTtb
BHELLUHWI COTOBbIN poyTep.

EcoStruxure™ Facility Expert

EcoStruxure™ Facility Expert no3sonsieT ocyLlecTBnsATbL ayTCOPCUHI CUCTEM
yrpaBrieHnst 3Hepruen n nx obcny>xMBaHus, CoKpaLLas Balln N3OEPXKN Ha
3MNEeKTPOIHEPTUIO 1 NOBbILWA 3KCMNyaTaLMOHHYI0 3PEKTUBHOCTL OOBLEKTOB.

EcoStruxure™ Facility Expert ato o6nayHoe nporpaMmMmHOe NpunoxeHue ot
Schneider Electric, npegHasHa4eHHOe ANs NOBbIWEHNsS] SHeProadpPeKTUBHOCTH,
ynpaBsreHus aktmsamm n nx obcnyxmeanus. EcoStruxure™ Facility Expert
ncnonb3yeTcst A9 ManbIX U CPeLHUX OOBbEKTOB B NPOMBILLUNIEHHOCTU, PO3HUYHOM
TOproerne, oOLEeCTBEHHbIX 30aHWN U 0ObEeKTax 30pPaBOOXPaHEHMS.

EcoStruxure™ Facility Expert npeanaraet cneaytoLume yHKLMK:

Mopaepxka yCcTponcTs cbopa AaHHbIX: M3MEPUTENM, LLNI03bI, AaTHUKN.
O6nayHas nnatgopma Anst oTO0paKEeHUSA AaHHbIX.
KoHcynbTaumoHHble ycnyrm oT akcnepTHbix rpynn Schneider Electric.
CeTb MeCTHbIX NapTHEPOB ANsi BHEAPEHUSA PeLLEHUN.

14
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Com’X 210 BeegeHue

OHepreTuyeckuii cepsep Com'X 210

Power Monitoring Expert

Com'X MOXeT oTnpaBnsiTb AaHHble B hopmaTe cdhanna 3Ha4eHnin, pasaeneHHbIX
3angaron (CSV) B gncnetyepckoe nporpammHoe obecneveHne, Hanpumep, Power
Monitoring Expert (PME) nnu ctopoHHee amcnetyepckoe [10.

PME siBnsieTcs nonHoyHKUMOHANBHBIM, MEXOoMNepaLMoHHbIM MacluTabupyembiMm
NporpaMMHbIM NAKeTOM AN MPUNOXKEHUIA yNpaBneHns anekTponMTaHneMm.
MporpammHoe obecneveHne cobupaeT u cUCTeEMaTU3MpPYET AaHHbIE, MONyYaeMble
OT ANEKTPUYECKUX CETEN, U NPEeACTaBNAeT NX B BUAE coaepKaTerbHOM U
adphekTnBHOM MHOPMAaLMM NOCPELACTBOM UHTYUTUBHO-MOHATHOIO BED-
nHTepdenca. lenutecb nHopmMaLmen ¢ KnodYeBbIMU BOBNEYEHHbIMWU CTOPOHaMIN
UnNu B pamkax BCew opraHmMsauumn ansg CTMMynupoBaHus U3MeHEeHUN,
NO3BONAOLLMX SKOHOMUTb AEHEXHble cpeacTsa.

dononHuTtenbHble pecypchbl

Y106kl HANMTK 3TN 1 ApyrMe pecypckl, obpatutecb k www.schneider-electric.com n
BbINonHuTe nomnck ans «Com’Xy.

LOokymeHT CnpaBoYHbIN HOMep (HoMepa)
WHcTpykums ans Com'X 5406AD002
5406AD005
5406AD006
WHctpykumsa anst EBXA-GPRS/EBXA-GPRS- 253537613
SIM
WNHcTpykums EBXA-WIFI 253537634
WHcTpykums ans Zigbee NHA2243500
PykoBoAcCTBO nonb3oBaTtens no co3aaHuio 7EN72-0199
nonb3oBaTenbckmx Beb-cTpaHuny Com'X

MpumeuaHue: Bmecto EBXA-GPRS/EBXA-GPRS-SIM pekomeHayetcs
NCMomnb30BaTb BHELLHUIW COTOBbLIN POYTEP.

DOCAO0036RU-10
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OHepreTuyeckuii cepeep Com'X 210 BbicTpoe Hayano pabotbi ¢ Com'X 210

BbicTpoe Havyano pab6oTtbl ¢ Com'X 210

OOwume cBegeHUA o0 ObLICTPOM Ha4varne paboThbl

B aton rase onucbiBaeTcs, Kak BbIMONHATL Haubonee pacnpocTpaHeHHble
3agayu ¢ nomoubio Com'X 210. bBonee nogpobHyto nHdopMaLmio cM. B
yKa3aHHbIX MO CChINikaM pasgernax.

MpumeyaHue: Yoeamteck, 4to Com'X paboTtaeT nog ynpaeneHnem
nocrnegHen BEPCMU MUKPONpPorpaMmMHoro obecnedeHus. s 3arpysku
nocnegHer BEpCMN MUKPONporpaMmmMHoro obecnedyeHns nepengute Ha Beb-
cant www.schneider-electric.com/en/download/.

BbICTPbIN 3anyCcK: HACTPOMKa U 3anNyCK perucrTpaumm gaHHbIX

Hwxe onucaHbl obLwme 3agaqm, OTHOCALLMECS K 3anmyCKy perncTpaumnm AaHHbIX.
Ons nybnvkaumm Ha KOHKPETHY0 nnatdopmMy MoryT BbiTb Ao6aBneHb! warw.

1. [obGaBbTe HMKECTOSILLNE YCTPOWCTBA Kak onucaHo B pasgene [JobasneHue
Huxecmosiweao ycmpoticmea, cmp. 71. [JononHUTenbHble 3agayn
KOHCpMrypaumm ans Kaxaoro Tuna yCTponucTBea:

yCTpOVICTBa, KOTOpPbI€ MOXHO NOAKK4YaTh K LI,VIqJDOBbIM BxXoa4am

yCTpOVICTBa, KOTOpPbI€ MOXHO NOAKIMIO4YNTL K aHanorosbiM Bxoaam

yctponctea Modbus

lMapamempsbi KoHgu2ypayuu ycmpoticmea Ethernet, cmp. 80

2. BblbepuTe naMepeHust ansi pernctpawumm, kak onvcaHo B pasgene Bbibop
usmepeHul 0ng peaeucmpauyuu unu nybnukayuu, cmp. 74.

3. OnpepgennTte nHTEpBan perucTpauuu, kak onucaHo B pasaene OnpedeneHue
UHmMepsasos peasucmpauuu, cmp. 49.

4. 3anycTtute perncrTpaumio aHHbIX, Kak onnucaHo B pasgene 3arnyck
peaucmpayuu 0aHHbIX, cmp. 85.

BbicTpbIn 3anyck: O630p BCTPOEHHbIX AaHHbIX

Bbl MOXXeTe NPOCMOTPETL AaHHbIE B pearlbHOM BPEMEHMU N 3aperncTpupoBaHHbIe
OaHHble Ha Com'X 210 6e3 Heo6XxoAMMOCTH NOAKMIOYEHMNSI K XOCTOBOW
nnatdgopme. Huxe ykasaHbl Warn Ang npocMoTpa BCTPOEHHbIX AAHHbIX.

1. [obGaBbTe HKECTOSILLNE YCTPOWCTBA Kak onucaHo B pasgene [JobasneHue
HuxXecmosuw,ezo ycmpotlicmea, cmp. 71. JononHuTeneHble 3aga4u
KOHpUrypawmm ans Kaxaoro Tuna ycTpoucTea:

— Yctpowctea Modbus
— [lapamempsb! KoH¢bueypayuu ycmpoticmea Ethernet, cmp. 80

2. BeinonHuTe cnegyowme waru Ans npocMoTpa naHenm ynpasneHns
«AnekTpoaHeprusy». NepengunTe K Wwary 3 4ns NPOCMOTPa AaHHbIX B
peanbHOM BpeMEHW.

—  Bbibop usmepenuti 85151 peaucmpayuu unu nybnukayuu, cmp. 74
— OnpedeneHue uHMepsarnos peaucmpauyuu 0aHHbIx, cmp. 49
— 3Banyck peaucmpayuu 0aHHbIX, cmp. 85

3. lMpocMoTp AaHHbIX, BbIOPaHHbIX AS perncTpauum, B pearibHOM BPEMEHU:
lpocmomp mabnuybl usmepeHud, cmp. 83
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BbicTpoe Havyano paboTtkl ¢ Com'X 210 OHepreTuyeckuii cepsep Com'X 210

BbICTpbIN 3anyCcK: HAaCTpoMKa nyonukaumm

LWaru, onncaHHble HKe, NpeAcTaBnsaloT CBOAKY onuuii nyonukaumu. MonHoe
onvcaHve nyénukauum no nnatgopmam CM. B COOTBETCTBYIOLLIMX pasaenax.

1. Bbibepute nnatopmy 1 4yacToTy nybnukaumu, kak onMcaHo B pasgerne
Bbibop nnamagbopmbl u yacmomei nybrnukauuu, cmp. 43. Mo kaxagomn
nnatdgopme cM. cregyoLine COOTBETCTBYHOLLME 3a0a4u:

— [ns nogkntodeHus K 4OCTYNHOM no nognucke cnyxoe Schneider Electric
yepes Digital Service Platform (Hanpumep, k EcoStruxure Facility Expert),
cMm. pasgen [llodnwoyveHue, cmp. 47.

— [nsa onumn akcnopTa .csv MoXeTe ob6paTtuTbes k pasgeny ®opmam ghalina
akcriopma CSV, cmp. 46.

2. Onpepgennte NpoTOKON Nepeaayun, kak onucaHo B pasgene OnpedeneHue
rpomokora nepedadu, cmp. 44.

3. 3anyctute nybnukaumio, Kak onMcaHo B pasgene 3arnyck nybnukayuu, cmp.

DOCAO0036RU-10
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OHepreTuyeckuii cepeep Com'X 210 Hoctyn k uHTepdericy nonb3osartens Com’X 210

HdocTtyn K nHTepdency nonb3oBartena Com’X 210

NMopaepxuBaemble Be6-O0pay3epbl

[ocTyn kK aHepreTM4eckomy cepBepy BO3MOXKEH C UCMONb30BaHUEM PasfNyHbIX
BeO-Opay3epoB.

Bpay3sep Bepcus 6paysepa
Internet Explorer IE9 v BbIwe
Firefox 20.0 v Bblwe
Chrome 24.0 n Bbllwe

PekomeHayemble Be6-Opay3epbl

Ons MK pekomergyetcsa ncnonb3osats Chrome.

Cneaytowme 6paysepbl pekoMeHayTcs Ansa nnaHweTtHbix MK:

OnepaumMoHHas cuctema Bpaysep
Windows 10 *  Microsoft Edge
Windows 8 * Internet Explorer
Firefox
iOS *  Chrome
« Safari
Android *  Chrome
Bpaysep Android

3anyck Com'X

[Onsa 3anycka Com'X Tpebyetcsa Bpems. Nepen BbinonHeHNeM niobbIX AeACTBUN
nogoXauTe, Korga 3aropuTcs 3eneHbiM UBETOM MHAMKATOP NUTaHUS.

Mocne 3anycka Com'X 60MbLUIMHCTBO N3MEHEHWIN KOHGUTypauumn oyayT
BbINOHEHLI 63 Nepe3arpysku.

OpHako Anst HeKOTopbIX AeNCTBU NoTpebyetcs nepesarpyska Com’X.

Cny4yau nepesarpy3ku

Mepesarpyska Com'X notpebyerca B CneayloLwmx cnydasx:
* 0BHOBMEHME MUKPOMPOrpamMMHOro obecneyeHuns;
e BOCCTaHOBMEHMEe KOHUrypaLuu;

* M3MeHeHue HacTpoek ceTu Ethernet mexay 2 kommyTupyembiMm noptamu u 2
OTAENbHbLIMM MOPTaMK;

+ ycraHoBka GPRS unnu 3G-monema;
* ycTaHoBKa knio4a Zigbee;
+ oTknoyeHne cnyx6 Schneider Electric.

HdocTtyn 4yepe3 nopt Ethernet c nomowbio Windows

Ooctyn k uHTepdency nonssosatens Com'X npu nomoum Windows 7/Vista gns
nepBoHaYaribHON HACTPOWKM.
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HocTtyn kK MHTepgericy nonb3osatens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

KoHdurypaums nopta 2 Ethernet Com'X no ymonuanuio — DHCP-cepBep.

A OlIACHO

OMACHOCTb NMOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTN
BCMbILUKOM AYTU

* OnekTpu4yeckoe 060pyaoBaHNE LOIMKHO YCTaHABNNBATLCA M 0BCITyXMBaTLCS
TONbKO KBaNMUUNPOBaHHBLIM NEPCOHAINOM.

*  Wcnonb3yliTe COOTBETCTBYHOLLNE CPEACTBA MHAMBUAYaNbHOM 3awwnTbl (CU3)
n cobnioganTe Mepbl 6esonacHocTv Npy paboTe C ANeKTPUIECKNM
obopynoBaHuem. Cm. NFPA 70E B CLUA, CSA Z462 vnu cooTBETCTBYOLLME
HauMoHamnbHble CTaHaapThI.

HecobnrogeHne gaHHbIX MHCprKLIMﬁ MOXeT NpnBecTu K netaribHOMy
ncxoay unum cepbe3HbiM TpaBMaMm.

YeedomrneHue
KOH®JIUKT IP-AOPECOB

He noacoeaunHante Ethernet-nopt Com'X k nokanbHOM CETH, €Crnn OH
CKOH(pUrypmpoBaH Ha ncnonb3osaHne DHCP-cepsepa.

Heco6niogeHune aTUX MHCTPYKLUIA MOXKET BbI3BaTb YXyALIeHUe CBS3M.

1. OTKMOUUTE NOKanbHbIA KOMMBIOTEP OT BCEX CETEMN.

2. TMogkntounte Ethernet-kabenb oT nokanbHOro komnbtoTepa k nopty 2 Ethernet
Ha Com’X.

3. OtkpownTe MNpoBogHuk Windows Ha fiokaribHOM KOMMbOTEPE N HAXMUTE
Cetb.

Com’X gormkeH NosBMTbLCS B CNMCKE YCTPONCTB.

4. [Oeaxpabl HaxxmuTe Ha Com’X. B Be6-Opay3epe No ymonyaHuio aBToMaTu4ecku
OTKPOETCA CTPaHuua BXxoaa B CUCTEMY.

Mpumeyanume: MNMpotokon HTTPS paspelueH no ymonyaHuio B
kKoHdurypauun Com'X. Com’X nmeet aBToMaTU4eCKM NOANMUCAHHbIN
ceptudmkat 6es3onacHocTu. MNoaToMy Npu NOOKNIOYEHUN K MHTEPAENcy
3HEpPreTN4YeCcKoro cepeepa oTobpaxaeTcs coobLeHne o 6e3onacHocTU.
Mepen npuHATMEM yOEAUTECH, YTO CBA3b C 9HEPreTUYECKUM CEPBEPOM
yCTaHOBIEHa.

5. BeeauTte ums nonb3osartens (no ymonyaHuto: admin) n napornb (no
ymon4yaHuto: admin).

an/IMe‘-IaHVIe: Mmsa nonb3oBarens u naporb YyBCTBUTENbHbI K PErncTpy.

6. HaxmuTe OK.

Bnuskune Temsbl
* YcTpaHeHue HeucnpasHocter Com’X 210

» 3arpyska HOBOro ceptudmkara

HdocTtyn yepe3 nopt Ethernet c nomoLbio Apyrnx onepaumMoHHbIX CUCTEM

Hoctyn k uHTepdency nonb3osatena Com'X ans nepeoHavanbHOW HACTPOWKM C
MOMOLLbIO OnepaLMoHHbIX CUCTEM, OTNINYHBIX oT Windows.

KoHdpurypaums nopta 2 Ethernet Com'X no ymonuanuto — DHCP-cepBep.

DOCA0036RU-10 19



OHepreTuyeckuii cepeep Com'X 210 Hoctyn k uHTepdericy nonb3osartens Com’X 210

AOINACHO

OMNACHOCTb MOPAXEHUA INEKTPUYECKUM TOKOM, B3PbIBOM UJTN
BCMbILUKON OAYTU

* OnekTpuyeckoe 060pyaoBaHNE OOIMKHO YCTaHABNNBATLCA U OBCIyXXMBaATLCSA
TONbKO KBaNMUUMpOBaHHbIM NEPCOHANOM.

*  Mcnonb3yiiTe COOTBETCTBYHOLLMNE CPEACTBA MHAMBUAYanbHOM 3awmTthbl (CU3)
n cobnogarnTe Mmepbl 6e3onacHoCTU Npu paboTe C ANeKTpUYECKnM
o6opynoBaHmem. Cm. NFPA 70E B CLUA, CSA Z462 nnu cooTBETCTBYOLLME
HauMOHamnbHble CTaH4apThl.

HecobniogeHue gaHHbIX I/IHCprKLIMFI MOXeT NPpUBeCTU K netanbHOMy
ncxoay unuv cepbe3HbiM TpaBMaMm.

YeedomrneHue
KOH®IUKT IP-AOPECOB

He noagcoegunante Ethernet-nopt Com'X k nokanbHOM CeTH, ecrnm oH
CkoHUrypupoBaH Ha ucnons3oBaHne DHCP-cepeepa.

HecoGniogeHune aTUX MHCTPYKLMIA MOXKET BbI3BaTb yXyALUeHUe CBSA3M.

1. OTKMOUNTE NOKasbHbIV KOMMBIOTEP OT BCEX CETEMN.

2. TMopkntounte Ethernet-kabenb oT nokanbHOro koMmnbtoTepa k nopty 2 Ethernet
Ha Com’X.

3. OtkpowniTe Beb-Opay3ep.

4. Beegute [10.25.1.1] B none agpeca n Haxvmute BeogA,.

Mpumeyvanume: MNMpotokon HTTPS paspelueH no ymonyaHuio B
kKoHurypauum Com'X. Com’X umeet aBToMaTU4eCKM NOLNMUCAHHBIV
cepTudukat 6esonacHocTn. CnegoBaTtenbHO, NPy NOAKIIOHYEHUN K
uHtepdency Com'X otobpaxaercsa coobLueHne o 6esonacHocTu. lNepen
npuHATMEM ybeanTecs, 4To ¢BA3b ¢ Com'X ycTaHoBneHa.

5. Beegute nms nonsb3osatens (no ymonyaHuo: admin) 1 napons (no
ymonyanuto: admin).

MpumeyaHue: Vima nonb3oBaTens U Naposib YyBCTBUTENbHbI K PETUCTPY.

6. Haxmute OK.

Bnuskue Tembl

» 3arpyska HOBOro ceptudukara

HdocTtyn yepe3 pexum Touku goctyna Wi-Fi c nomowbio Windows

HocTtyn K MHTepdency nonbL3oBaTens aHepreTM4ecKoro cepeepa A0CTYNeH 13
Windows 4epes pexum Toukn goctyna Wi-Fi.
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HocTtyn kK MHTepgericy nonb3osatens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

A OlIACHO

OMNACHOCTb NMOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTN
BCMbILUKOM AYTU

* OnekTpuyeckoe 060pyaoBaHNE LOIMKHO YCTaHABNNBATLCA M 0BCITyXMBaTbCS
TONbKO KBaNUUUNPOBaHHBLIM NEPCOHAINOM.

*  Wcnonb3yiiTe COOTBETCTBYHOLLUNE CPEACTBA MHAMBUAYaNbHOM 3awnTtbl (CU3)
n cobnoarite mepbl 6e3onacHocTU Npu paboTe C ANeKTpUYecKnum
obopynoBaHuem. Cm. NFPA 70E B CLUA, CSA Z462 vnu cooTBETCTBYOLLME
HaUMOHarbHble CTaHOapThl.

HecobGniogeHue gaHHbIX MHCprKLlMﬁ MOXeT NpnBecTu K netarnibHOMy
ncxoay unum cepbe3HbiM TpaBMaMm.

YeedomneHue
HENPEOAHAMEPEHHOE BKIMKOYEHUE OBOPYOOBAHUA

He 3akpbiBanTe ABepLy MeTannmMyeckoro kopnyca npu ucnons3osaHum USB-
kntoya Wi-Fi.

HecobntogeHne AaHHbIX UHCTPYKLMIA MOXET NPUMBECTU K NOBPEXAEHUIO
obopyanoBaHus.

1. Nopgcoegunute USB-kntou Wi-Fi k nopty USB aHepreTnyeckoro cepsepa.
2. HaxmuTte kHonky Wi-Fi Ha aHepreTuyeckom cepaepe.
3aroputcs 3eneHbin ceetoamo kHonkn Wi-Fi.

3. Ha nokanbHOM KOMMbOTEPE MOAKNIYMTECH K HECNPOBOAHON CETH
3HepreTnyYecKoro cepsepa, ucnonb3ys okHo KoHdurypauus 6ecnpoBogHom
cetn Windows.

4. OtkponTe MNpoBogHuk Windows Ha fioKkaribHOM KOMMbIOTEPE U HAXXMUTE
CeTb. OHepreTMyecknii cepsep JOMKEH NOSBUTLCS B CMIMCKE YCTPONCTB.

5. [Baxabl HAXXKMUTE Ha HepPreTUYECKunii cepeep, 1 B Beb-6paysepe no
YMOYaHMI0 aBTOMaTUYECKN OTKPOETCS CTpaHULa BXOAa B CUCTEMY.

MpoTtokon HTTPS paspeLueH no ymonyaHuio B KOHMrypaumm
3HEepreTnYecKoro cepeepa. AHEPreTMYecKnii cepsep UMeeT aBToOMaTU4ECKM
nognucaHHbl ceptudmkat 6esonacHocTw. Mo3ToMy NpU NOAKTHYEHUN K
NHTEepdency aHepreTM4ecKoro cepaepa otobpaxkaeTcsa coobLueHne o
6esonacHocTu. Nepen npuHATUEM YyBeanTech, YTO CBSA3b C AHEPreTUYeCcKnm
CEepBEPOM YCTaHOBIIEHA.

6. BeegnTte ums nonb3oBarens (Mo ymonyaHuto: admin) 1 napornb (no
ymorn4yaHuto: admin).

Mmsa nonb3oBaTtensi u naporb YyBCTBUTENbHbI K PErmcTpy.

7. Haxmute OK.

Bnuskune Tembl
* YcTtpaHeHue HeucnpasHocTen Com’X 210
» 3arpyska HOBOro ceptudukara

» [Joctyn yepes pexum Toukn goctyna Wi-Fi

JocTtyn yepe3 pexum Touku goctyna Wi-Fi

Bbl MOXeTe nonyunTb JOCTYN K MHTEPbency Nonb3oBaTens 3HepPreTM4ecKoro
cepBepa ¢ NoMoLLb pexnma Toukn goctyna Wi-Fi n B onepaumoHHbIX cuctemax,
otnnyHbIx oT Windows 7/Vista.
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Bxop B cuctemy

AOINACHO

OMNACHOCTb MOPAXEHUA INEKTPUYECKUM TOKOM, B3PbIBOM UJTN
BCMbILUKON OAYTU

* OnekTpuyeckoe 060pyaoBaHNE OOIMKHO YCTaHABNNBATLCA U OBCIyXXMBaATLCSA
TONbKO KBaNMUUMpOBaHHbIM NEPCOHANOM.

*  Mcnonb3yiiTe COOTBETCTBYHOLLMNE CPEACTBA MHAMBUAYanbHOM 3awmTthbl (CU3)
n cobnogarnTe Mmepbl 6e3onacHoCTU Npu paboTe C ANeKTpUYECKnM
o6opynoBaHmem. Cm. NFPA 70E B CLUA, CSA Z462 nnu cooTBETCTBYOLLME
HauMOHamnbHble CTaH4apThl.

HecobniogeHue gaHHbIX I/IHCprKLIMVI MOXeT NPpUBeCTU K netanbHOMy
ncxoay unuv cepbe3HbiM TpaBMaMm.

YeedomneHue
HENPEOAHAMEPEHHOE BKITKOYEHME OBOPYOOBAHUA

He 3akpbiBanTe ABepLy MeTannmMyeckoro kopnyca npu ucnons3osaHun USB-
kntova Wi-Fi.

HecobntogeHue AaHHbIX UHCTPYKLUIA MOXKET NPUBECTU K NOBPEXAEHUIO
obopynoBaHus.

1. Noagcoegunute USB-kntou Wi-Fi k nopty USB 3HepreTnyeckoro cepsepa.
2. HaxmuTte kHonky Wi-Fi Ha sHepreTudeckom cepBepe.
3aropuTcs 3eneHbin ceetoamod kHonkn Wi-Fi.

3. Ha nokanbHOM KOMMblOTEPE MNOAKITHYUTECH K BECNPOBOAHON CETU
3HepreTMYecKoro cepsepa, ncnomnb3ys okHo KoHdurypauus 6ecnposogHomn
cetn Windows.

4. OtkponTte Gpay3sep.
5. Beeaute [10.25.2.1] B none agpeca n Haxvmute Beoa,.

MpoTtokon HTTPS pa3speLueH no ymMon4aHuio B KOHdUrypawuuu
3HEepreTMYecKoro cepeepa. AHEPreTUYECKNin cepeBep MMeET aBTOMaTUYECKN
noanucaHHbIv ceptTudmkat 6esonacHocTu. [oaToMy Npy NOAKMOYEHUN K
UHTepdency aHepreTM4ecKkoro cepeepa otobpaxaetcsa coobLieHme o
6e3onacHocTu. lNepeq NpuHATNEM YOeanTech, YTo CBS3b C SHEPTETUYECKNM
CepBepoOM yCTaHOBIEHA.

6. Beegute nms nonb3osatens (no ymonyaHuo: admin) 1 napons (no
ymonyanuto: admin).

Nmsi nonb3oBaTens u naporib YyBCTBUTENbHbI K PEFUCTPY.

7. Haxmute OK.

Bnuskue Tembl
» 3arpy3ska HoBOro ceptudgukara

* [ocTtyn Yepes pexum Todkm goctyna Wi-Fi ¢ nomouybto Windows

[ns nonyyeHusa goctyna K MHTepency nonb3oBartesnis 3HepreTM4ecKoro cepeepa
HeO6XO,EI,I/IMO BbINONMHNTL BXO4 B CUCTEMY.

Ecnn OTKPbITO HECKOJ1IbKO CE€aHCOB, ANA peAaKTUpoBaHNA NapamMeTpoB MOXHO
ncnonb3oBaTb TOJIbKO HepBbIVI ceaHc. CeaHceil, OTKpPbITbl€ NOCIIE NEepBOro ceaHca,
OOCTYNHbI TONMbKO ANA YTEeHUA.
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HocTtyn kK MHTepgericy nonb3osatens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

1. Bbibepute 53blIK;

2. BeeguTte nms nonb3oBaTens U Naporb.
MpumeyaHune: Vima nonb3oBaTtens U Naposib YyBCTBUTENbHbI K PEMUCTPY.

3. Haxmwute Connect, 4yTo6bl BONTH Ha BEG-CTpaHMLLY HACTPONKK
KOHdurypauuu.

MpumeyaHume: MNpotokon HTTPS paspelueH no ymonyaHuio B KOHUrypawmm
Com'X. Com’X nmeet aBTOMaTUYECKN NOANNCAHHbIA cepTudmkaT
6esonacHocTu. CnegoBaTtenbHO, MpU Nogkno4eHnn K nHTepdency Com'X
oTobpaxaeTcs coobLieHne o 6esonacHocTu. Nepen npuHATHeM ybeanTtecs,
yTO CBA3b ¢ Com'X ycTaHoBEHa.

Bnuskue Tembl

» Barpyska HOBOro ceptudmkara
MepBbIK BXOA B CUCTEMY

CnepyinTe AaHHbIM MHCTPYKLMAM Npy NEPBOM BXoAe B MHTepdhelnc nonb3oBaTens.

Be6-cepBep ABNAETCA MHCTPYMEHTOM A5A YTeHUA U 3anncu OaHHbIX. OH
KOHTPOJTUPYET COCTOAHNE CUCTEMDbI C NMOJIHbIM AOCTYNOM KO BCEM AaHHbIM B
BaLleM NpunoXxeHun. I'IpM nepBoM BXode B CUCTeMY Bbl MNoJsy4ynTe HanoMmmHaHme o
CMeHe napongd and npenorepalleHna HeCaHKUMOHNPOBAHHOIO A0CTyna.

YeedomrneHue

HECAHKUWOHWPOBAHHbIV AOCTYN K OAHHbLIM
* CpOYyHO CMEHMTE Naporib MO YMOMYaHUIO Ha HOBbIN 6e30MacHbIN Naposb.

* He BblgaBanTe Naponb NOCTOPOHHWUM fMLEAM UMK MHOMY
HekBanMULMpOBaHHOMY NepcoHarny.

HecobntoaeHne AaHHbIX UHCTPYKLMIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

Maponb He JoMKeH PacnpoCTPaHATLCS MU BblAaBaTbCS MOCTOPOHHUM fMLaM.
Maponb He JOMKeH coaepXaTh NINYHYIO UM O4EBUAHYO MHAOPMALIMIO.

1. Bongute B cucteMy Kak agMMHUCTPATOP MO YMOMYaHUIo.
Mma nonb3osatens u napons: admin

2. lMonHocTblo npoytuTe JIMLEH3MOHHOE CornalleHune.

MpumeyaHwme: KHonka MpuHATL 6yaeT ocTaBaTbCsi CEepoi, Noka Bbl HE
BbINOMHUTE NPOKPYTKY A0 KOHLA JIMLEH3NMOHHOro cornalleHust ¢
nonb3oBaTenem.

3. lMpumuTte JINLEH3NOHHOE cornalleHme.
4. BeeguTe HOBbIM NApoOsib.

OH pomkeH cogepxartb:
+ 8 cumBonos
+ 1 3armaBHas bykea
* 1 uudpa
* 1 cneuyunanbHbI CUMBOI

CmeHa napons

Mocne nepBoro Bxofa B cUCTEMY BaM NoTpebyeTcs CMeHUTb naporb. Bl Gyaete
aBTOMAaTUYECKM NepeHanpasneHbl Ha CTpaHuLLy BBOAa MMEHW Nosb3oBaTtens u
napons.
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1. HaxmuTe Ha cCbinky MMeHU nonb3oBaTtens/agMuHncTpaTopa B 6aHHepe 9
Beeaute TekyLwmi naponb.
BeeauTe HOBbIV Nnaporb.

MoaTBepanTe HOBbLIV Naponb.

o > 0N

HaxmuTte OK.

O630p UHTepdenca nonb3oBarTens

Beb-mHTepdelic nonb3oBaTensi NO3BONSAET BBECTU B akcnnyataumto Com’X 210.

Ha gaHHOM nsobpaxeHuun nokasaHa CTpyKTypa nHtepderica:

A. BaHHep
| | B. CoctosHue wniosa
e — — — — — — — — — c— — — — C. 06
I } l . waa nHgpopmauuna
01/09/2014 Data logging OFF  Available storage: 12.8 MB Y adm: Register | Logout | About
— B2 comx 200 |
o . 04:06:36 PM (» Periodic publication: OFF i D. OcHosHble BKNaaku
[ e O
E. lMoaBknagku
F. KomaHgHble KHOMKu
Site information Publication settings ~
Date/time settings Destination platform * | Energy Operation
e Data logging T
Publication frequency * | Daily [+]
Protocol * | FTP B
Server  |ftp.energyoperation.schneider-electric.com
Port * |21
Authentication required Yes No
User login * [PS2-Sandbox1_EO
User password = |*s**e***
Passive mode
Publication ID
You can register to Schneider-Electric web portal for easy registration and
management of your software licence.
Required field | Save changes Cancel

BaHHep B BepxHel YacTu BCeX CTpaHuL, oTobpakaeT crieaytoLlyo MHdopmauuio:

CocrosiHne PerMCTpame AaHHbIX. COCTOAHUE perncTpaunn gaHHbIX MOXHO
aKTUBMPOBATb Ha BKIagKke BBoa B JKcnnyaTtauuio.

I'Iepwo,ququKaﬂ ny6nv||(a|.w|;|: COCTOAHME I'Iy6]'IVIKaL|,I/IVI AaHHbIX MOXHO
aKTUBMpOBaTb Ha BKNagke Beoa B JKcnnyatauuio.

HocTynHas naMATb: NokasbIBaeT JOCTYMHYI0 NaMsATh Afls pErvcTpaumm
HaHHbIX.

Obwas nHopmauus Ccbinka «umMsi nonb3oBatens/adminy»: oTobpaxxaeT NOAKIIOYEHHOrO
nonb3oBarens.

O nporpamme: HaxmuTe, 4Tobbl NONy4YUTb JOCTYN K MHOPMaLMK NO
Bawwemy Com’X 210 n GPRS- unun 3G-mogemy (cepuitHbii Homep u MAC-
appec), noptam IPv4 Ethernet, agpecy IPv6 n Bepcusim nporpamMmmHoro
obecneveHus.

Bbixoa: Ans Bbixoaa 13 ceaHca paboTbl HaxmuUTe Bbixog nnu 3akpoiite
©pay3sep. PexoMeHayeTCst BbIMONMHUTL BbIXOA U3 CUCTEMbI YCTPOMCTBA
Com’X 210, ecnu OHO He ncnonb3yeTcs.
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Hoctyn k uHTepdericy nonb3osartens Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Bpewmsi: otobpaxeHue BpemeHu B cooTBeTcTBUM ¢ HacTpolikamu patbl u
BpPEeMEHMU.

OcCHOBHbIe BKNagKu 1 noaBKnaaku

KomaHgHble KHOMKK

MukTorpammel

MoaBknagkm oTobpaxkatoT NogMeHIo NoA BbIbpaHHOM OCHOBHOWN BKNaakon. Bol
MOXeTe cAenaTtb 3aknagku B CBOeM Opay3epe Ha Kaxayr noaBknaaky Beo-

nHtepcenca Com’X 210.

OcCHOBHbIE BKNaaku 1 NoABKNaakM nogpobHO onvcaHel B pasaerne ¢ nHdopmaumen
0 BO3MOXHOCTSIX YCTPOWCTBA.

KomaHaHble KHOMKM COOTBETCTBYIOT BbIOpaHHOM BKNaaKe N 3MeHsoTcs. [JaHHas
Tabnuua onuckiBaeT MHTePdENCHbIE KHOMKK:

KHonka

DewcTtBue

COXpaHMTb U3MeHeHusA

MoaTeepxaaeT UBMeHeHUs. OTknioyeHa, ecnu:
. HET U3MEHEeHUIN Ha Be6-CTpaHVILl,e;

. 0o6s13aTenbHOE nose ocTaBeHo
He3anonHeHHbIM. [None BblgenseTca
KpaCHbIM LBETOM;

* B Mone BBEAEHbI HEMOAXOAALLNE CUMBOSIbI.
Mone BblAENSETCSA KPACHbIM LiBETOM.

OTMeHUTb OTMEHSIET N3MEeHEHNs 4s Bo3Bpara K
nocrnegHNM CoXpaHeHHbIM HaCTPOMKaM.
MukTorpamma OnucaHue

YkasblBaeT, 4To MHpopmaumsi, Heobxoammas
AN 3aBepLUEeHUS HACTPOVKN KOHAUrypauum
3HEepreTM4ecKoro cepeepa v akTmsauum
pernctpauum 1 nyonmkaumm AaHHbIX,
HegoCTyMnHa AN BKNaaKu.

Mons, noMeyYeHHble KpacHOW 3BE3A04KON, — ATO
nons, obssaTtenbHble 4N 3anofHEHNS.

Moka3sbiBaeT nonb3oBaTtens,
3aperncTpMpoBaHHOIO A5 TEKYLLEro ceaHca.

CopepXunT nHdopMaLmio o KoHUrypauum B
OTKPLITOM MEHIO.

Bnuskue Tembl

° HaCTp0|7||<a AaTbl U BpEeMEHN

PyHKUUUN HTepcpenca nonb3oBaTens

(DyHKLI,l/II/I MHTep(beVlca nonb3oBaTtesia opraHn3oBaHbl B BWAE OCHOBHbIX BKITagoK U

noaBKnagok.

OcHoBHas BKnagka

MopBknagka

OnucaHue

HacTtpoliku

O6LWwme HaCTPOMKN

KoHdurypupyet aaty 1 Bpemsi, HaCTPOWKN CETU, HAaCTPOWMKN NPOKCH-
cepBepa, napameTpbl Nybnunkaumm u HacTpoiiku Todku goctyna Wi-

Fi.

HacTtpowku canrta

+ CopepxuT Has3BaHue obbekTa. ITO Nose Ncnonb3yeTcs
Energy Operation.
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OHepreTuyeckuii cepeep Com'X 210

Hoctyn k uHTepdericy nonb3osartens Com’X 210

OcHoBHasi BKnagka

MoaBknagka

OnucaHue

*  KoHurypvpyet nHTEpBan percTpaumnm AaHHbIX AN Kaxaoro
TUNA U3MEPEHVS U ANs NapaMeTPOB OKPYXatoLen cpeap.

CeA3b

KoHdurypupyet nocnegosartensHbin nopt Modbus, w3 Modbus,
dunetp TCP/IP n gononHutensHble HacTpoviku Ethernet.
HacTponka n cosgaHue cetn ZigBee.

Be3onacHocTb

O6HoBNsET cepTndmKaT SSL M HACTPONKN MEXCETEBOTO 3KpaHa.

HacTtpoiiku yctponcts

KoHurypupyeT apxvuTekTypy UsmepeHuii u faHHble Ans
perucTpaumu 1 nyGnukaumum.

Tabnuua namepeHum

OT0GpaxaeT CYETYMKM C MeTaAaHHbIMM U AaHHbIMU ANS
peructpauuu.

BBop B akcnnyatauuto

» [poBepsieT KOHPUrypaLW CUCTEMBI.
*  3anyckaeT unv ocTaHaBNMBaET PErMCTPALMIO [aHHbIX.

+  3anyckaert, oOcTaHaBnMBaET UMW TECTUPYET NyGnvkaumo
NaHHbIX.

OuarHocTuka

CraTtuctuka

OT0GpaxaeT AnarHoCTUYECKe AaHHbIE, UCMOSb3yeMble As
YCTpaHeHWs HernonaaokK CeTu.

YTeHue peructpoB
yCcTpoucTBa

Mo3BonseT nonb3oBaTensaM YATaTb JaHHbIE PErMCTPOB MOKanbHbIX
1 yaaneHHbix yctpoicts Modbus, coeamHeHHbIx ¢ Com’X 210.

MpoBepka cBA3U

MpoBepsieT paboTocnocobHocTb cBA3n ycTporcTs Modbus,
CKOHUryprpoBaHHbIx Ha Com’X 210.

Monb3oBaTenbcKas
oubnuoTeka

+ CospgaHue moaenu nonb3oBaTenbCKOro yCTPOWCTBa, MOAenu
HOBOrO yCTpoWcTBa unu Ha 6ase cyLlecTBytoLLen
nornb3oBaTenbCKon Moaenu B bubnmoTteke.

i NU3MEeHeHne N yganeHune nonb3oBaTefibCKUX mMogenew;
M MMMOPT MU 3KCNOPT NONb30BaATESIbCKUX Mogenen.

TexHuyeckoe ob6cnyxuBaHue

XypHanbi

Moka3sbiBaeT aaty, BpeMsi U onmcaHue:
*  MU3MEHEeHUI B KoHdUrypaumu;
*  owmbokK, 0BGHapyXeHHbIX BO BPEMSI perncTpaumu;
*  LLAaroB U COCTOSIHWSA Ny6nukauuu;
*  MpepbiBaHWs CBSA3U C U3MEPUTENBbHLIMU YCTPONCTBAMY;

. HeyaadHbIX NOMNbITOK BXO4a B CUCTEMY.

HacTpoitku cuctembi

+ [lo3BonseT co3gaTb pe3epBHYIO KOMWIO M BOCCTAHOBUTL
KoHdurypaumio Com’X 210.

*  AKTMBMPYET yaaneHHbI AOCTYN AN TEXHUYECKON NOAAEPKKM
Schneider Electric.

*  OGHoBnsieT MukponporpamMmmHoe obecneveHne Com’'X 210.
« [losBonsieT Bpy4Hyto nepesanyckatb Com’X 210.

Bbnuskue Tembl
* Hactponkn Com’X 210
e CBsi3bc Com’X 210

» Hactponku yctporcte Com’X 210

*  W3mepeHusa

+ Bsop B akcnnyartaumo Com’X 210

¢ [lonb3oBaTenbckas bubnuoreka Com’X 210

* [OunarHoctnka Com’X 210

* O6cnyxusaHme Com’X 210
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OHepreTuyeckuii cepsep Com'X 210

Be3onacHoctb Com’X 210

0630p cucrembl obecneyeHus 6e3onacHoOCTU

Baw npoaykt Schneider Electric cHabxeH dyHkumsaMn obecrneveHms
©esonacHocCTu.

,D,aHHbIe (byHKLLI/IVI NOCTaBnAKTCA B COCTOAHUU MO YMON4YaHUIO 1 MOryT ObITb
HaCTPOEHLI B COOTBETCTBUM C BaluMMK TpeboBaHnsiMu. MNpuMnTe BO BHUMaHMe,
YTO OTKIOMEHNE NNK MoaUUKaLMA HACTPOEK AaHHbIX (OYHKLIMIA MOXET NOBMMSATb
Ha 00wyt 6e3onacHOCTb YCTPOMUCTBA U, B OCODEHHOCTU, CETU, KaK MO3UTUBHO, TaK
N HeraTuBHO. [Inst onTMMarnbHOro UCnosb3oBaHNa yHKLUMI 6e3onacHoCcTH,
03HAKOMbLTECH C pEKOMeHAaUMsAMK No 6e30nacHOCTU.

YcTponcTBa caenaHbl NpoYHee ANis yBENMYEHU HaAeXHOCTW. OTO NOCTOSIHHbIN
npoLiecc, COCTOALLMI 13 NpakTMK 6esonacHon pa3paboTku, BKNIOYEHUSA OYHKLNIA
©e30MacHOCTM U TECTMPOBAHMS B HaLLMX NlabopaTopusix 6esonacHoCTu.
CnepoBaHue pekoMeHOaumsM No yBeNMYeHno 6€30nacHOCTM CUCTEMbI SABIISIETCS
Heob6xoaMMbIM haKTOpPOM AN yBenuMyeHus 6esonacHoCcTu.

Cwm. ctatbto Cybersecurity Hardening Best Practices (PekomeHaaumm no
ycuneHnuto knbepbesonacHocTH).

®dyHKUMM Ge30NacHOCTU BaLLero ycTponcTaea

Tpe6oBaHus K Naponsm

HTTPS-coeanHeHune

Balue ycTponcTBO NOCTaBnseTcsa ¢ KOHPUrypupyemMmon cuctemon 6e3onacHocTu,
KOTOPYIO Bbl MOXETE HaCTPOUTb AfS 3aLUUTbI OT HECAHKLMOHUPOBAHHOTO
KOHMrypupoBaHus BaLLero yCTpoMCTBa U JOCTYNa K ero fAaHHbIM NOCPEeACTBOM
NHTepdenca norb3osaTens Unu CUCTEMbl CBA3MW.

Com'X npeabsiBnsieT KOMMEKCHble TpeboBaHNs K MaponsM.

Mpv NepBOM BXOAE B CUCTEMY KaKAblii MOMb3oBaTerlb Nony4YnuT HanoMmMHaHue o
CMeHe Napons Ans NpeaoTBpalleHns HecaHKLMOHNPOBAHHOO AoCTyna K
NpUNoXeHWo. PEkoMeHIyeTCss HaCTPOUTb PETYIISIPHYI0 CMEHY Napors Mo
pacnucaHuio.

Bnuskue Tembl

» [lepBLIn BXOA B CUCTEMY

CoepguHeHue ¢ Beb-cepBepom Com'X Mo yMONYaHM0 OCYLLIECTBMAETCS MO
npotokony HTTPS.

Com’X nmeeT caMOCTOSATENBHO CreHepnpoBaHHbIN cepTudmkar 6esonacHoCTy.
CnepoBaTtenbHO, Npu NogkntoveHnn K MHTepdgercy Com'X otobpaxaetcs
coobueHne o 6esonacHocTu. MNepen npuHATMEM ybeanTtech, 4To cBa3b ¢ Com'X
yCTaHoBneHa.

Mepeagpecaumna HTTPS BkntodeHa no ymonyaHuio. [ins obecneyeHus
6esonacHon ceasm mexay NK n Com’X pekomeHAyeTcs OCTaBUTb 3Ty HACTPONKY
BKITHOYEHHOMN.

Mpokcu-cepsep HTTPS nogaepxmBaetcd Ha cTp. HacTponku > O6wwme
HacTpomnku. Agpec 1 Homep nopTa NPOKCK-cepBepa NPeaoCTaBNATCA
agMMHUCTpaTopoM ceTu. JTnbo Bbl MOXXETe MOCMOTPETL 3TV 3HAYEHNS B
«HacTtpovikax cetn HTepHeT» MK, NogKNIOYEHHOTO K NTOKanbHOM CeTu.
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OHepreTuyeckuii cepeep Com'X 210 BesonacHoctb Com’X 210

Bnuskue Tembl
» 3arpy3ska HOBOro cepTudukara

* HacTpoliku npokcu-cepeepa

Be3onacHbIN 3KCNOPT AaHHbIX

Vcnonb3oBaHue 6e3onacHoro npoToKOona npun ny6rwn<au,vw| XypHanoB AaHHbIX
No3BONAET NPeaoTBPaTUTb UX NepexBaTt U NoBpeXaeHue.

Onuwun 6esonacHomn nybnukauumn gaHHbIX BKNOYatoT B cebs:

» T[lpotokon HTTPS gnsa nybnvkauumn gaHHbIX B BUAE .Csv-aina unm npum
nybnukauun B Energy Operation.

*  SMTP c pexumom 6e3onacHoro coegmHennsa TLS/SSL nnn STARTTLS npu
nybnukauum .csv-danna no SMTP. Pexvm no ymonyaHuio — «Het».

» DSP (xoctoBasi nnatgopma Schneider Electric)

MnaTtdopma HazHa4YEHUA NO YMONYaHMo He ckoHdurypuposaHa. Npu
nybnvkaumnm B MeCTONoroXeHne, otnuyHoe ot DSP, HeobxoamMmo
CKOHMIypMpoBaTh NMPOTOKOS Ha cTpaHuue HacTponku > O6wme HacTpomku >
My6nukauus, a 3atem HacTpoMKu 3NEKTPOHHOM NOYThI NPY UCMONb30BaHUN
SMTP.

Bnuskue Tembl
N Onpe/J.eneHme NPOTOKO1a nepenayn

*  KoHdpurypuposaHue SMTP-cepBepa

anaBneHMe MeXceTeBbIM 3KpaHOM

CBa3b

anaBneHMe MeXXCceTeBblM IKPAaHOM MNO3BOJIAET BbIMOJIHATb KOHd)MprI/IpOBaHMe
[ocTyna K ceTu.

Bbl MOeTe KOH(UIYpUpOBaTh CriedytoLine rIeMEHThI:
+ BknoyaTb U1 BbiKMoYaTb NOPThI.

» Hactpaunsatb Homepa nopTtoB Ans nHTepdericos (Eth1, Eth2, WiFi, GPRS/
3G), 3a ucknioyeHnem ykasaHHoro B [lapamempax nopma.

+ BkniovaTb AOCTYN K CETU BbILLECTOALMX YCTPONCTB.

BblikntoueHne Hencnonb3yemblX MOPTOB (YTO onpeaensieTcs napaMeTpaMmm CeT Ha
cTp. HacTpoiku > O6wue HacTponku > HacTponku ceTun) no3sonsiet
npenoTBpaTUTbL HECAHKLMOHMPOBAHHIN 4OCTYN.

Pa3peLuwa AOCTYynNn K CeTu Bblille

[aHHas pyHKLMA NO3BOMSET HUKECTOALLMM YCTPOMCTBaAM NOMyYaTb JOCTYN K
cepsepam (Hanpumep, DNS, SNTP n SMTP) BbillecTosLen cetu.

HocTyn K ceTu Bbllle MO YMONYaHUIO BbIKIOYEH. PEKOMEHAYETCst OCTaBUTb
OaHHYH0 (DYHKLMIO BbIKITFOYEHHON, €CINK TONbKO OHa He TpebyeTcs ans nybnukaumm
AaHHbIX MW OTNPaBKN COOBLLEHUIA O COBBITUAX OT HXKECTOSLLUX KITMEHTOB.

Bnuskue Tembl

« [NapameTpbl nopTa

BesonacHocTthb Ethernet

Com'X nogaepxnBaeT ABe otaensHble ceTn Ethernet ans opranmsaunn
N30rMpPOBaHHON CETU YCTPOMNCTBA, ABYX OTAENbHbIX MHPPACTPYKTYPHBLIX OMOPHbIX
ceTen nm KOMMYTUPYeMOW CETU.

28

DOCAO0036RU-10



BesonacHoctb Com’X 210

OHepreTuyeckuii cepsep Com'X 210

O6cnyxuBaHue

Be3onacHocTb GecnpoBoaHON ceTu

BesonacHocTb 6ecnpoBogHon ceTn Com'X MoXeT ObITb 0b6ecrneyeHa ¢ NOMOLLIbHO
WPA2 (pekomeHayetcst), WPA nnn WEP.

®dunsTp Modbus TCP/IP

®dunbtp Modbus TCP/IP koHTponupyer, ¢ kakux IP-agpecoB paspelleHa CBS3b C
Com'X n HmxecToALwmMMM ycTporcTBamm ¢ nomoubto Modbus TCP/IP.

MwuHnMmmnsaums konmnyecTtsa IP-agpecoB, KOTOpble MOTYT OCYLLECTBMAATL AOCTYM K
YCTPONCTBY CHWXXaeT BEPOATHOCTb HECAHKLIMOHNPOBAHHbLIX BTOPXXEHNN.

Mo ymomn4yaHuio gaHHas yHKUUSA BbikNtodeHa. [pu ee BKMOYEHUN Ha3HaYvaeTcs
ypoBeHb goctyna YreHue ansa noboro knneHta Modbus TCP/IP He 13
PUNLTPOBAHHOIO Cnmncka. YctaHoBKa 3Ha4YeHus nons [JlocTyn no yMonyaHuro Ha
HeT 6nokupyet Bce knueHTbl Modbus TCP/IP He 13 hmnnsTpoBaHHOMO crnmcka.

Ecnu no3BonsieT apxmTekTypa Ballen CUCTEMbI, PEKOMEHOYETCS BKITHOUNTL 3Ty
YHKUNMIO.

Bnuskue Tembl

* KoHdurypuposaHue cdunstpa Modbus TCP/IP

JocTyn B peanbHOM peXxrMe BpeMEHW K >XypHanam obcnyxmBaHusi No3BonseT
npoBepuTb Ha Hann4ne M30bITOYHbIX OTKMOHEHHbIX 3anpocoB Ha A0CTyN K
cUcTeME, HEOXMOAHHBLIX OOHOBIMEHWI MUKPONPOrpaMMHOro obecneveHns nnm
He3annaHUpPoOBaHHbLIX BOCCTAHOBMEHNIA N3 PE3EePBHOMN KOMUMU.

Pe3epBHOe konupoBaHue KoHturypaumm

Pe3epBHOE KOMMPOBaHME KOHUIypaLMmn No3BOSSET BbINOMHUTL BOCCTAHOBIIEHNE
HacTpoek Com'X 1 yCTPOWCTB.

MukponporpammMmHoe o6ecnevyeHue

Monb3oBaTenu MoryT ycTaHaBNMBaTb TONbKO MUKPOMpOorpaMMHoe oGecneveHue,
noanucaHHoe Schneider Electric.

Bnuskue Tembl

*  KypHanbl

» CoxpaHeHune KoHUrypaumm

» BoccraHosneHvne KoHdurypauum

» O6HoBMEHNEe MUKpPONporpaMmMHoro obecneveHus

PekomeHgaumm no KoHdpuUrypupoBaHuio hyHKLUN 6e30nacHOCTHU

Hwxe nprvBeaeHbl HekoTopble obLuue pekoMeHaaumMm No KOHUrypnupoBaHuio
dyHKLMI Be3onacHOCTM BaLLEero yCTpoMCTBa.

* He gobaensanTe nonb3oBartenen, kpome Tex, KOTopbiM TpebyeTcst 4ocTyn, U
oLeHuBaviTe TpeboBaHUS CBOEN CUCTEMBI Nepes NPeAoCTaBNEHNEM
nonb3oBaTensM 4OCTyNa K Hanbonee BaXKHbIMW CTpaHULaM, Harnpumep, K
YnpaBneHuio mexceTeBbIM 3KpaHOM nnn Hactporkam ycTpomncraa.

» OrpaHuybte uncro IP-agpecos, koTopble nmetoT goctyn kK Com’X.
* He ncnoneayinte ceptudmkatsl SHA1T.
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HacTtponkn Com’X 210

O630p HacTpoek

B aTtom pa3gene onucbiBaeTcs, Kak KOHUrypuposatb obme HacTporikn Com’X.

A OCTOPOXHO

HETOYHbIE PE3YJIbTATbI AAHHbIX

M3berante HenpaBunNbHOW HACTPONKM KOHMIrypaumm nporpaMmmHoOro
obecnevyeHns, Tak kKak 3TO MOXET MPUBECTU K HETOYHbLIM OTYeTaM U (Mnm)
pesynstatamM JaHHbIX.

HecobniogeHue gaHHbIX I/IHCprKLWIﬁ MOXeT NPpnBecCTU K netanbHOMy
ncxoay, cepbe3HbIM TpaBMaM Unu noBpexgeHuro oGopyp,OBava.

HaCTpOVIKM AadTbl U BpeMeHU

Moasknaaka HacTpomnkn AaTbl U BpeMEHU NO3BONSET YCTaHOBUTL ATy U BpeMS
no yacosomy nosicy nocpegctsoM SNTP nnu Bpy4Hyio.

HacTtpouka gatbl U BpeMeHun

Mepepn BkntodeHneMm cnyxd Schneider Electric Ha Com’X gata n Bpems A0MKHbI
ObITb YCTAHOBMEHbI HA TEKYLLUE ATy U BPEMS.

Digital Service Platform 6yoyT nepesanncbiBaTbCsi NioOble pyYHbIe N3MEHEHMS
OaTtbl 1 BpemMeHW. Bbl MoXxeTe Tonbko pefakTnuposate YacoBow nosic.

Mpwn ucnons3osaHmmn Energy Operation pekomeHayeTca BolOpaTh YacoBOW NOSIC
DST ansa obecneveHus ctabunbHO NpaBunsHON peructpawmm spemeHn Com’X.

Ons YCTaHOBKM aTtbl U BpEMEHU!

1. Haxmute Hactpouku > O6wwme HacTpomkm > HacTpoiku aatbl n
BpeMeHM.

2. BblbepuTe cOOTBETCTBYHOLWMN YacoBOM NOSIC B pacKpbiBatOLLEMCS CIIUCKE.
Ecnu BeibpaHa BpemeHHas 3oHa DST, yackl 6yqyT aBToMaTnyeckm
HaCTpauBaTbCs Ha PEXUM NETHETO BPEMEHU;

3. BbINOMIHUTE OOHO U3 CnegyLmMX 4eNCTBUM:

a. Haxmute KHOMKY CerogHsa ans aBToMaTu4eckomn YCTAHOBKU OaThbl U
BpemMeHN B COOTBETCTBUN C paton n BpemMeHeM Ballero KomnbkoTtepa.

b. pr‘lHytO BBeAUTE AaTy U BpeMA B NONAX OAaTbl U BpEMEHMU;

c. Boibepute «a» ansa onuuun NMopaepxka SNTP, 3atem BBeanTte agpec
cepsepa SNTP. (no ymon4yaHuto: pool.ntp.org).

4. Haxmute CoxpaHUTb UBMEHEHMUS.

HacTpouku cetun

Com'X obecneymBaeT HECKOITbKO MHTEPGENCOB NOAKITIOYEHNS.
« Ethernet c oByms noptamm
*  Wi-Fi

*  GPRS unu 3G ang n3onmpoBaHHbIX MECT UMW MECT, r4e CUCTEMHbIN
aAMWHUCTPATOpP He paspeluaeT OCTYN K MHAPACTPYKType CeTu.
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Com'X: GPRS unun 3G-mogem nnu USB-kntoy Wi-Fi.

Onuunun KoHcuUrypaumm cetm

,D,OCTyﬂHbIe MHTep(*)eVICbI onpegendrTcAd O60py,D,OBaHVIeM, NnoaKr4YaeMbIM K

Com'X ocHawaeTcs asyms noptamu Ethernet, a Takke pasbemom gnss GPRS-
moayns unn USB-noptom ansa 3G-moaema.

B paHHol Tabnuue npeacTaBneHbl onumm KoHgurypaumm cetn Com'X:

Mopt
Onuuu Mopt Ethernet 1 | Mopt Ethernet2 | wi-Fi GPRS/3G
Tonbko GPRS/ HacTponka Hactporka HacTponka My6nukauns
3G KOHGurypaumm n | koHdpurypaumn() | koHdurypauum@ | gaHHbIX
c6op AaHHbIx(1) 1 c60p AaHHbIX
GPRS/3G n HacTtpoliika koHdurypauum n c6op Hactponka My6nukaums
KOMMYyTVpyemasi | OaHHbIX KOHMrypaumn@ | gaHHbIX
ceTb
Tonbko Wi-Fi Hactpoika Hactporika Hactponka -
KOHpurypauum un KOHpurypauun(’) | koHdurypaumm,
c6op gaHHbIx(M) 1 c6op AaHHbIX cbop AaHHbIX 1
nyénvkaums
Wi-Fin HacTpolika koHdurypauum n cbop Hactponka -
noaKntYeHHas OaHHbIX KOHdMrypaumm,
ceTb c60op AaHHbIX 1
nybnukaums
2 HacTtpoiika koHdurypauum, c6op HacTponka -
KOMMYTUPYEMbIX | AaHHbIX 1 ny6nvkaums KoHUrypauum)
noprta (1 IP-

agpec ans obomx
nopToB)

2 OTAEnbHbIX
noprta (1 IP-
appec Aans
Kaxgoro nopta)

Hactpoika
KOHUrypaumm un
nybnvkauuns
OaHHbIX

Hactporika
KOHUrypaumm un
c6op gaHHbIX

HacTponka
KOHurypaumm()

(1) MpegnoyTUTENBHHOE NCMOMNB30BaHNE ANS AaHHOro nopTa.

(2) DocTynHO ToNbKO B pexume Todkn goctyna Wi-Fi.

MpumeyaHue: BMecCTo ykasaHHbIX Bbile KOHUrypaums pekomeHayercs
NCNonb30BaTh BHELLHWUIA COTOBbIN poyTep.

C GPRS nnun 3G-mogemom

GPRS nnu 3G-mogem ucnonb3syetca Ans nyénukaumm gaHHbIX.

Ecnu Bbl xoTuTe ncnonb3osatb Ethernet ana cbopa gaHHbIX, CKOHUTYpUpynTe
Com'X B HacTporikax GPRS/3G u kommyTupyemoim ceTu. B npoTuBHoM cryvae
Com'X pomxeH 6bITb ckoHGUrypupoBaH kak Tonbko GPRS/3G.

Ecnu Com'X ckoHcpurypuposaH B pexume Tonbko GPRS/3G, nopt Ethernet 2
nencteyeT kak DHCP-cepBep. [aHHbI pexxum nossonseT nogknioyaTts MK ang

BbIMNOITHEHWS KOH(UIYPUPOBaHUSI.

MpumeyaHme: BmecTo ykasaHHbIX Bbille KOHUIypauuin pekomeHayeTcs
NCnonb30BaTh BHELLUHUIW COTOBbLIN POYTEp.

Ecnu yctaHosneH moayns Wi-Fi, ero MOXHO MCrnonb30BaTh AN YCTaHOBKM
coeguHeHus c MK, nnaHweTHbIM MK nnu cmaptoHOM 4518 HAaCTPOKK
KOHUrypauum cmctemsi.

C knrouom Wi-Fi

[na nybnmkaumm gaHHbIX MOXHO ncnonb3oBaTth kntod Wi-Fi. Ecnv Bbl xoTnte
ncnonb3osaTb Ethernet ans cbopa gaHHbIX, ckoHbUrypmpyite Com'X B
HacTpowkax Wi-Fi n kommyTunpyemon cetu. B npotusHom cnyyae Com'X gomxeH
KOHUrypupoBaTbcs Kak «Tonbko Wi-Fix».
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MpoBoagHoun Ethernet

Ecnu B Com'X He ucnonesyetrca GPRS/3G-mogem nnun moayne Wi-Fi anga
nybnukaumm gaHHblx, ABa nopta Ethernet MOXXHO KOHUIypMpPOBaTL OTAENBHO.

Bbi6op KoH¢Urypaumm cetn

BbibepuTe nogxoasiuyto KOHUIypaLmio ceTv Ans CBOen CUCTEMBI.

1. HaxmuTte HacTtponku > O6wwume HacTpomrku > Hactpoinku ceTu.

2. BbiGepuTe koHGUIypaumio ceTu B packpbiBatoLwemcs cnvcke BoiGepuTe

KOHpUrypawmio ceTu.

3. lMpn HeobxoaMMoCTM BBEANTE NapaMeTpbl 4115 KaKaoro otobpaykaeMoro
MHTepdenca noakntodeHmsi. CM. COOTBETCTBYIOLLME pasaensbl.

4. Haxmute CoxpaHUTb U3MEHEHUA.

5. lNMopoxanTte He MeHee NATM MUHYT Ang nepesarpyskn Com'X.

Mo 3aBepLlleHnn nepe3arpy3km MHOUKaTop NMTaHUA 3aropaeTcsa 3efneHbiM

LIBETOM.

Bnuskue Tembl

*  KoHdurypupoaHue gononHuTenbHbix HacTpoek Ethernet

» Hactporiku GPRS/3G

*  KoHdpurypuposaHue cetn Wi-Fi

Cnyyvau nepe3sarpy3sku

M3meHeHne HekoTopbix HacTpoek Com'X MOXeT NPUBECTU K aBTOMaTUYEeCKON

nepesarpyske.

HayanbHas koHdurypaums cetn

HoBas koHdurypaums cetn

2 oTAenbHbIX nopta

2 nepekrnoyaemMbIx nopta
GPRS/3G 1 2 koMmmyTMpyembIx nopta
Wi-Fi n 2 kommyTunpyembix nopta

Tonbko GPRS/3G 2 nepeknoyaeMbIx nopta
GPRS/3G u 2 kommyTupyembIx nopTa
Wi-Fi n 2 kommyTupyemsix nopta
Tonbko Wi-Fi 2 nepeknoyaemblx nopta

GPRS/3G 1 2 kommyTuUpyembIx nopta
Wi-Fi n 2 kommyTnpyembix nopta

2 nepekntoyaemMblx nopta

2 oTAenbHbIX nopTa
Tonbko GPRS/3G
Tonbko Wi-Fi

GPRS/3G u 2 koMMyTUpyeMbIX nopTa

2 oTAenbHbIX nopTta
Tonbko GPRS/3G
Tonbko Wi-Fi

Wi-Fi n 2 kommyTupyembix nopta

2 oTAenbHbIX nopTta
Tonbko GPRS/3G
Tonbko Wi-Fi

MpumeyaHue: Bmecto koHburypaumn GPRS/3G pekomeHayeTcs
NCNonb30BaTh BHELLHWUI COTOBbIN poyTep. lNepeveHb pekomeHayembix 3G-
MoOeMoB CM. B pasgene Hacmpoiku GPRS/3G, cmp. 35.
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HacTtpouku nopta Ethernet

B Com'X umeetcs gea nopta Ethernet.

MopTbl Ethernet MOXXHO KOHDUTYpUPOBaTL B ABYX pEXMMAX:

* Pexunm nepekntoveHus: aBa nopta Ethernet nmetot ognHakosyto
KOHGUurypauuio.

*  Pexum BbILLECTOSALLEro/HMKECTOSILLEro YCTPOMCTBA: ABa nopTta Ethernet
KOH(UIYpUPYHTCS OTAENBHO.

KoHdurypaums B pexxume nepeknoveHns

Ha gaHHom n3obpaxkeHnn nokasaHa KoHdpurypauus nopta Ethernet B pexume
nepeknioyYeHus:

Vel

EGX
Com'X
IF: 10.168.25.7 [F: 10168 258

B pexwvMe nepekntoyeHns y o6omx noptos Ethernet ognHakoBble HacTPoOWKK.
Mcnonb3oBaHue AByX NOPTOB 06rer4yaeT MOHTaX NPOBOAKM:

¢ OAOWH MOPT MOXXHO NOACOEONHUTDL K NepeKrio4yaTernto B nokarnbHOWN ceTu.

*  OOWH NOPT MOXHO UCMONb30BaTh AN noakntoyeHns MK ans BbINnonHeHus
onepauuit KOHPUIYPUPOBaHWA UMK AN NOAKIOYEHUs yCTpoicTBa cbopa
AaHHbIX NokanbHo ¢ noptom Ethernet.

KoHcpurypaums B pexxmme BbILLECTOSALLENO/HMKECTOSLLENO YCTPOMCTBA

Ha naHHom n3obpaxxeHnn nokasaHa KoHdurypauus nopta Ethernet B pexume
BbILLECTOSALLENO/HMKECTOSLLIErO YCTPOWUCTBRA:!
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[UDDDQ_DDD [DDDDDDDD]
by DHCP Client PC
IP: 10.165.25.7 IP: 10.25.1.1 IP: 10.25.1.5
[ —
Com'X EGX EGX EGX

IP:10.25.1.2 IP:10.26.1.3 IP:10.25.1.4

B pexvme BbILLECTOSALLErO/HMKECTOSILLLErO YyCTponcTBa Aea nopta Ethernet nmetor
pasHble HaCTPOWKN U (PYHKLIMOHNPYIOT HE3aBUCUMO:

* OOWH MOPT AOMMKEH UCMNOoNb3oBaTbCA AN NyOnukauum AaHHbIX.
s 0OWH NOPT AOMKEH UCMNONb30BaThLCA AN c6opa AaHHbIX.

MopT, ncnonb3yembii Anst nyonukaumm gaHHbix (eth1), MOXHO KOHUIryprpoBaTh B
pexunme knueHta DHCP unu B pexunme ctatudeckoro agpeca IPv4. Mopr,
ncnonb3yembivi Ans céopa gaHHbix (eth2), MoxHO KOHGUIyprpoBaTh B pexume
knueHta DHCP, ctatnyeckoro agpeca IPv4 nunu DHCP-cepBepa.

HacTtpowku koHdurypauum Ethernet

KnnenTt DHCP: IP-agpec Com’X HasHavaeTca aBTomatmyecku. MNpum
ncnons3osaHun Windows XP pekomeHayeTcst umeTb prkcmpoBaHHbIn IP-agpec,
Ha3Ha4yaeMmblh DSL-MogemMomM unm agMUHUCTPATOPOM CETU.

CraTtnueckumn agpec IPv4: BBegute agpeca IP, macku nogcety u wro3a no
ymon4daHuto. Agpeca HasHavatTcss Com'X cuCTeMHbIM aAMUHUCTPaTOPOM.

Bnu3kue Tembl

* Hactpounku agpeca IPv4

KoHdmrypupoBaHue noptoB Ethernet

Bbl MmOXeTe ckoHurypuposaTtb nopTel Ethernet kak ABa oTAenbHbIX NopTa.

1. HaxmunTte HacTponku > O6wwume HacTporku > HacTtponku ceTu.

2. BbibepuTe none BbiGepuTte KOH(Urypaumio ceTu.

MpumeyvaHue: Ecnu Bbl nameHsieTe KoHurypaumio nopta Ethernet npum
BbINOMHEHWM KOH(PUIyprpoBaHus Yepes nopT, Bbl ByaeTe OTKMIoYEHbI
yepes 6paysep. [1na NpogomKeHNA HACTPOMKM KOHUrypauumn HadHmute
HOBbIV CeaHC NPOCMOTpA.

3. BoibepuTe B packpbiBatowemcs cnvcke 2 otaenbHbix nopta (1 IP-agpec
OIS Kaxporo).

4. Bbibepute Knuent DHCP n Ctatnueckumn agpec IPv4 B packpbiBatoLemcst
cnucke Pexum KoHdurypauumm.
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Hactpownkun GPRS/3G

5. B packpbiBatoLemcsa MmeHio KoHdurypauus Ethernet BBegute napametpsl B
nonsx Kondwmrypaumsa cetn WAN (eth1) n Kondurypaums cetn LAN
(eth2).

Mone CocTosiHne nHTepdeinca cmeHntca Ha AKTUBHBIN (npu koppekTHOM
MOHTaxe).

6. B packpbiBatoeMcs MeHio O6Lwme HaCTPOMKKN ceTu BBeanNTe agpeca B
nonsx Wnto3 no ymonyaHuio, NepBuyHbin DNS-cepBep 1, npu
HeobxoammocTun, BropuyHbii DNS-cepBep.

Appeca HasHadatoTca Com'X CUCTEMHBIM aaMUHUCTPATOPOM.

7. [ng BkOYeHWs peakumm Ha KoMaHay ping BelibepuTe [la Ha cTpaHuue
O6wue HacTpomnku cetn > OTBETUTL Ha ping-3anpoc.

Mo YMOJ4aHno (byHKLI,I/IFl OTBETa Ha ping-3anpoc BbIKJTIO4EHa.

8. HaxmuTte CoXpaHUTb U3MEHEHMUS.

IocTyn K coToBOM CBA3M MOXeT fobasnaTbeca Kk Com'X npu ycTaHOBKE Mogema
NoA KPbILLKOW.

[aHHasa Tabnuua nokasbiBaeT HacTponkn GPRS/3G:

Tonbko GPRS/3G

GPRS/3G 1 2 kommyTupyemsbix nopta Ethernet (oguH IP-agpec aons o6oux nopToB)

((A))

P~

(K)

N

~~
— IIP: 10.25.1.1

-

T
IP:10.25.1.2 IP:10.251.3

Onumm ceT COTOBOW CBSI3W 3aBUCAT OT MNOAKITHIOYEHHOIO MoAeMa.

GPRS/3G/4G 6ecnpoBogHas nepegaya AaHHbIX YyBCTBUTENbHbI K MECTHbLIM
YCINOBUSIM OKpY)KatoLLle cpefbl, TakuM Kak noroga, 4OCTYNHOCTb CETU U Apyrue
yctponctBa GPRS/3G/4G. B cnyyae nnoxon CBsi3n Bbl MOXETE MOHECTU
MOBbILLEHHbIE pacxofbl Ha CBA3b.

3G-mopembl

MepeuncnerHbie HMxke 3G-moaembl ObInM UCMbITaHbl HA COBMECTUMOCTb ¢ Com’X.
TexHMnYecKne XxapakTEPUCTUKN U yKa3aHMs MO YCTAHOBKE KaXXaoro mogema cMm. B
OOKyMeHTaLun U3roToBuTeNS.
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WUsrotoBuTtenb/mopens AHTEHHa MNpumeyanue

MultiTech (rCell) BHelwHss * PekomeHngyeTtcs
* TMopkntovyaetcs Ethernet-kabenem.

*  Mopaem JomKeH ycTaHaBNMBaTLCS Ha
kopnyce. CM. MHCTPYKLMN U3rOTOBUTENS NO
YCTaHOBKeE.

Digi Routers BHelwHss * PekomeHnpyeTtcs
* [opkntoyaetcs Ethernet-kabenem.

*  Mopem fomkeH ycTaHaBnNMBaTLCA Ha
koprnyce. CM. UHCTPYKLMW M3rOTOBUTENS NO
yCTaHoOBKe.

MOXA (OnCell) BHewHas * PekomeHpgyetca
* Topgkntovyaetcsa Ethernet-kabenem.

* Mopgem OormKkeH ycTaHaBNMBaTLCA Ha
kopryce. CM. MHCTPYKLUW U3rOTOBUTENS NO
yCTaHOBKE.

eTIC BHelwHss * PekomeHngyertcs
* [lopkntoyaetca Ethernet-kabenem.

»  Mopaem fomKeH ycTaHaBNMBaTLCS Ha
koprnyce. CM. UHCTPYKLMW U3rOTOBUTENS MO

yCTaHOBKe.

Bnuskue Tembl
* KoHdurypuposaHue Hactpoek goctyn ¢ EBXA-GPRS unu 3G-mogemom

*  KoHdurypupoaHue HacTpoek goctyna ¢ SIM-kapton EBXA-GPRS

YctaHoBka 3G-mogema B Com'X

B Com'X moxHo yctaHoBUTE 3G-Moaem.

AOIACHO

OMNACHOCTb NMOPAXEHUA INEKTPUYECKMM TOKOM, B3PbIBOM UJN
BCMNbILLKOM AYIrU

+ 3nekTpuyeckoe 0b6opynoBaHNE OOMKHO YCTaHABNMBATLCS U OOCMYXXNBaATLCS
TONbKO KBanNnUUMpoBaHHbLIM NePCOoHaNoMm.

* Wcnonb3yiTe COOTBETCTBYHOLLME CPEACTBa MHAMBUAYanbHoW 3awmTtbl (CU3)
n cobnioganTe Mmepbl 6e3onacHoCTV Npy paboTe C ANEKTPUYECKNM
obopynoaHuemM. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTBYOLNE
HaLMoHanbHble CTaHaapThI.

HecobniogeHne AaHHbIX MHCTPYKLMIA MOXET NPUBECTY K NeTaribHOMY
ucxogy UNu cepbe3HbIM TpaBMam.

1. Bblkntounte Com’X.

2. OtkpowTte nepegHtoto Aseply Com'X.
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3. MNMopcoeanHute 3G-moaem.

— Mogewmel, yctaHaBnvBaemble BHyTpyu Com’X, nogkniovaoTcs K
BHyTpeHHemy USB-nopTy.

— [Ona nogkntoveHunsa 3G-MoaemMa, KOTopbI He YCTaHaBNMBaETCHA BHYTPU
Com'X, oTnomuTe 3arnyLuky, 4Tobbl cCo3aaTb OTBEPCTME ANS BbiBOAA
kabens, a 3atem nogcoeauHute kabenb mogemMa K BHyTpeHHemy USB-
nopry.

4. 3akponTe aBepuy Com'X, Kak MokasaHo BbiLLe.

5. Bkntounte Com’X. CeetoamogHbin nHamkatop «becnposogHon mogem»
3amuraet ans NoaTBeEPXKAeHWS 0OHapyXeHus mogema.

KoHdourypupoBaHue HacTpoek goctyna ¢ SIM-kapton EBXA-GPRS

SIM-kapTy EBXA GPRS MOXHO UCNonb30BaThb TONbKO A4S NyOnvkauumn gaHHbIX,
ecrnu Bbl 3kcnopTupyeTe AaHHble B Digital Service Platform.

SIM-kapTta BcTpoeHa B Mmogem GPRS. Hactporiku Takoro mogema GPRS
3apatotca Com’X.

Ccbinka EBXA-GPRS-SIM gomkHa 6bITh BoibpaHa gnst gaHHoro mogema GPRS.
Choose your network configuration * | GPRS only o @

Do you have a GPRS modem reference EBXA-GPRS-SIM? | EBXA GPRS SIM
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HacTtpounku Wi-Fi

MpumeyaHue: Bmecto EBXA-GPRS-SIM pekomeHayeTcst UICNonb3oBaTb
BHELUHWI COTOBbIN poyTep. NepeveHb pekomeHayemMbix 3G-MoaeMOB CM. B
pasgene Hacmpoliku GPRS/3G, cmp. 35.

KoHdurypuposaHue Hactpoek goctyn c EBXA-GPRS nnu 3G-mogemom

Mpwn ucnonssosaHmn EBXA-GPRS unu 3G-mogema notpebyercs BbINONMHUTD
KOHMrypupoBaHue HacTpoek gocTyna.

yctaHoBute SIM-kapTy B MogeM GPRS, kak onvcaHo B MHCTpyKuun EBXA-GPRS/
EBXA-GPRS-SIM, Ne 253537613; NMpu ncnons3osaHum 3G yctaHosute SIM-kapTy
B 3G-mMopeM, kak OnNncaHo B MHCTPYKLIMM U3rOTOBUTENS.

Ons mogema EBXA-GPRS/3G TpebyeTtcs:
*  mwuHu SIM-kapta Tvna 2FF.
e  TapudHbIA NnaH ¢ Tpadukom He MeHee 1 MB/mMecsil, Mo KOHTPaKTy CBS3N.

BmecTe ctaHpapTHon SIM-kapTbl pekoMeHayeTca UCnonb30oBaTh HaaexHyo SIM-
kapty M2M.

Mpumeyanue: Bmecto EBXA-GPRS pekomeHayeTcst ncnonb3oBaTb BHELLHWUIA
COTOBbIV poyTep. [lepeyeHb pekoMeHayembix 3G-MoAeMOB CM. B pa3aene
Hacmpouku GPRS/3G, cmp. 35.

1. HaxmuTte Hactponku > O6wwume HacTpomrku > HacTtpoinku ceTu.
2. Bbibepute EBXA-GPRS/3G.

3. Beegute APN, umsa nonb3oBartens, naponb 1 PIN-koa, npegoctasnsemMble
npoBaviaepoMm yCnyr CBA3u.

4. HaxmunTe CoXpaHUTb U3MEHEHUS.

MpumeuaHume: PIN-kog n naponb SIM-kapTbl HEBO3MOXHO U3MEHUTL Ha
3HEpreTM4ecKoM cepBepe.

[aHHas Tabnvua nokasbiBaet HacTponkn Wi-Fi:
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Tonbko Wi-Fi

Wi-Fi n 2 kommyTupyembix nopra Ethernet (oguH IP-agpec ans

((9)

ob6oux nopToB)

Y

()

l | ‘ )))D 4
I

((‘f‘)) lIF’: 10.25.1.1

i

&l

Schpaider

o[ M

McnonbaynTe nopt USB ansa BpemeHHOro goctyna, Hanpumep, 4Toobl
KoHdurypuposats Com’X.

[nsa noctosiHHOro ncnonb3doBaHua USB-kntou Wi-Fi gormkeH ObiTb 3akpensieH ¢
BHELLHeW CTOpPOoHbI kopryca no npuunHe OMC. Schneider Electric npegnaraer
npuHagnexHocTn ans kpenneHus kntova Wi-Fi ¢ BHeLHen CTOPOHbI Kopnyca.

YeedomrneHue
HELUEJNEBOE UCMNOJIb3OBAHUE OBOPYOOBAHUA

He octasnsaunTe knod Wi-Fi BHyTpM meTannuyeckoro kopnyca.

Hecob6niopgeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NOBPEXAeHUI0
obopyaoBaHus.

Com’X He gornyckaeT ABYXTOYEYHbIX COEAUHEHUI C APYTMMW NOMEBbIMM
yctponctesamu Wi-Fi. Tpaduk Wi-Fi ynpaensetca nidppactpykrypont Wi-Fi
obbekTa.

Bnuskue Tembl

* HacTtponku Toukmn goctyna Wi-Fi

KoHdurypupoBaHue cetun Wi-Fi

Bbl MOXeTe BbINOMHATL KOHUryprpoBaHue becrnposogHor cetn Com'X.

1. HaxmuTte HacTpomnku > O6Lwue HacTpomrku > HacTponku cetu.
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2. Boibepute Tonbko Wi-Fi unu Wi-Fi n 2 kommyTupyembix nopta (cetb ¢ 1
IP-appecom) B BeinagatoLem crnvcke Boibepute koHduUrypaumio cetm.

MpumeuaHwme: Schneider Electric pekomeHayeT ncnons3oBaTtb WPA2.
3. Haxmute BribpaTth ceTb Wi-Fi B packpbiBatoLLiemcs MeHto Hactporiku Wi-Fi.

4. Haxmute OB6HOBUTBL CMMCOK CceTeln, YTOObI CKaHMPOBAaTb BCe AOCTYMHbIE CETU
Wi-Fi.

5. BbibepuTe HyxHyto ceTb Wi-Fi. BBeanTe kntod B none Kntou 6e3onacHocTH,
€CNu KoY He NOSIBMSIETCH aBTOMaTUYECKM.

6. Boibepute Apyroe, ecnu HyxxHasi ceTb Wi-Fi He nosBnseTca aBTomaTuyecku B
cnucke cetent Wi-Fi. Beegute SSID u kntoy B none Kntoy 6e3onacHocTu.

7. Haxmute CoxpaHUTb U3MEHEeHUs.

HacTtpouku npokcu-cepeepa

B HekoTOpbIX CLeHapusix MCMoNb30BaHUs HEO0BX0AMMO CKOH(UrypmpoBaTb
HaCTpOWKM Npokcu-cepeepa cetn MHTepHet B Com'X.

* ecnu Bbl ucnonbdyete npotokonsl HTTP unu HTTPS, n

* ecnv agMUHUCTpaTop CEeTu BBEN B AENCTBME NPOKCU-cepBep ceTn MHTepHeT B
BalLEen NIoKanbHOW CEeTU.

KoHdurypupoBaHue HacTpoek NpoKcu-cepeepa

Mpun HeobxoaMMOCTH Bbl MOXETE CKOH(UIYpMpOBaTb HAaCTPOWKN IHTepHeT
npokcu-cepsepa.

Anpec n Homep nopTa NPoKCU-cepeepa NPeLoCTaBNATCA aAMUHUCTPATOPOM
ceTn. JInbo Bbl MOXETE NOCMOTPETL 3TU 3Ha4YeHMs1 B HacTponkax cetn UHTepHeT
MK, noaknNYeHHOro K NTokanbHOM CeTu.

1. HaxmuTte HacTpomnku > O6Lwume HacTporku > HacTponkn npokcu-cepBepa.

2. BbibepuTe none Hactponkn npokcu-cepeepa HTTP unu HacTpoiku
npokcu-cepeepa HTTPS.

3. BoibepuTte donaxok B none BknounTb noanepxkky npokcu-cepsepa HTTP.

4. BeeguTte agpec u NopT NpoKcK-cepBepa B nonsx Aapec npokcu-cepeepa 1
MopT npokcu-cepBepa.

5. Ecnu TpebyeTtca ayTeHTUdMKaLMA Ha NpoKcu-cepeepe, BbibepuTe Oa ans
Mpokcu-cepeep TpebyeT ayTeHTU(MKALMM 1 BBEAMTE MMSI NONb30BaTeNs 1
naporb Ans NpoKcu-cepsepa.

6. Haxmute CoxpaHUTb U3MEHEHMUS.

Mony4yeHue 3Ha4YeHU NPOKCU-cepBepa

Bbl MOXeTe NPOCMOTPETL NapameTpbl NPOKCU-cepBepa cBoel ceTu B Internet
Explorer.

Ha naHHOM 1306pakeHnn nokasaH MHTepdeRc Anst NoyYeHUst 3Ha4EHMUIN NPOKCK-
cepBepa u3 Internet Explorer:
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Yn paBJfieHne KOHTAKTOM

A. Bknagka
(A}

" «[NogkntoveHns»
(‘internet Options | D e |

t
[(General [ Security [ Privacy | Content | Connections [programs | Advanced|

B. Hactponku
nokKanbHom ceTn

@ ;z;eplup an Intemet connection, dick. Senp e e = (L AN)
Dial-up and Virtual Private Network settings Automatic configuration
‘ || s s stz o e C. [lpokcu-cepsep
Add... use of manual settings, disable automatic configuration.
‘W‘ Automatically detect settings C ap'peCOM M
S L Use automatic configuation script nopTom

Choose Settings i you need to configure a proxy

Proxy server —_
server for a co

] Use @ proxy server for your LAN (These settings wil not apply to
dialup or VPN connections).

Address:  proxy.mmm.com  Port: 80 [ Advanced | e

Bypass proxy server for local addresses

Local Area Network (LAN) settings —
Comi )
LAN Settings do not apply to dial-up connections. LAN settings —

Choose Settings above for dial-up settings.

ok | [ cancd ][ amly |

1. Bbibepute MmeHto MHCTPYMEHTBI.
BbibepuTe B packpbiBatoemcs cnucke Hactpornku cetu UHTepHeT.
BeibepuTe Bknaaky MogknoyeHus.

HaxmuTe kHonky HacTpoiku nokansbHOWM ceTu.

o > 0D

CuuTanTte 3Ha4YeHUs NpoKCU-cepBepa B okHe HacTpoikn nokanbHoM ceTu
(LAN).

6. CkonupyiTe Te Xe 3Ha4YeHUs1 B HAaCTPOWKK nNpokcu-cepeepa Com'X.

YnpaBneHne KOHTaKTOM NO3BOSSET CO34aTh CMMCOK aApecoB Ans nydnvkaumm
AaHHbIX Yepe3 SMP unu gna otnpaBku COOOLLEHMI 3NEKTPOHHOW NOYThI NpU
HacTynneHnn cobbITun, ykaszaHHblx B [onb3oBaTenbCKOM COObLITUM.

Mepen oTnpaBKol COOBLLEHMI NPU HACTYNNEHNM COBLITUIN HEOBXOAMMO Co3aaTb
XOTS Obl OOMH KOHTAaKT.

Co3pgaHue KOHTaKTa

Bbl MOXXeTe co3aaTh KOHTAaKT.

1. Haxxmute HacTtponku > O6Limne HaCTPOMKM > YnpaBneHne KOHTaKToM.

2. Beeante Uma n Agpec an. noyTbl, a 3aTemM Haxxmute Enter unm +.
KoHTakT 6yaeTt nobaBneH B CNMCOK.

3. HaxxmuTe CoxpaHuTb CNUCOK NonyyaTenen.

KoHTakTbl Tenepb AOCTYNHbI A8 criegyowmx QyHKLMRA:
* HacTtpouku ny6nukaumm gns nybnmkaumm no SMTP.

+ TMonb3oBaTenbcKoe co6bITUE AN1sl HACTPOMKIN OTMNPABKN COOBLLEHWIA
SMEKTPOHHOM MOYTHLI MPU HACTYMNIEHUN COBBLITUIA.

YT06bl yaanuTb KOHTaKT, HakmuTe X HanpoTuB MMeHu, a 3aTeM CoxpaHUTb
CMUCOK nony4artenen.
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Bnuskue Tembl
* HacTponkn cobbiTun

*  KoHdurypupoaHue npotokona nepegaym SMTP

HacTpomnkn aneKTpoHHOW NOYTbI

HacTpoikn aneKTpOHHOW NOYTbI NO3BONSAIOT BbIMOMHATL KOH(MrypmpoBaHue
coegnHeHuns ¢ SMTP-cepsepom ansa nybnukauum .csv-cpavina no SMTP unu ans
HaCTPOWNKM OTMpaBKM COOBLLEHMI 3MEKTPOHHOM MOYTbI NPW HACTYMNNeHUN COBbITUN.

KoHdurypuposaHme SMTP-cepBepa

Bbl MOXeTe BbINONHATL KOHPUrypmposaHue SMTP-cepsepa Com'X.

Mo ymonyaHuio npotokon SMTP Hebe3onaceH, Tak kak UMs Nnorb3oBaTens u
naporb NepeaarTcst OTKPbITbIM TEKCTOM.

YeedomreHue
HECAHKLIVIOHVIPOBAHHbII?I JocCTYn

Mcnonb3ynte SMTP Tonbko ¢ 6e3onacHbIM pexxumMoM nogkntoyveHns TLS/SSL
nnn STARTTLS

Heco6ntopgeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NOBpeXAeHUto
obopyaoBaHus.

KoHdurypmpoanne SMTP-cepaepa:

1. Haxxmute HacTtponku > O6Lmne HacTpomku > HacTponkun anekTpoHHOM
nouThl, a 3aTem HaxxmuTe [a, 4ToObl BKNOYMTL nogkntoveHne kK SMTP-
cepBepy.

MpumeyaHue: BoiknoyeHne nogknoyeHns 6rnokmpyet nybnvkauuio yepes
SMTP vnu otnpaBky COBbITUI MO 3MEKTPOHHOM MoYTE.

2. Beeawute agpec cepBepa (NOMHOCTbIO onpefeneHHoe JOMEHHOe ums, |P-
afpec unu nms xocTta).

3. BbibepuTte Pexxum 6e3onacHocTtu coegnHenus: Het, TLS/SSL vnnun
STARTTLS.

4. Beegute ucxogsaliuin nopt goctasku B none Mopt cepBepa. Mo ymonyaHuio
yKasblBaeTCcs NopT BbIOpaHHOro pexunma 6e3onacHoCTu.

5. Ecnn SMTP-cepBep TpebyeT ayTeHTUdmkaumm, Boibepute Oa B none
«TpebyeTcs aBTOpM3aumsi». BBeamTte ums nonb3osatensi 1 naponeb.

6. BBeauTte agpec oTnpaBuTeNs anekTpoHHOW noyTsl B none OT. 3aBoackas
HacTporKa uMmeeT crneayrowmnn gpopmar: Com' X [Momens]  [mMs o6bekTa]

[mocnenuue 3 unudposele napel MAC-anpeca] @schneider-electric.
com.

MpumeyaHue: YkasaHHbivi B none OT agpec AOMmKeH ABNATHCA
AeNCTBUTENbHBIM aApEeCOM ANeKTPOHHON NoYThl. B npotuBHOM cny4vae
COOBLLEHNS ANEKTPOHHOW NOYThI MOTYT ObITb HE AOCTaBMEHbI.

7. BbibepuTe A3blKk 3NEKTPOHHOM NOYTbI
8. Haxmute CoxpaHUTb U3MEHEHMUS.

9. BBeauTte OenCTBUTENbHbIN aapec aNeKTPOHHOM NoYThl B none Aapec
nosiyyaresns 4na TecTa, a 3atem Haxmute OTnpaBUTbL TECTOBOE
3NEeKTPOHHOEe NUCLMO.

Y6eauTtech, 4To TecToBoe coobLieHre nonyyeHo. [laHHoe coobllieHve ByaeT
OTNpaBreHo Ha sA3blKe, yCTaHOBMNEHHOM AN TEKYLLLEro ceaHca BXoaa, a He Ha
A3blke, BbIGPaHHOM BblLLE.
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My6nukauma

Ecnn Heobxoanmo, BbINONMHUTE KOHPUIrypnpoBaHue nybnukauyum .csv 4yepes SMTP
Ha noasknaake My6nukauma. [ns HaCTPOWKN OTNPaBKN COOBLLIEHNIA 3NEKTPOHHON
NoYTbl NPU HACTYNeHUN cobbITUiA, cM. pa3aen CobbITus.

I'IepeLIeHb npoBepeHHbIX cepBepoB CM. B JOKyMEHTaL W K BbIMyCKY 0OHOBNEHMS
MUKponporpamMmmHoro obecnevyeHus.

Bnuskue Tembl

* Hactponkn cobbitun

Wcnonb3ynte nogsknagky NMyoénukauma, 4tobbl BbibpaTs NnaTtgopmy, Ha KOTopyto
OTNPaBnsATCH 3aperncTpMpoBaHHble AaHHbIE.

Com'X moxeT nybrnmkoBaTb AaHHble Ha TpU pasnunyHble Nnatgopmbl Schneider
Electric (cepBepbl 6a3bl 4aHHbIX):

» Energy Operation
« Digital Service Platform (DSP)
» CS8V akcnopt

Com'X akcnopTupyeT AaHHble B NpaBurnibHoM dopmate channa cornacHo
BblIbpaHHOW nnatdopmMe. 3aTtem AaHHbIE MOXXHO aHann3vMpoBaTh B CepBUCe, Ha
KOTOPbIV Bbl NOAMMCAHbI.

Moanvcka Ha nnatcdopmy Energy Operation nnu DSP gomkHa 6bITb HAaCTpoeHa ¢
nomoubto npeactasutena Schneider Electric nepeg HacTpolikon Mnatdopmbl
Ha3HavyeHusa Com'X.

Onsa nybnukaunn B DSP Bbl A0mkHbI BKIMIOUMTE cnyx6bl Schneider Electric Ha cTp.
HacTpoiku > O6wme HacTponkmn > Cnyx6bl Schneider Electric.

C nomoubo dyHkumn Akenopt CSV Com'X akcnopTupyeT AaHHble Ha BaLl
cobcTBeHHbIN cepBep H6asbl 4aHHbIX B hopmate dhavina .Csv.

Bbi6op nnatcgopmbl U YacToThbl Ny6nMKauum

Ncnonb3ynte noaeknagky MNybnukaums, 4tobsl BbIGpaTth nnatgopmMy, Ha KOTOpyHo
OTNPaBNATCS 3aperMcTpUpoBaHHbIe JaHHbIE U C KAaKOW YacTOTON.

1. HaxmuTte HacTtpomku > O6wwme HacTpomku > Myo6nukauus.
2. Boibepute B packpbiBatowemcs cnvcke Mnardgopma HasHayeHuns.

3. Bb|6ep|/|Te, KaK 4acTto 6y,EI,yT oTnpaBnATbLCA AAaHHbIE, B paCKpbiBakOLWEMCA
cnucke Yacrtora ny6nv||<auvm:

— ExeHepenbHo: BbIbepunTe AeHb Hegenu.
— ExepgHeBHO: gaHHble otnpaensaoTcs B 1:00 HOYM N0 MECTHOMY BPEMEHM.

— [nsa 6onee BbICOKON YacTOTbl BpEMs NyGnukaLmm paccunTbiBaeTcs ot
0:00 Houn. Hanpumep, ecnu BoibpaHo Kaxable 2 yaca, AaHHble
otnpaenstoTtes B 0:00, 2:00, 4:00 n T.4. Ecnu BeibpaHo Kaxable 3 vaca,
OaHHble otnpaenstoTcsa B 0:00, 3:00, 6:00 n T.4.

4. Haxmute CoxpaHUTb UBMEHEHMUS.

MepBas nybnunkauus BeINOMHAETCS B NEPBbLIV Yac, KOTOPbI COOTBETCTBYET
BbIBpaHHOW YacToTe NOBTOPEHUS Nocne 3agavm 3anyck nyonukauuu.
Hanpumep, ecnu BoibpaHo Kaxable 2 yaca v nybnukauua 3anyckaeTtcst

B 9:45, To nepBas nyonukaums eoinonHsaetcsa B 10:00.

MpumeyaHue: DSP nosiBuTCs B packpbiBatoiemcs cnvcke MnaTtdgpopma
Ha3Ha4YeHMA TOMbKO nocne BknoYeHus cnyx6 Schneider Electric.
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Bnuskue Temsbl
» Bsop B akcnnyatauynto Com’X 210
OnpeaeneHue NpoToKona nepegayu

D,J'Iﬂ 9KCNopTa AaHHbIX MOryT UCNOMb30BaATb pa3fiMyHble NMPOTOKOIbI.

MpoTokonbl B packpbiBatowemcs cnvcke MpoTokon BapbUpyoTcs B 3aBUCUMOCTU
OT BbiGpaHHoOI NnaTopMbl, Kak NokasaHo B faHHOW Tabnuue:

NopnepxuBaembie
Mnatcdopmbi NMPOTOKOSbI Nepeaayun ®dopmar canna

Energy Operation « FTP XML
« HTTPuHTTPS

Digital Service Platform ABTOMaTuyecku onpegensietca | EWS
Com'X
Okcnopt CSV « FTP CSVv
« HTTPuHTTPS
+  SMTP

YeedomrneHue
HECAHKLIMOHI/IPOBAHHI:II?I JocCTYn

Ucnonb3ynte npotokon nepegayn HTTPS unu SMTP ¢ pexumom 6e3onacHocTn
TLS/SSL nnn STARTTLS.

HecobntopeHne AaHHbLIX UHCTPYKLUUIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

KoHdurypupoBaHue npotokona nepegayuu FTP

Bkl MoxeTe ckoHurypmuposaTtb FTP kak npoTtokon nepegauun pannos ans
nyonukaumm.

FTP HeBe3onaceH, Tak Kak MMsi NOfb30BaTenNsi U Naponb NepeaarTcst OTKPbITbIM
TekcToM. Schneider Electric pekomeHnayeT BmecTo aToro ncnonb3osate HTTPS.

1. Haxmute Hactporku > O6wwme HacTpomku > [Mybnukauus.
BbibepuTe B packpbiBatoemcs cnmcke Mnatdopma Ha3zHaveHus.

Bbibepute FTP B packpbiBatoLlemcs cnvucke MpoTokon.

A 0 DN

BeeawuTe agpec cepsepa, nepeaatoLLero AaHHble, B none Cepsep.

Appec cepsepa ansa Energy Operation 3anonHseTtcst asTomatmnyecku. He
N3MeHsINTe agpec cepBepa.

5. BBeauTte ncxogawnin nopt goctasku B none Mopr.
3aB0oaCKON HAaCTPOKMKON iBNSETCS 3HaveHue 21.

6. Bbibepute [a B none TpebyeTcsa aBTOopu3auusa Ang nodorn nnatopmsl,
TpebytoLleln aBTopusaumu, Hanpumep, Energy Operation.

7. BBeante M4 nonb3oBatens u naporib.

Insa nnatdpopm Schneider Electric, aTa nHdopmauusa npegocTtaBnseTcs ¢
AoroBopom nognuckn. [ins npegoctaBneHnst 3Ton MHopMaLnm CBSXKMTECH C
npeactasuTenem Schneider Electric.

8. Ons CSV BBeauTe nHdopmMaLmio o Katarnore ans yaaneHHoro cepeepa B rnone
KaTtanor.

9. HaxmuTte CoXxpaHUTb U3MEHEeHMUs.
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KoHdurypupoBaHue npotokonos nepegain HTTP n HTTPS

Bkl moxeTe ckoHurypuposate HTTP unu HTTPS kak npoTokonbl nepegayu
Ghannos gnsi nyonukaumm.

HTTP HebBe3onaceH, Tak Kak MMsi MONb30BaTENS U Naposib NepegatTcs OTKPbITLIM
TekcToM. Schneider Electric pekomeHayeT BmecTo aToro ncnone3osate HTTPS.

3ameyvanus no ceptudpmkaty ansa HTTPS:

* Bbl MmoxeTe 0becneunTb 3awmuTy coeanHeHms HTTP ¢ Bawmm cepsepom no
TexHonormn TLS/SSL.

+ Kak u B cnyyae Beb-6pay3epa, NOYTOBbLIV ALLMK NPeBapUTENbHO
3arpy»aeTcsi CoO BCEMU IMaBHbIMU LiEHTpamu cepTudmnkaumm no gaHHbIM Ha
AaTy Bbinycka MUKponporpaMmHoro obecneveHusi. Schneider Electric
npegnaraet oOHOBNEHUE CnUcka LEHTPOB cepTudmkaLmm BMecTe ¢
0GHOBMEHMAMY MUKPONPOrpaMMHoro obecrneveHms.

OT0 03HauvaerT, uTo cepTudmkaThl Ballero cepsepa HTTPS gomxkHbl 66T
BblAaHbl OOHUM U3 [OBEPEHHbIX LLEHTPOB CEPTUdMKALIMKN NOYTOBOIO ALLMKA.
BbisicHuTe y Bawwen IT-cnyx0bl, COOTBETCTBYET Nn cepTudmkaTt cepeepa
HTTPS atomy npaswuny. Ecnu HeT, Bbl MOXeTe BbibpaTe HTTP.

1. Haxmute HacTponku > O6wue HacTpomrku > My6nukauums.
Bbibepute B packpbiBatowemcs cnvcke Mnardgopma Ha3HayeHuUs.

Bbibepute HTTP unu HTTPS B packpbiBatoLiemcs cnvcke MpoTokon.

pow DN

Beegute agpec cepBepa, Nepedatollero AaHHole, B none Cepeep.

Appec cepsepa ans Energy Operation 3anonHsieTcs aBTomartmyeckn. He
N3MeHaNTe agpec cepeepa Angd 3Ton nnaropmsbl.

5. Beaute ncxogsawmn nopt goctaeku B none MoprT.
3aBogckown HacTpolkon siensietcs 3HadeHne 80 ansa HTTP n 443 ona HTTPS.

6. BbibepuTte Oa B none TpebyeTca aBTOopU3auma Ang nodor nnatgopmsl,
TpebyoLen asTopusaumm, Hanpumep, Energy Operation.

7. BBepguTte ums nonb3oBaTtens u naporib.

IOnsa nnatdopm Schneider Electric, aTa nHdopmauus npegocTtaBnseTcs ¢
[0roBopom nognuckn. [ins npegocrasneHnst 3Ton MHopMaLnmn CBSXUTECH C
npeacrasutenem Schneider Electric.

Mmsa nonb3oBaTtensi u naporb YyBCTBUTENbHbI K PErmcTpy.

8. B none MapuwpyT BBEAMTE NYyTb K CLEEHAPMIO CEpBEPA, BbINOMHIEMOMY BED-
cepBepom, koraa Com'X oTnpaBnsaeT AaHHbIe Ha BeG-cepBep.

OT0 none yxe 3anonHeHo cumeorom /. He nameHsanTe aTo 3HayYeHue, Kkorga B
kayecTBe nnatdopMbl BbioupaeTcs Energy Operation.

9. B 3aBMCMMOCTM OT aAMUHUCTpATOpa Ballen ceTu nmbo:

— BBeauTe ums canna, kKoTopoe Beb-cepBep ByaeT MCnonb30BaTh B None
HasBaHue nonsa (toneko gna CSV), nnbo

— uncnonb3ymnTe 3aBOACKYO HacTpowky datafiled.

10. Haxxmute CoxpaHUTb U3MEHEHUS.

Bnuskune Temsbl
* LleHTpbl cepTndpmkanmm
KoHdurypupoBaHue npotokona nepegayum SMTP

Mpotokon SMTP goctyneH Tonbko Ans akcnopta CSV-cannos.

Onsa otnpaBku channa gaHHbIX NO 3NEKTPOHHOW noyTe no npoTtokony SMTP:
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1. HaxmuTte HacTporku > O6wwme HacTpomku > Myb6nukauus.

2. BoibepuTe B packpbiBatowemcs cnucke Mnardgopma Ha3HaYeHNA NyHKT

«Qkcnopt CSV».

3. Bbibepute SMTP B packpbiBatoLLemcsi cnvcke MpoTokon.

4. Haxmute B none Ons agpecoB. Beibepute KOHTaKTbl U3 pacKpbIBaOLLErOCs
cnucka (KoTopbIvi KoHUrypupyeTcs B pasgene Hactporku > O6wme
HacTpowuku > YnpaBrieHUue KOHTaKTOM) 1y BBEAMTE agpeca nonyyartenen.

5. HaxmunTte CoxpaHUTb N3MEHEHMUS.

[ns 3aBepweHns HacTporkn nybnukauun no SMTP Bam Heobxogumo
ckoHdurypuposate SMTP-cepBep.

Bnuskue Tembl

« Co3agaHue KoHTakTa

*  KoHdurypuposaHue SMTP-cepsepa

HacTtpounkun ngeHtudmkaumm nyonukaumm

HacTtpowiku ngeHtndukauumn nybnukauun ana Energy Operation.

Mone/kHonka OnwucaHue

WpeHT. koa OTOT HOMep SBNAETCH YHMKanbHbIM naeHTudmnkatopom obbekta Ans 6a3bl

ny6nukauum AaHHbIx Energy Operation. OH ncnonb3ayetcsa Ansa co3gaHnsa obbekta B Energy
Operation.

3TOT MAEHT. koZ aBTomMaTuyeckn reHepupyercs Com’X.

nyonukauun

Co3paTtb naeHT. | OTa KHOMKa reHepupyeT HoBbI HoMep ID nybnvkaumu. Monb3ynteck aTon
KOA, HOBOM KHOMKOW BCSAKWI pas, koraa Bbl MOBTOPHO UCNOSb3yeTe:

«  Com’X ansa HoBoro obbekTa;
*  TekyLlyto KoHdurypaumio Com'X Ha gpyrom ob6bekTe.

®opwmart ¢panna akcnopta CSV

[nsa kaxxgoro yCcTpomucTBa eCTb OAUH SKCMOPTUPYEMBIA dhann.

JkcnopTupyemMble hannbl HAXo4ATCA B cneaytolem doopmare MMeHM:

Nmsa ycTporicTBa JlaTa&BpeMmsa.csv, e Viva ycrporcTsaa - 3T0 UMSA, AaHHOe
nogYMHeHHOMY YCTpPOWCTBY. [laTa u Bpemsi 4o6aBNAOTCA K MMeHM dbanna B
criegyolieMm opMaTe:  IIITMMIOOUUMMCC.

Hanpuwmep:

*  Wm4a ycTponcCTBa: 3pnaumre 1 YCTPOMCTBO Ha BBOIE
» [arauBpemsa: 20130218115216

JKcrnopTUpyeMbli hain Ha3biBaeTcs 3nauue 1 YCTPOMCTBO Ha BBOLE
20130218115216.csv 1 bbin akcnopTuposaH 18 cdespansa 2013 1. B 11:52:16.

B cnepytowen Tabnuue npusogaTca nogpobHblie CBEAEHMS O KaXO0N CTPOKe
danna CSV ¢ npMMepom OaHHbIX:

CTpoka HaHHble B popmaTte CSV OnucaHue

1 [Wms wnto3a, SN wniosa,|P-agpec wniosa,MAC-agpec OTa CTpoKa CoAepXXMT 3arofloBKu CTONOLOB ANst
wnto3a,ims yctpoinctea,flokaneHbin ID ycTporictea,Vms MHopMaL MK B CTpoke 2.

TMna ycTpowcTaa,IHTepBan pernctpauuu,MiHTepsans B
XPOHOMOrM4eckom nopsiake]

2 [ComX210_F930BS8, Ota cTpoka cogepXuT nHopmaumo o Com’X 210
DN13045SBX10091,10.195.23.45,00:80:67:F9:30:B8, perncTpmpyemMomM yCTponcTBee.
COMX_008067F930B8_1,Pecypc-1,PM810,

PM810,30,6,23227,157.198.184.116,3naHne 1 YcTponcTeo
Ha Bxoge,3,CM4000,15]

3 3Ta cTpoka ocTaBrneHa nycTou. -
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Crtpoka MaHHble B hopmate CSV OnucaHue

4 [...ID BenuuuHbl 1, ID BenuunHbl 2, 1D BennymHbl 3] OTa cTpoka cofepXKuT 3arorioBku ctonbuos ans ID BenuunH
(1) B cTpoke 5. MNepBble 3 3anATbIE MCMONbL3YIOTCA ANS
pa3meTkv B TabnmyHOM pefakrope.

5 [...1617,1621,1625] HanHas ctpoka cogepxut |ID BenMunH perncTpupyemMbix

3HaYEHWA.

6 OTa cTpoka ocTaBneHa nycTon. -

7 [Owwnbka,Cmeluenne ot UTC (MuHyTbl),JTokanbHasa otMeTka | [aHHasi CTpOKa COAEePXUT 3aronoBku CTonbuoB Ans
BpeMeHu,MNonHas anekTpoaHeprus (kBA/Y),AkTnBHas perncTpmpyemMbix AaHHbIX B CTPOKax 8 v BbiLLe.
anekTpoaHeprus (KBT/4),PeakTuBHas anekTposHeprusi
(kBAP/W)]

8 v Bblwe [0,-300,2008-10-09 [aHHasi cTpoKa coaepXuT 3aperncTpupoBaHHble AaHHbIE.
14:15:00,1400738,219,1201962.707,647069.906,15]

[0,-300,2008-10-09
14:20:00,1400758,260,1201980.725,647078.602,15]
[0,-300,2008-10-09
14:25:00,1400778,198,1201998.661,647087.233,15]

() ID Tembl — 3TO YMCIOBas CCbifIKa Ha perucTpMpyemMoe nokasaxune. ims, HasHayaeMoe ANs BEMUUMHBI, MOXET pasnuyaTbCs B

3aBUCKMMOCTU OT YCTPONCTBA M A3blka. ID BenuumHbI ucnonb3yeTcs AN naeHTUdVKaLnmM nokasaHns He3aBNCMMO OT YCTPOWCTBA U A3biKa.

NoakntoyeHune Digital Service Platform

Ona nybnukauun B DSP Bbl A0MmKHbI BKIMIOUMTE cry»0bl Schneider Electric Ha cTp.
HacTtpownku > O6wme HacTponkm > Cnyx6bl Schneider Electric.

[aHHas Tabnuua onucbiBaeT cocTosiHMe npuy nogkntodeHmu k Digital Service

Platform:

Mone

OnwucaHue

AyTeHTudurKaums

HaunHaetcsi npouecc nogknoYeHuns.
Ecnu obHapyxunBaeTtcs owmbka cetun, npoBepbTe:

« napamertpsbl IP Ha cTpaHuue HacTpoiiku > O6wue HacTpouku >
HacTtpoliku ceTtn.

* napameTpbl NPOKCU-cepBepa Ha cTpaHuue HacTpoiikn > O6wume
HacTpouku > HacTpoiku npokcu-cepBepa.

*  HacCTPOWKW AaTbl M BpEMEHU Ha cTpaHuue HacTponku > O6wue
HacTpoiku > HacTpoiku gatbl U BpeMeHu.

CoeanHeHne

CoefmHeHne yCTaHOBIEHO C yAaneHHbIM CEPBUCOM.
Balue ycTponcTeo naeHTUnUMpoBaHo Ha yaaneHHomn nnatgopme.
Com’X nbiTaeTcsa onybnmkoBaTb TECTOBOE COOBLLEHNME.

Mpw ownBKe CBA3M NPOBEPLTE HACTPOIKU AaThbl U BPEMEHU Ha CTpaHuLe
HacTpoitkn > O6wwme HacTporiku > HacTpoiiku AaTbl U BpEMeHH.

AKTMBHO

|_|y6]'IIAKaLlVIF| CTaHOBUTCH BO3MOXHON, TOMbKO €Crn 0T06pa>KaeTc;| fcale]
COCTOAHMe.

Ecnu ato coobueHne He oTobpakaeTcs, obpaTutechk B Cry0y noaaepxku
DSP.

Mpun ncnonb3oBaHuun nogkntoveHns DSP aBTomaTnyeckn 3anyckaroTcs
0oOHOBEHMST MUKpONporpaMmHoro obecneveHms. Ecnm Bbl XoTTe NCNONb30oBaTh
nnatdopmy DSP yepes nogkntoveHne GPRS, pekoMeHayeTcs nepeq HacTPOKom
DSP o6HOBUTE MUKpOnporpammMHoe obecrneveHme.

Bnuskue TemMbl

» O6HoBRNEHNe MuKponporpaMmmHoro obecneveHust Yepes DSP

HacTtpounku Toukm gocrtyna Wi-Fi

Kntou USB Wi-Fi MOXHO 1Mcnonb3oBaTth B KA4ECTBE BPEMEHHOIO CPEACTBA CBA3U
BO BpeM4 hasbl BBOAA B 3KCMNyaTaumio.
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MosBonseT ncnonb3oBaTb HOYTOYK MK MnaHWweTHbIN MK gnsa KoHdUryprMpoBaHus
Com’X.

B atom cny4dae yctaHaBnuBaetcs npsmas cBasb mexay Com'X n HoyTbykom mnm
nnaHwetHbIM MK. Com'X dyHKUMOHMpYeT kak Todka goctyna Wi-Fi.

Hoctyn Wi-Fi moxeT 6biTb fobaeneH B Com'X npu nomouum kntova Wi-Fi USB,
YCTaHOBINEHHOrO Mop, KPbILLKOW NN Ha nepegHen naHenn. PekomeHayeTcs
ucnons3osaTte USB Ha nepegHen naHenu, Tak Kak MOXHO ByaeT nerko n3srnedb
knto4 USB nocrne BbINOMHEHMST KOHUIypaunn.

YcraHoBka krntova USB Wi-Fi HenocpeacTeBeHHo B nopT Com'X gonyckaertcs
TONbKO 4S5 BPEMEHHOro MOAKITIYEHMS K TOYKe AOCTYNa ANst KoHUrypauum.

AkTnBauusa Touku pocrtyna Wi-Fi

OTtknrouyeHue Wi-Fi

Bbl MmoxeTe ckoHdurypmposath kntod USB Wi-Fi ans ucnonb3osaHus B kayecTse
BPEMEHHOro cpefcTBa CBA3M BO BPeEMS (pasbl BBOAA B IKCMNyaTaumio.

1. Haxmute Hactpouku > O6wme HacTpomku > HacTporkm Touku gocryna
Wi-Fi.

2. Haxmute Oa, 4ToObl Bkntountb Touky goctyna Wi-Fi.

3. BobibepuTte gnmMTenbHOCTbL B packpbiBatoLemcs cnmcke NMpoaomkuTenbHOCTb
ceaHca (no ymonyaHuio: 1 yac).

4. Haxmute CoxpaHUTb UBMEHEHMUS.

Ecnu NMpoaomkntenbHOCTL ceaHca U3MEHSIETCS BO BPEMS ceaHca TOYKN
poctyna Wi-Fi, 3To n3aMeHeHune yunTeiBaeTcsi Npu crieayioLwen aktusaumm
ceaHca.

OTa HaCTPOIZKa TOJNbKO BKITKOYAET PeXXUM TOYKU ocTyna. YTto06bl Ha4aTb ceaHc

pexuma Tovkun goctyna Wi-Fi, Haxxmute kHonky Wi-Fi —Il pacronoXeHHyo
B6nn3un nopta USB Ha nepeaHer 4actu. 3aroputca 3eneHbln CBETOANOA
kHonkn Wi-Fi.

Bbnuskue Tembl
* [Joctyn yepes pexum Toukm goctyna Wi-Fi ¢ nomoubio Windows

* [JocTtyn yepes pexum Touku goctyna Wi-Fi

Bbl MOXeTe 3aBepLUnTb ceaHc Tovku goctyna Wi-Fi.

1. Haxwmute kHonky Wi-Fi Ha nepegHen naHenn Com’X.

CeetoamogHbi nHgmkatop kHonkn Wi-Fi 3amuraet opaHxeBbIM, a ceaHe
Toukm goctyna Wi-Fi 6yoeT 3aBepLueH.

UHdopmaumnsa o6 oobekTe

Mone Ums o6bekTa, KOTOPOE NOSABNSIETCH B PACKPLIBAIOLLEMCS MEHIO
UHdbopmaums 06 06bekTe, NCNonb3yeTcs pasHbiMu NnaTopmamu Kak UMmsi
obbekTa.

Bce M3MepeHnAa Ha3Ha4aroTCA Ha 3TO pacnosioXXeHne obbekTa.

Energy Operation: napameTp UmMsi 06 bekTa ncnonbayeTcs Ans co3aaHns UMeHU
MecTononoXxeHnss obbLekTa, KOTopoe NosiBrsieTcs B cpeae nnartdopmMel Energy
Operation.
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KoHdurypupoBaHue nHdopmaumm o6 o6bekTe

Bbl MOeTe n3aMeHUTb MM obbekTa.

1. HaxmuTte HacTponku > O6wwue HacTpomnku > UHdopmaumsa 06 obbekTe.

2. BBegute nmsi MeCcTononoXxeHns oobekTa.

MpumeyaHue: Mima 06beKTa He JOIMKHO coaepXKaTb criegyoLme
cumBOnbI: '/:*?<>|. B Hayane unu B KOHLE UMEHN 0ObeKTa He 4oMyCKaeTcs
ncnonb3oBaHue npobena.

3. HaxmuTte CoxpaHUTb U3MEHEeHMUs.

PerMCTpau,vm AaHHbIX

Com’X MOXeT perMcTpupoBaTh AaHHble B MpeaonpeaesieHHbIX MHTepBarnax.

NHTepBan pernctpaumm MoXeT 3a4aBaThCsA AN KaXK40ro Turna KOMMYHanbHOro
pecypca, Hanpumep, aneKkTpuYecTsa, Bodpb! N rasa. Kaxagoe yCTpoincTBO MOXXET
NpeacTaBnsATh OTYET TONLKO MO OAHOMY TUMY KOMMYHanbHOro pecypca.

OnpeaeneHne NHTepPBanoB perucTpaunm aHHbIX

Mpw BbIGOPE MHTEPBana perncTpaLmmn n Yucna BENUYMH Ans pervcTpaumm BaxHo
YUYUTBIBATb, CKOMNbKO AAHHbIX PEFMCTPUPYETCS MO BCEM YCTPONCTBAM.

Peructpaumsa cnmwkomM 60nbLUOro YMcna BeNMYMH Ha MHTepBasn MOXeT NOBNUATb
Ha nokasartenu pabotbel Com'X, BKMoyas yxyalleHue BpeMeHn OTKNnka Beb-
CTpaHULbl U NPONyLLEHHbIE UHTEPBAsbl pErMCTPaLnN.

Hanpumep, ons MHTepBarnoB peructTpauun MeHee 5 MUMHYT pekomeHayeTcs
pernctpmpoBatb He 6onee 8 ycTponcTs ¢ 06LLUM YMCNOM BeNUYMH He 6onee 50.

1. Haxmute HacTpomnku > HacTponkmn o6bekTa > Pernctpauusi AaHHbIX.

2. BbibepuTe cBOIO CTpaHy.

MpumeyaHue: MNpu aTom ByayT aBTOMATUYECKA HACTPOEHbI UHTEPBATbI
perncTpaummn faHHbIX Ans pasHbiX NPOAYKTOB B cTpaHe. [JaHHble
MHTepBarbl TakKe MOXHO peakTMpoBaTh MO OTAENbHOCTY.

3. HaxmuTte CoxpaHUTb U3MEHEeHMUSs.

Be3onacHocCTb

Bbl MOXeTe KOH(UrypmnpoBaTb MEXCETEBOW 3KpaH, 3arpyKaTtb cepTudukar,
NnpeaocTaBneHHbIN BalMM CETEBBIM afMUHUCTPATOPOM, 1 yNpaBnaTb
nepeagpecaunen HTTPS.

Ha Bknagke BesonacHocTb 0TOOpaxatoTCA HACTPOMKM MEXCETEBOIO 3KpaHa
Com'X, a Takke Ucnonb3yemMbiv B JaHHbIN MOMEHT cepTudmkaT 6e30nacHOCTH
HTTPS.

Yn paBJieHne MexcetTeBbiM SKPaHOM

YnpaBrneHue mexceTeBbIM 3KPaHOM MO3BOISIET BKINOYATL M OTKMOYATb NMOPThI
YCTPOMNCTBA, a Takke KOHUIypupoBaTb HOMepa NoPTOB A1 KaX4oro
nHTepdenca, 3a UCKIMIYEHNEM OTAENBHO OFOBOPEHHOTO.
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MapameTpbl nopTta

Bnuskue Tembl

» Pacnpegenenue peructpos Modbus

* BbiGop n3amepeHuit 4ns perucTpaumm unm nyonukaumm

Hwxe npuBefeHbl HAaCTPOKKK onuun YnpaBneHue MeXceTeBbIM 3KpaHOM Mo
YMOMYaHWIo A5si KXJ0ro NpoToKona no KaXaoMy UHTepdeENncy.

Ethernet 1 Ethernet 2 Wi-Fi GPRS/3G
HTTP 80, BkntoyeHo 80, BkntoyeHo 80, BkntoyeHo 80, BbikntoyeHo
HTTPS 443, BkntoyeHo(!) | 443, BkntoueHo(!) | 443, BkntoyeHo 443, BbIkntoyeHo
Modbus TCP 502, BeikntodeHo | 502, BknoyeHo 502, Bkno4yeHo 502, Bblkno4eHo

(1) OBHOBEHNE HEBO3MOXHO.

[ocTyn K ceT! BbILWECTOSALMNX YCTPOUCTB

Bbl MOXETe BKIHOUYUTD OO0CTynN K CETU BblLLIECTOALLNX yCTpOIZCTB Ha CTpaHuue
anaBneHMe MeXceTeBblM IKPaHOM.

[daHHas dyHKUMS TO3BONSAET HUXKECTOSALLMM YCTPOMCTBAM NofyyaTb AOCTYN K
cepBepam (Hanpumep, DNS, SNTP n SMTP) BbilwecTosLen cetu.

B Tabnuue Hxe ykasaHbl MHTEPMENC HMKECTOSILLLErO YCTPONCTBA (0TKyaAa
HanpasneHo coobLLeHMe) N MHTEPEENC BbILLIECTOALLEro YCTPONCTBA, KyAa
HanpasneHo coobLueHre, B 3aBUCMMOCTM OT NapaMeTpoB BaLlen CETU.

MapameTpbi ceTn

HwxecTosiwee yctponcTBO
(oTkyaa)

BbiwecTosee ycTpOMCTBO
(kyna)

Tonbko GPRS/3G Mopt Ethernet 2 GPRS/3G
GPRS/3G n kommyTupyemas —_— —_
ceTb

Tonbko Wi-Fi MopT Ethernet 2 Wi-Fi

Wi-Fi n kommyTupyemas cetb

2 xommyTUpyembIx nopta (1 1P-
agpec ans obovx NopToB)

[JoCTyn K CETW BbILLECTOSILLIMX YCTPOWMCTB OTCYTCTBYET

2 otgenbHbIx nopta (1 IP-
agpec Ans Kaaoro nopra)

Mopt Ethernet 2

Mopt Ethernet 1

Hanpumep, ecnn Com'X HaCTpOeH Ha NCMONb30BaHNE ABYX OTAEMbHbIX MOPTOB
Ethernet, To yctponctso IFE, nogkntoueHHoe Huxe Com'X k nopTy Ethernet 2
MOXET OTMPaBNATb COOBLLIEHNS 3NEKTPOHHOM NoYTbl EcoStruxure™ Facility Expert
yepes nopt Ethernet 1.

[ocTyn K ceTu BbILLECTOALLUMX YCTPOUCTB NO YMONYaHUIo BbIKItodeH. Ecriv oH
BKITIOYEH, TO JOCTYN OCYLLECTBNSAETCH B COOTBETCTBMU C KOHAUTypaLmen ceT Ha
cTp. Hactpowku cetn.

KoHcurypupoBaHue HacTpoek MeXceTeBOro aKkpaHa

Bbl MOXeETe BbINONHATD KOHd)VII'ypVIpOBaHVIe HaCTpPOEK MEXCETEBOIo 3KpaHa.

1. Haxxmute HacTtpomnku > Be3onacHocTb > YnpaBneHue MeXceTeBbIM
3KpaHoM. KoHurypupymnTe Kaxabin UHTepENC no npoToKOy cornacHo
OOCTYMNHbIM BbILLEYKA3aHHbIM OMLUSIM.

MpumeyaHue: PegaktnpyemMbie HoMmepa NMopToB MOXHO HacTpamsaTthb Ha
3Ha4yeHWe Nno yMOn4aHuio unm Ha nbon Homep nopTta Bbiwe 1023,
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2. B kayecTBe BapuaHTa, HaXXMMTe 3Ha4eHUs1 N0 YMOMYaHuHo, YToObI
BEPHYTbCS K HACTPOMKAM MO YMOMYaHMIO.

3. HaxmuTte CoxpaHUTb U3MEeHEeHuUs.

OTKno4YeHne KHOMNKK cobpoca napons

Ecnu Com'X ycTtaHoBneH B 06LLEeCTBEHHOM MeCTe, MOXHO OTKITHOUUTL OYHKLMIO
cbpoca napons Ansi KHonku « PesepBHOE KONMpoBaHUE».

KHonka «Pe3epBHOe kKonnpoBaHue» ("I) pacrnornoXeHa Ha nepegHen CTopoHe
YCTPOMWCTBA.

Ecnu Bbl yTpaTuTe naponb agMMHUCTpaTopa no ymon4vaHumio, byaet Heobxognmo
BbIMOMHUTb 3aBOACKOM cbpoc HacTpoek Com'X ansa cbpoca napons Ha naporib No
ymMonyaHuo. 3TO NpUBEAET K NOTepe BCeX 3aperncTpMpoBaHHbIX AaHHBIX, YYETHbIX
3anuncen nonb3oBarenen 1 KoHurypauuu.

YeedomneHue
NMAPOJ1b HE NOONEXWUT BOCCTAHOBJIEHUIO

3anuwunTe cBeaeHUst 0 UMEHU Nosb3oBaTens 1 naporne Ans AocTyna K
YCTPOWCTBY M XpaHuTe Ux B 6e30nacHOM MecTe.

Hecob6nrogeHune 3aTux ykazaHui MOXeT NPUBECTU K NOTepe AaHHbIX.

Mepen oTKNOYEHMEM KHOTKU cOpoca Naponsi pEKOMEHAYETCS COXPaHUTb
pe3epBHYH KON KOHUIypaLmm.

1. HaxmuTte HacTpomnku > Be3onacHocTb > YnpaBrieHue MeXceTeBbIM
3KpaHoOM.

2. HaxmuTe PaspewmTb c6poc napons agMMHUCTPATOpa Mo YMOMYaHUIo.
3. HaxmuTe HeT, 4ToBbl OTKMHOYUTL KHOMKY cOpoca napornsi.

4. Haxmnte CoXpaHUTb U3MEHEHUS.

Ceptudumkarol

Ha paHHoM cTpaHuue Bbl MOXETE 03HAaKOMUTLCS C cepTudukaTom 6esonacHocTu
HTTPS, 3arpy3ntb cepTudukar, npefoCcTaBMneHHbIN BalM CeTEBbIM
agMuHucTpaTopoMm, Ha Com'X, a Takke cOPOCUTL HACTPOMKN Ha 3aBOACKME MO
YMOMYaHUIo.

3arpy3ka HoBoro ceptudukara

Bbl MOXeTe yCTaHOBUTL Ha CBOE YCTPOMCTBO HOBbIV HTTPS-cepTudomkar.

MNMepen ycTaHOBKOW HOBOIO cepTudmkaTa peKkoMeHOyeTCa CO30aTb PE3EPBHYIO
Konuto Bawewn koHdurypaumm. Ytobbl o6HoBUTL cepTudmkat HTTPS:

1. HaxmuTe BHYTpu TekcToBoro 6roka YcTaHOBUTbL HOBLIN cepTudmKar.
2. B 6paysepe BbibepuTte Baww chann *.pem, 3atemM HaxxmuTe OTKPbITb.

3. Haxmute YcTtaHoBUTL. CBeaeHMA 06 ycTaHOBNEHHOM cepTudmkare
obHoBnATCA, YTO6BI 0TOOPa3UTb HOBLIN CEPTUUKAT.

YTto6bl yoanuTb TekyLmn ceptudukat n Hactpomts Com'X o6paTHO Ha 3aBOACKOM
cepTudukaT no ymonyaHuio, Haxmute Cépoc.
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Mepeagpecauua HTTPS

Mepeappecauna HTTPS nossonsieT Bam 3awututb coeauHeHmne mexay MK
n Com'X, 1 BKIHOYEHA MO YMOMNYaHuHo.

YeedomreHue
HECAHKLIVIOHVIPOBAHHbII?I JocCTyn

He otkntovante nepeagpecaumto HTTPS, ecnu B Balel NoKanbHON CETU
nMeeTcs KoHpuaeHumaneHas unm YactHasa nHdopmaums.

HecobntopeHue AaHHbIX UHCTPYKLUIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

Schneider Electric pekomeHayeT ncnosnb3oBaTb nepeagpecauuto HTTPS.
OTtkntodeHune nepeagpecaumm HTTPS oTknoyaeT npoBepky 6e30nacHOCTY B
Ballem Bpaysepe 1 CHUXaEeT ypOBEHb 3aLLMThl Balller NoKanbHOM CETU.

Hactpounku cobbiTumn

Cob6bITUA npeacTaBnatoT cobol 3apaHee onpeaeneHHbIE U NoNb3oBaTeNbCKNe
cobbITus, KOTOpbIE MOXHO OTNpaenAaTb B EcoStruxure™ Facility Expert.

[Nonb3oBaTenbckmne CoBbLITUA MOXHO TaKKe OTNPABASATL MO 3NEKTPOHHOW MoYTE.

Mepen koHUrypuposaHuem cobbiTui ons EcoStruxure™ Facility Expert
CBshXMTECH co cnyxbown nogaepxkn EcoStruxure™ Facility Expert, 4tobbl
NOATBEPANUTb AOCTYNHOCTb COObITUIA. [Ina oTnpaBku cobbiTuin B EcoStruxure™
Facility Expert nocpeactsom DSPBbI fomkHbI BKMOUNTE cry6bl Schneider
ElectricHa cTp. HacTpowku > O6wue HacTpomnku > Cnyx6bl Schneider Electric.

YUT06bI BKNIOYMTL/BLIKNIOYNTL 3apaHee onpeaeneHHbIe UM nofb3oBarenbckme
cobbITus, Haxmute Hactponkn > CobbiTus > HacTpoiku cobbiTui.

3apaHee onpeaerieHHble CoObITUA

3apaHee onpegeneHHble cobbITUA onpegeneHsl B Com'X ons 3aWwuTHbIX
yCcTponcTB. BknioueHne 3apaHee onpeaeneHHbIX COObLITUI MO3BONSET
noneb3oatenam FE otnpaenate nidopmauuto o cobeitnm ot Com'X B FE.

Baw naptHep Schneider Electric nomoxet BbIiBUTb, Kaknm 06pasom
NCMomnb30BaTb AaHHbIe COObITUSA ANA CUrHaNM3aUmMm O COCTOSIHUSAX,
npeaLecTBYOLLMX aBapniHOMY OCTaHOBY, aHanun3a aBapyinHble OCTaHOBbI U
NNaHMpoBaHWs PerynsapHoOro TEXHNYECKOro 0b6Cny>xmBaHus.

3apaHee onpefeneHHbIe COObITUA HENb3s PpeAakTMpPoBaTh UMK yaansaTb C
Com’X.

YT06bI BKMIOYMTE/BLIKNIOYNTL 3apaHee onpeaeneHHble CobbITUSA, HaxXMUTe
Hactpownku > CobbiTusa > Hactponku coobITUMA.

NMonb3oBaTenbCcKoe CoObObITHUe

Monb3oBaTenbLckoe co6bITHE NO3BOSSIOT C MOMOLLLIO CPeacTBa Ans
MOCTPOEHMST COOLITUIA MepeTackMBaHUEM ONPeaEnUTL YCroBms cobblTUA ans
noboro ycTponcTaa.

Co6bITHE COCTOUT U3 CriedyoLLMX 3NeMeHTOB-6MOKOB 13 MEHIO CpeacTBa Ans
NOCTPOEHUS COBLITUI.
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OnemeHT-6NnoK OnucaHue

CobbITne Brok-koHTenHep Ans ycnoBuin cobbiTs, AeNCTBUIA 1 NONS «yPOBEHb
CEepbe3HOCTUY.

Ycnosusi cobbITus « [opor: 3aganTe 3Ha4eHune nopora, Npyv KOTOPOM NMPOUCXOAUT

cobbITue.

CpabaTbiBaHVe/OTKNOYEHME: 3aaiTe 3Ha4YeHVe, NPU KOTOPOM
npoucxoauT cobbiTne (cpabaTbiBaHWe), 1 3HAYEHWE, NPU KOTOPOM
cobbITe Gonee He akTUBHO (OTKIMoYeHNe). MicnonbayiiTe AaHHbIN
TUN ANS NPeaoTBPaLLEHUs NOXHBIX cpabaTbiBaHUI COBLITUS.

Jlornyeckoe: cosnaHve cobbITUSA, €Cnv NOrMYECKUin napameTp
MeHSIET 3HauYeHue, ABMAETCA UCTUHHBIM UMW NOXHBLIM; Hanpumep,
€CIN COCTOsIHNE «ABTOMATMYECKWI BbIKMIOYATENb PA3OMKHYT»
ABMNSAETCSA UCTUHHBIM.

W: nossonset kombrHMpoBaTh 40 TPEX YCMOBUI B paMKax OAHOIO
cobbITHSA.

YcTpoiictea BbiGepuTe yCTPOMCTBO M BENUYMHY, BbI3bIBaOLLYO HACTYMNIIEHWE COBbITUS.
Hanpumep, «nonyyatb yBegoMneHne, eCnv nokasaHus TeMmneparypbl
TemnepatypHoro gatunka Pt100 npeBbiwatot 26°Cy.

YCTponcTBO A0MKHO ObITb NoakntoyeHo k Com'X B HacTpomkax
yCTpOWCTBa.

3HauyeHune .

Moporosoe 3HaveHne AN BbIOpaHHOW BENUYMHBI.

KoHTakT Ans otnpasku coobLeHns 3AMNEKTPOHHOW NOYTLI NpU
HacTynneHum cobbITuSA.

OeictBus .

OTnpaBuTb NUcbMo: Com'X oTnpaBnseT coobLLEeHVEe ANEeKTPOHHOM
MoYTbl yKa3aHHOMY NonyyaTernto npy HacTyneHnn yCroBui
cobbITHSA.

Komy EcoStruxure™ Facility Expert: Bbl MOXeTe BBECTU TEKCT B
6noke «[encTBue», Hanpumep, onvcaHue cobelTus. PekomeHayetcs
MCNonb30BaTh TAKOW XXe UM aHaNOrMYHbIA TEKCT Kak B none «ms
cobbiTusi» B Com’X.

Co3pgaHue nonb3oBaTesIbCKOro coobITUA

Wcnonb3ynte cpeacTso Ans NOCTPOEHNS COBbITUIA nepeTackusaHmeMm, 4Toob!
onpenenqTb YCNoBUst HAaCcTYNneHns cobbiTus Ansa noboro ycTponcTsa.

Mepen Hayanom paboThbi:

*  Bbl fOmkHbI ObITb 3HAKOMbI C NEPEYHEM PEIUCTPOB YCTPOMCTBA U UX

3Ha4YeHnAaAMN.

» BkntounTe nonb3oBaTtenbckue codbiTns Ha cTp. HacTtponku > CobbiTus >
HacTtpoikn cobbiTun.

+ [Ina oTnpaBkn COOBLLEHNSA 3NEKTPOHHOW NOYTHI MPU HACTYNNeHUN cobbiTuA
HeobXoAMMO BKNIOUYUTE CNY>KOY anekTpoHHOW noyThl B HacTpoikax
ANEeKTPOHHOM NOYTbI N 406ABUTL HE MEHEE OHOTO KOHTaKTa Ha CTpaHuLe
YnpaBneHue KOHTaKTOM.
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AOCTOPOXHO

HETOYHbIE PE3YJIbTATbI OAHHbIX

3berante HeNpaBUNbHOM HACTPOMKN KOHUIYpaLMM NPOrPaMMHOro
obecrneveHust, Tak Kak 3TO MOXET NMPUBECTM K HETOUHbLIM OTYETaM U (MUIn)
pesynsrataM AaHHbIX.

He ocHoBbIBanTe Balwy AEUCTBMS MO PEMOHTY U 0BCMNY>KMBAHMWIO TOIbKO
Ha coobLLeHUAX 1 UHhopmaLmm, oTobpaxaeMbiX NPOrpaMMHbIM
obecnevyeHnem.

He nonarantecbk TONbKO Ha AaHHbIE, OTOBpaXkaemble B OT4eTax
nporpammHoro obecneyeHus, 4To6bl onpeaennTb, NPaBUIbHO N
OYHKLMOHMPYET cMcTeMa 1 OTBEYAET N1 OHa BCEM AeNCTBYOLWUM
cTaHgapTam u TpeboBaHusAM.

He 3ameHsiiTe gaHHbIMK, 0TOOpakaeMbIMy B NpOrpamMmmMHOM obecneveHnm,
HapaboTaHHbIN OMbIT Ha paboyem mecTe unm B 06CNyxMBaHUm
obopynoBaHus.

HecobntogeHue AaHHbIX UHCTPYKUUIA MOXET NPUBECTU K NleTallbHOMY
ncxoay, cepbe3HbIM TPaBMaM Ui NOBpeXAeHn0 o6opyaoBaHuS.

Haxmunte Hactponku > CobbiTus > lNonb3oBatenbckoe cobbITHe, a 3aTeEM
HaxmnTe HoBoe nonb3oBaTenbckoe cobbiTue.

OTobGpa3snTtcst cpeacTBo 4115 NOCTPOEHUS COObITUN.

B meHto cpeacTtBa Ans nocTpoeHms cobbiTnin HaxmmTe TUnbl COObLITUN, a
3aTeM nepeTaLumTe 3erneHbin 6rnok cobbiTvsa B paboyyto obnacTb.

BbiGepuTe Cepbe3HOCTb cobbiTus: «HeT», «Huskas (onoseLueHne)» mnm
«Bblicokasi (owmbka)».

Mpumeyanue: [ns nonb3oatenen EcoStruxure™ Facility Expert naHHoe
norie COOTBETCTBYET YPOBHIO cepbe3HocTu B EcoStruxure™ Facility Expert.

Haxmunte YenoBus cobbITUA B MEHIO CpeacTBa Ans NOCTPOeHMs cobbITUiA, a
3aTeM nepeTaiymTe GroK yCroBWI B MONe «Korgay, noka OHo He
3ahUKCUPYETCS B HY)XXHOM MECTe.

- Custom Event -
Severity

when

| - Select a Device - - - Select a Topic - - 0
do

Custom Event

Severity ([THEED

when

i - Select a Device - - - Select a Topic - - 0

Custom Event

Severity

when
‘ - Select aDevice - v | - Select a Topic - + : DI

OnpegennTte YcnoBus coObITUS.
a. BbibepuTe yCTPONCTBO U BENNYUHY.

b. [Onsa nornyeckoro cobbiTus BoibepUTE NOrMyeckoe
3HaYeHue: U3MEHMUIOCh, UCTUHA UIN NOXb.

c. Onsa cobbiTnsi TNa «nNopory unu «cpabaTtbiBaHWe/OTKIIOYEHMEY
BblOepuTe oneparop (=, < unu >) 1 BBeAUTE 3Ha4YeHne cpabaTbiBaHMS.
Ecnu npumeHnmMo, BBeauTE 3HaAYEHNE OTKMIOYEHNS.

Ecnu y cobbiTusa 6onee ogHoro ycrnoeus, AobaBbTe eLle A0 ABYX YCIOBUM, Kak
onucaHo Bbiwe. O6begMHUTE HECKONBKO YCITOBUIA Nornyecknm 6riokom «».

MpumeyaHune: [ng kaxgoro ycnosus B cobblTM HEOOX0AMMO BblbpaTh
O[HO 1 TO e YCTPOUCTBO.

HaxxmunTe B MeHIo cpeacTBa Ans NOCTPOEeHUs cobbITun flencTensa un
nepetawuTe 6nok gencTensa B obnactb «4To caenatby.

Hewncnonb3yemble 6rokv nepeTtawimute B KOP3MHY B HUXKHEM NPaBOM Yriy.

Beegute nms, 3atem Haxmute CoXpaHUTb U3SMEHEHMUS.
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MpumeyaHue: PekoMmeHayemble NPaKTUKM CO30aHNA U pefakTMpoBaHua
nonb3oBaTeNbLCKUX COOLITUIA, KOTOpbIe ByayT oTnpasneHsbl B Facility Expert,
CM. B pyKOBOACTBE Mo BBOAY B akcnnyatauuto Facility Expert.

PepaktupoBaHue unu ynaneHuve nosb30BaTeNibCKOro coobITus

Bbl MOXeTE U3MEHSITb UNK yaansTb cobbiTvsl u3 Monb3oBaTenbCckon
OUONNOTEKU COObLITUMN.

1. Haxmute HacTpomnku > CobbiTua > MNonb3oBaTenbCcKoe cobbiTUe.
2. HaxmuTe ums cobbITus.

3. Nlnbo otpepakTmpynte 6rok cobbITMa N HaXxxMUTE COXPaAHUTb UBMEHEHUS,
nnbo HaxxmuTe YaanuTb, 4ToObl yaanutb cobbiTne n3 Monb3oBaTenbCcKon
6MbnnoTekn cobbITUMN.

Bnuskue Tembl

* YcTtpaHeHue HeucnpasHocTen Com’X 210

KonupoBaHue cobbiTus

MokHO co3gaTb HoBOEe CODbITME HAa OCHOBE CcyulecTByroLiero.

1. Haxmute HacTpomnku > CobbiTusa > MNonb3oBaTenbCcKoe cobbiTue.
2. HaxmuTe nMs cyLLecTByoLWero cobbITus.

3. HaxmuTe 3eneHbin 6rnok cobbiTusi B paboyen obnactu, a 3aTeM HaXMnUTe
CTRL+C.

4. HaxmuTte OTMeHa, 4Tobbl BepHYThCA B Monb3oBaTenbLCKy 6Mbnmotexky
coObLITUMN.

5. HaxmuTte HoBoe nonb3oBaTenbckoe cobbiTue.
6. HaxmuTe BHyTpU paboderi obnactu, a 3atem Haxmute CTRL+V.
Bnok cobbiTusa 6ynet BctaBneH B paboyyto obnacTsb.

7. OTpepakTupywTte yCTPONCTBO, BEMMUYMHY UMW 3HAYEHUS, a 3aTEM HaXXMUTE
CoxpaHUTb U3MEHEeHMUS.
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CBa3b c Com’X 210

HacTtpowuku agpeca IPv4
Com'X nogaepXnBaeT Tpu pasnmyHbIX paboumx pexuma ans HasHaveHus IP-
agpeca.

MopoepxvBaeMble peXUMBbI:
» Cratudeckun IPv4
*  Knnent DHCP
+ DHCP-cepBep

HacTtpounku ctatnuyeckux IP-agpecos

B Com'X Bbl MmoxeTe onpegenntb agpeca IPv4 nitepderica Ethernet, macky
NOACETM W LUMKO3 MO YMONYaHUIO.

OTU HACTPOWKM JOMKHbI ObITb COrNacoBaHbl C NMONUTUKON ceTh Beb-caiTa.
Heobxoanmo cBA3aTbCs ¢ CUCTEMHBIM aAMUHUCTPATOPOM BeG-caiTa, 4TobbI
npefocTaBnUTb 3Ty MHGOPMaLKIO.

HacTtpouka chukcmpoBaHHoro agpeca B kayectBe DHCP-knueHTa

Bbl moxeTe HacTpouTe Com'X, 4Tobbl y Hero 6bin dmkcuposaHHbIi DHCP-agpec,
koraa oH siBnsietca DHCP-knneHTom.

Bbl MoxeTe HacTpouTb koHurypaumto Com'X, 4tobbl agpec IPv4 aBTomaTmnyecku
HasHavyanca DHCP-cepsepom. CucTeMHOMY agMUHUCTpaToOpy o6bekTa MOXHO
nopy4nTb ckoHurypmposate DHCP-cepBep, 4TOObI cucTeEMaTUYeCKn HasHavaTb
oanHakoBbIn agpec IPv4 Com’X.

1. CoobwwuTe nokaneHomy IT-meHemxkepy MAC-agpec nopta Ethernet 1 Com'X.

AOpec MOXHO HaNTW Ha 3TUKETKE Ha NepeaHen NaHenu yCTpOMCTBa UMK Ha
cTpaHuue O nporpamme.

2. Topyuute IT-meHeOxepy NpegocTaBuTb UKCUPOBaHHbIM agpec IPv4, ytobbl
Com’X Bcerga HasHa4ancsa ognHakoBbin IP-agpec.

IP-agpec gomkeH npeaoctasnaTbes IT-MeHeakepom.

3. BanuwwnTte agpec IPv4:

* Ha aTukeTke, noctaensemon ¢ Com’X. [laHHyI0 3TUKETY MOXHO HaKnenTb
Nnog KPbILLKOW.

4. Y6egutecsb, uto IT-meHegkep gobdasnn Com'X Ha DHCP-cepsep.

Tarke MOXXHO BOWTM B CUCTEMY BBOAOM B apeCcHON cTpoke 6paysepa IP-agpeca,
npegocTaeneHHoro | T-meHegxepom.

Ha paHHom nsobpaxeHunn nokasaH MAC-agpec, yka3aHHbIn Ha aTukeTke Com'X:
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Bnuskue Tembl

* BbiGop koHGUrypaumm cetu
DHCP-cepBep 4epe3 nopt Ethernet

Bbl MoxeTe HacTpouTb KoHdurypauyuio Com'X, 4tobbl OH HasHavan IP-agpeca ons
ceTu.

B atom cnyyae Com'X koHpurypupyet ceon nHtepderic Ethernet Eth2 ¢ IP-
agpecom 10.25.1.1.

Com’X tarke 3anyckaet BHyTpeHHUI DHCP-cepBep. OH no3sonseT Bam
aBTOMaTu4eckn HasHavaTb IP-agpec, cornacoBaHHbIv C BallMM COGCTBEHHbIM
agpecoMm, aAng nobbiX yCTPONCTB, NOAKMIOYEHHbIX K TOM Xe CeTU U
CKOHUIYpMpPOBaHHbIX Ansi paboTbl B kavecTBe knneHtos DHCP.

IP-agpeca, HasHavyeHHble Com'X, HaxogaTca B noacetn 10.25.1.0/24 (HaumHas ¢
10.25.1.65, 10.25.1.66, n 1. A4.). Com’X He UMeeT BO3MOXXHOCTEN MapLUpyTU3aumu.
B pesynbrarte atm DHCP-cepBepoMm He nocbinatTcs Hy LLUnto3 no ymonyaHuto, Hu
CepBep AOMEHHBLIX UMEH.

Heobxogumo cBA3aTbCs C CUCTEMHBIM aAMUHUCTPATOPOM 06bEKTa, YTOObI
NoaTBepAnNTb, YTO CETb, B KOTOPOW NoaknoyeH uHtepdenc Eth2 Com'X:

e OTAeneHa oT ocTanbHOM YacTu CeTU 00BbEKTa;
* He Hapywaet paboty gpyroro DHCP-cepsepa.

DHCP-cepBep yepe3 Wi-Fi

Korga k Com'X nogkntoyeH kntod Wi-Fi, Bbl MOXeTe HacTpouTb KOHUrypaLmo
Com'X Tak, 4uToObl OH co3gaBan Touky goctyna Wi-Fi.

B Takom cnyyae Com'X cosgaet cetb Wi-Fi ¢ ngeHtndgpukaropom SSID ¢ Tem xe
nmeHeM, 4to n'y Com'X, Ho 6e3 kakoro-nmbo orpaHM4eHust goctyna (6es
ayteHTudmkauun WEP n WPA) B aTom pexnme. Com'X KOHUIrypmpyeT CBoW
nHtepgenc Wi-Fi c IP-agpecom 10.25.2.1.

Com’X Tarxe 3anyckaeT BHyTpeHHun DHCP-cepsep Ha atom nHtepdeince Wi-Fi.
OH nossonsieT BaM aBToMaTnU4eckn HasHavatb |IP-afgpec, cornacoBaHHbIN C BaWNM
cobcTBEHHbIM agpecoM, Ans nobbix yerponcts Wi-Fi, CkoHMrypnpoBaHHbIx s
paboTbl B kayecTtse knueHtos DHCP.

IP-agpeca, HasHavyeHHble Com'X, HaxogaTea B noacetn 10.25.2.0/24 (HaunHas ¢
10.25.2.65, 10.25.2.66, n 1. .). Com’X He UMeET BO3MOXHOCTEN MapLUpyTU3aLmu.
B pesynbrarte atum DHCP-cepBepom He nocbkinatTcsa Hu LLno3 no ymonyaHuto, Hu
CepBep AOMEHHbIX UMEH.
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YaaneHHbIW AoCTyn ¢ onepaunoHHbiMu cuctemamu Windows

Bbl MoxeTe nonyuntb yaaneHHsln goctyn k Com'X, ucnonb3ys IP-agpec nog
Windows XP.

HeobxoamMmMo nonpocuTb CUCTEMHOTO aAMUHUCTPaTopa NPUCBONTL
dukcmpoBaHHbIn IP-agpec, 4Tobbl Com’X NOCTOSAHHO nMen ogmHakoBbin IP-agpec.

B OC Windows 8, Windows 7 unu Vista Com'X goctyneH us NpoBogHuka
Windows npu nogkntodeHmu MK B Toi e nokansHom cetu. He HyXHo 3HaThb IP-
agpec.

Bnuskue Tembl

» [JocTtyn yepes nopt Ethernet ¢ nomouubio Windows

Aoctyn Kk Modbus TCP

LWno3 Modbus TCP

Com’X — ato ogHoBpemeHHo w3 Modbus TCP 1 — ¢ nomoLso BHYTPEHHETO
cepeepa Modbus TCP — yctporicteo Modbus.

Com'X genictByeT Kak winto3 Modbus ans npoBogHbIX nnm 6ecnpoBOAHbIX
coegnHeHun Ethernet ot BiiwecToswero MK k yctponctesam Ethernet n nonesbim
WHCTPYMEHTaM B HUXKECTOsILLEeN CeTU. OTa BO3MOXHOCTb NMO3BONSET
nonb30BaTernto ToKanbHOro 1y obrnavyHoro nporpaMMHoro obecneyeHms ans
MOHWUTOPUWHIa NonyyYnTb AOCTYN K MHOpMaLmMmn OT YCTPONCTB AN cbopa AaHHbIX,
OTCNEeXVBaHUS TEHOEHUMIA, aHanun3a n gpyrmx QyHKUWRA.

[ocTyn K BHyTpeHHeMy noa4ymHeHHoMmy yctpouctBy Modbus

BHyTpeHHuin cepeep Modbus TCP no3sonsieT cuntbiBaTh 3HAYEHMS LMAPOBbIX 1
aHanoroBbIx Bxogos Com'X nocpegctBoM pasnuyHblx pernctpos Modbus. O1u
PErncTpbl MOXHO CHMTBIBATL C MOMOLLbIO NoAYMHEHHOro ycTponctea Modbus ID
255.

Mocne Toro kak Bbl CkoOHUrypupyete Bxogbl Com'X Ha Bknagke Hactpomnku
YCTPOMCTRBA, 3Ha4yeHns ByayT 4OCTYNHbI Yepes Wto3. 3Ha4YeHns percTpoB Ans
BENNYUH, BbIOPaHHbIX ANS perncTpaumnmn, MoXHo Takke NpOCMOTPETL Ha BKIagke
Tabnuua nsmepeHun.

BHyTpeHHuIn cepBep Modbus TCP akTuBuMpyeTtcs, Korga BktoueHa pyHKLMS CBS3U
Modbus TCP/IP B pasgene YnpaBneHue MmexceTeBbIM 3KPaHOM.

ConyTcTBylOLee nporpaMmmMHoe obecneyvyeHune ¢ pyHkumen cepsepa Modbus TCP/IP

Hoctyn k HWxecToALwmMM ycTporicTBaMm Modbus MOXeT ocyLLecTBRATLCS OT
BbilwecToswero MK, paboTatowero ¢ nporpaMmHbIM o6ecrnevyeHnem.
PekomeHagyemMoe nporpammHoe obecneveHne, npegnaraemoe Schneider Electric,
BKITHOYaET:

+ T[lporpammHoe o6ecneyvenne Remote Setting Utility ans Masterpact u
Compact NSX

» T[lporpammHoe obecneyenne EcoStruxure™ Power Monitoring Expert.
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Bnuskue Tembl

. ynpaBneHMe MeXCeTeBbIM 3KpaHOM

* PacnpegeneHnue peructpos Modbus

* BbIbop namepeHun ans permctpaumu unu nybnmkaumm

HacTtpouku wnro3a Modbus

HacTpoiuku wnio3za Modbus no3sonsaioT aganTnpoBaTb HACTPOMKN CETU K BaLLUM

0cobbIiM ycnosusm paboThbl.

YkasaHHble napameTpbl NpuMeHsTes Ans obomx noptos Ethernet.

MocnepoBaTenbHbIV NOPT

HacTtporika

OnucaHue

Onuuun

Pexxum nepegaun

WcnonbayeTtcs, 4Tobbl ykasarb,
KaK AaHHble nepegaroTcs no
nocrneaoBaTenbHOMY
COEMIMHEHMIO.

RTU, ASCII
Mo ymonuanuio: RTU

MpoaneHve nay3sbl (Mc)

Mo3BonsieT NpoanuThL Nayay,
ncronb3yemyto ansi
0603Ha4YeHMs KOHLA NakeTa
Modbus RTU, B nononHeHue kK
cumsonam 3.5,
yCTaHOBMNEHHbIM CTaHAAPTOM.

0-10mc
Mo ymonuaHuto: 5 mc

3apepxka Mexay kagpamu
(mc)

OnpegensieT MUHUMarbHoe
BpeMsi nay3bl Meay KOHLIOM
Mony4YeHHOro oTBeTa u
Ha4yanom HOBOro 3anpoca Ha
rocnefoBaTenbHON NMHNN.

0, 10, 20, 30, 40, 50, 60, 70,
80, 90, 100

Mo ymonuaHuio: 50 mc

CepBep TCP/IP

HacTtpoiika

OnucaHue

Oonuuun

BkritoveHve BpemeHu
oXuaaHusi coeguHeHus
cepsepa

Bkniovaet Tarimep,
3aKpblBaKOLWNN COeaMHEHNE
Modbus TCP/IP no ncre4yexun
yKa3aHHOro nepuoga BpemeHu
OXuaaHus.

[a, Het
Mo ymonuaxuio: Het

Bpems oxuaaHus coeamHeHus
cepBepa

MpomexyTok BpemMeHu, no
MNCTEYEHNM KOTOPOro
coeauHeHne TCP/IP
3aKpbIBAETCS.

1 -65535 cekyHp

BkritoueHue npokcu-cepeepa
Modbus TCP/IP

MapameTp, onpegenstoLmi,
6yayT nu coobeHns Modbus
TCP/IP oT yaaneHHbIxX
KMWEHTOB OTMNPaBMATLCA
yAaneHHbIM yCTPOMCTBam
Modbus TCP/IP,
onpegenenHsiM B Com’X.

Oa, Het
Mo ymonuanuio: Aa

BkntoueHne
nocnepoBaTenbHbIX Nepegay
naHHbIX Modbus

Mpsimble curHanel,
nony4yeHHble Modbus,
nepeaaroT coobLleHns
NOAYUNHEHHbLIM YCTPONCTBAM,
noacoeavHEHHbIM K
nokanbHoMy
nocrnegosaTenibHOMY NopTy.

Oa, Het
Mo ymonuanwuio: Het
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KnueHnTt TCP/IP

HacTtpoiika OnucaHue Onuun

Tanm-ayT coeguHeHus knueHTa | Nepuoa BpeMeHu, B Te4eHne 1—10 cekyHg
(cekyHapbl) koToporo Com'X byaet
oXvaaTb OTBeTa yAaneHHoro
yctponctea Modbus TCP/IP Ha
3anpoc coeguHerna Modbus
TCP/IP, nHuunmMpoBaHHbIN
Com'X.

Mo ymonyanutio: 2

Tarim-ayT coobLieHus knueHTa | Nepuon BpemeHu, B Te4eHne 1—20 cekyHa
(cekyHabl) koToporo Com'X 6yget
oXvaaTb OTBETa yAaneHHoro
yctpovictea Modbus TCP/IP Ha
3anpoc Modbus TCP/IP,
MHULUMpoBaHHbIN Com'X.

Mo ymonyanuio: 3

KoHdurypupoBaHue wnt3a Modbus

Bbl MoXxeTe BbINOMHATL KOHUIyprpoBaHne napameTpos wio3da Modbus Com'X.

YeeodomneHue
YXYOAWEHHAA NPOU3BOOUTENBHOCTb CETU

M3meHaTb gononHuTensbHble HacTporku wno3da Modbus AomkHbI TOMbKO
KBannuumMpoBaHHble COTPYAHMKN. [Tog0BHbIE N3MEHEHUS SOIKHbI
NPOV3BOANTLCS TOSbKO NMOCIE 03HAKOMITEHUSA C LONOMHUTENbHBIMMW
HacTpovikamu wnto3a Modbus 1 npy NONHOM MX NOHUMaHUN.

HeBbinonHeHue AaHHbIX VIHCprKLIVIﬁ MOXeT yXyalWnTb
npoun3BoanTesIbHOCTb CeTu.

1. Haxmute Hactponku > CBsasb > Linto3 Modbus.

2. BblbepuTte Heobxoammbii Pexxum nepegaun, NMpoaneHue nay3sbl 1
3agepXKy Mexay Kagpamu s NocneaoBaTernbHOro nopra.

3. Bbibepute Oa unu HeT ansa cyHkuun BknroyeHne BpeMeHU oxunaaHusa
coepuHeHus cepBepa, BknroueHne npokcu-cepeepa Modbus TCP/IP n
BknioyeHue nocneaoBartenbHbIX Nepeaay AaHHbIX Modbus ans
cepsepa TCP/IP.

4. Beegute BpeMﬂ oXngaHua coegunHeHusA cepBepa B CeKyHOax, ecrnm
BKITHO4EHO.

5. BbibepuTte Heobxogmmble 3HavyeHus knveHTa TCP/IP gna dyHkumn Tanm-ayT
coeAVHeHUA KnueHTa 1 TauM-ayT cOOGLLEeHUsA KITMeHTa.

6. Haxxmnte CoxpaHUTb N3MEHEHMUS.

HacTtpounku nokansHoro ID u ID ycTtpoucTs

YUTto6bl BHeLWHUI knueHT Modbus TCP/IP Mor nony4nTb JOCTYN K YCTPOWCTRY,
noakntoyeHHoMy k Com'X, y Kakaoro ycTponcTea AOmKeH 6bITb YHUKanbHbIV 1D
unu NlokanbHbIN ID. JlokanbHbIN ID aBTOMaTU4YECKN NMPUCBaANBaETCA Npu
CO34aHnK KaXKgoro yCTPOMCTBa U CBs3biBaeTcA ¢ MAeHT. KoaoM NogYNHEHHOro
yCTpOMCTBA.

UpeHT. Kog nog4YMHEeHHOro yCTpOﬁCTBa — 310 NMN6O

*  CKOHurypmpoBaHHbin Modbus ID ntoboro ycTponcTea, NOAKITHOYEHHOTO K
nocriegosartensHomy nopty RS485;

* nubo ckoHdpurypmposaHHbIn Modbus ID nogkntodeHHoro yctponctso Modbus
TCP/IP;

* 6o ID, ucnonbsyemsbin wnto3om Modbus TCP/IP, yepes koTopblit
YCTPOWCTBO NOAKINIOYEHO K ceTn Ethernet.

60

DOCAO0036RU-10



Cesasb c Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Bbl MoxeTe n3MeHuTb JlokanbHbIM ID Ha cTpaHuue HacTtpownku > CBA3b >
LLUnto3 Modbus > UaeHTudmkaTopbl ycTponcTB. JlokanbHbINn ID fomkeH GbiTb
YHUKANbHBIM U MOXET MEHSITLCS, TONbKO €CMU PErMcTpaums AaHHbIX OTKIoYEHA
ans o6HOBNSIEMOro YCTPOWCTBA.

Ha cTpaHuue YcTporcTBa Takke COAEPXUTCS Cneayomne CBEAEHUS MO KaXaAoMy
N3 YCTPOWCTB:

*  WpeHT. KOA4 NOAYNHEHHOIrO yCTpOﬁCTBa

* TopknroueHune: «lMocneposatenbHbI NOpPT», IP-agpec Ana yaaneHHbIx
ycTpouncTts unu ZigBee ID.

+ Tun ycTponcTBa, Kak onpegerneHo B HacTtponkax ycTponcTs

Bnuskue Tembl

« 3anyck peryctpaumm gaHHbIx

KoHdurypuposanue chbunsrpa Modbus TCP/IP

OTa oyHKUMSI NO3BONSAET aAMUHNCTPATOPY co3aaBaTth GenbIN CNMCOK U Ha3HavaTb
ypoBeHb goctyna IP-agpecoB k Com'X 1 ero HUKeCTOALLMM YCTPOUCTBaM.

Mpun ee BKkNtOYEHUN HA3HaYaEeTCs ypoBeHb AocTyna YTeHue Ans noboro knueHTa
Modbus TCP/IP He n3 punsTpoBaHHOIO CNMcka. YCTaHOBKa 3Ha4YeHMs1 MOors
[docTtyn no ymonyaHuto Ha Het 6nokupyet Bce knneHTbl Modbus TCP/IP He B
UNETPOBAHHOM CrUCKE.

1. Haxmute HacTpomnku > CBsaA3b > ®unbtp Modbus TCP/IP.
2. Haxmute Oa anga BkntoyveHns counerpa.

3. B konoHke benbin cnucok BBeante IP-agpec, Ans KOToporo Bbl XOTUTE
BKIMOUNTb mnbTp.

MpumeyaHue: NycToe okTETHOE None obpabaTbiBaeTcs Kak
cneunanbHbIn cumBon. MNycTele Nonst 4OMKHbI HAYNHATBECSA C MaALero
oKTeTa u BbITb cocegHMMU. B criyyasx npoTnBopeumns npuMeHsieTcs
cambli OrpaHu4MBatoLLMin OUnLTP.

4. BbibepuTte ypoBeHb goctyna: Het, YteHue unu MonHbIN.

5. Tlo xenaHuto MOXHO oTpegakTupoBaTth [locTyn no ymon4yaHuro: YteHme mnm
Hert.

6. Haxmute CoXpaHUTb U3MEHEHMUS.

NocnepoBaTtenbHbIM nopT Modbus

CtaHgapT nocneagoBaTternbHoM nepegadn gaHHbix RS-485 aensietca
NPOMbILLNIEHHbIM CTaHAAPTOM.

Mpy NpaBUNBLHON HACTPOWKe KOHUIypaLmnm MOXET OblTb CHUXKEHA BEPOSTHOCTb
ownbok nepegayn gaxe B cpefe C MeKTpU4ecKkMmMmn Bo3myLLeHnaMu. B aTom
pasgene onuchbiBaloTCA CBOWCTBA NocneaoBaTenbHON NMMHUN NepefaYvn AaHHbIX B
nokansHon cetn Modbus/RS-485 nog ynpasneHnem Com’X.

Hactpownkun nocnegoBaTtensHoro nopta Modbus

Com’X aBnseTcs BeayLLMM YCTPOMCTBOM nocnegosaTtenbHon nuHun Modbus. Bee
Opyrue yCTponcTBa, NoacoeAMHEHHbIE K 3TON NOCIeaoBaTeNbHOM NIMHUN, OOIDKHbI
KOHMrypupoBaTtbcs Kak Begomble yctponctasa Modbus.

HacTporku nog4YMHEHHOro YCTPONCTBA, TakMe Kak CKOPOCTb NepeAayu AaHHbIX B
6opax, YeTHOCTb V1 KOMIMYEeCTBO CTONOBbIX GUTOB JOMKHbLI COOTBETCTBOBATL
Com’X. 3TK HaCTpOKKK 3a4atoTCsa C MOMOLLbIO NEPEAHErO AMCMNES KaXaoro
YCTPOWCTBA.
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Cessb c Com’X 210

B gaHHoOM Tabnumue onvcbiBatoTCsl HACTPOWKK NocneaoBaTternbHoro nopta Modbus:

Mone

OnucaHue

Onuum

CkopocTb
nepepayu B
6opax

OnpepgensieT ckopocTb
rocnefoBaTenbHOM NMHUK Nepeaayn
OaHHbIX.

1200, 4800, 9600, 19200, 38400,
57600 n 115200 6oa.("

3aB0oACKON HACTPOWVIKON ABNSIETCH
3Ha4yeHne19200 ans cooTBETCTBUSA
3HaveHusim obopyaoBaHuns Schneider
Electric. Bonbluas Yactb CTOpOHHEro
ob6opynosaHusa Modbus
noaAepXKnBaeT 3Ty CKOPOCTb
nepenayun B 6ogax.

YeTHOCTb

OnpenensieT KOHTPOSbHbIV pa3psia,
YeTHOCTM NepefaBaeMbix GanToB.

*  HEeYeTHbIN (2)
*  YeTHbIN
*  HeT

3aB0oACKOM HAaCTPOWKON siBMNSieTCA
3HayeHne HeYeTHbIN 4ns
COOTBETCTBUS 3HAYEHNAM
obopynoBaHusa Schneider Electric.
Bonbluas YacTb CTOPOHHErO
o6opynoBaHusa Modbus
noaaepXMBaeT 3Ty HACTPOWKY
YETHOCTM.

Yucno
CTONOBbIX
ouToB

OnpegensieT YMcno CTonoBsbIX 6UTOB,
nepepasaembix Mexay 2 bantamu.

1unm 2

3aB0oACKON HACTPOWNKOW SIBNSAETCA
3HaveHne1 Ans cooTBETCTBUSA
3HaveHusim obopyaoBaHuns Schneider
Electric. Bonbluas 4yacTb CTOpOHHErO
obopynoBaHusa Modbus
noaaepXmBaeT 31O YMCIO CTOMOBbIX
pa3psgos.

Tanm-ayT

OnpegenseT Bpems oxungaHns Com'X
nepep reHepauuent owmbkm ons
HeBbINonHeHHoro 3anpoca Modbus.

100 - 10000 mc

3aBoACcKOM HacTPOKKOM siBRsieTCs
3Ha4yeHne1000 Mc Ans COOTBETCTBUSE
3HaueHusim obopyaoBaHus Schneider
Electric.

ConpoTtuBneHue
OKOHEeYHOro
pe3uctopa

MmeeT 3HayeHne 120 Om.

Oa vnn Het

ConpoTrBneHne OKOHEYHOro
pesucTopa JOMKHO aKTUBMPOBATLCS,
ecnn Com'X pacnonaraeTcs B KOHLEe
wnHbl Modbus. HeBbinonHeHwne atoro
npaBura MOXeT NPUBECTU K
npepbIBaHUIO CBA3M.

Monapusauus
NVHUN
nocneposa-
TenbHown
nepeaayun

MmeeT 3HaveHne 510 Om.

Oa wnu Het

PekomeHnayeTtcsi, 4Tobbl BeayLlee
YCTPOWNCTBO BbIMOMHSAMO
nonsipusaumio nuHuW. Hukakoe apyroe
BEeJOMOE YCTPONCTBO He A0SMKHO
NoAAepX1BaTh CONPOTUBNEHNSI
nonapusauuun nMHUn nUnu
aKTUBMPOBATH COMPOTUBMNEHMS
nonsipusaLmm nocrnenoBaTenbHon
JIMHUN.

(1) Bbicokoe 3Ha4eHne CKopoCTM Nepefayy B 604ax CHKaeT BpeMsi peakumu, Ho MoXeT 6biTk BGonee
YYBCTBUTENbHBLIM K BO3MYLLIEHWSIM. B cnyyae BO3MyLLEeHMIA NpoBepLTE NOSIHOE CONPOTUBIEHWE Ha
nocnefoBaTernbHOWM NMUHUM NEPEn CHUXKEHWEM CKOPOCTU Nepeaayn B 6oaax.

(2) HacTpoWkn YETHOCTY NN HEYETHOCTY aKTUBMPYIOT MPOBEPKY LIENOCTHOCTW 6aNToB, NpW KOTOPOM
MOXET ObITb 06HapyxeHa ownbka nepefayn Ha 6anToBoM ypoBHe. Ha 3Tom ypoBHe OTCyTCTBYeET
npenMyLLEecTBO CNONb30BaHNA aTol NnpoBepku: MpoTokon Modbus npegycmaTtpusaeT npoBepky
KoHTponbHon cymmbl CRC, KoTopas noaaepxuBaeT LienocTHOCTb Bcero kagpa Modbus.

KoHdurypupoBaHue HacTpoek nocrniegoBaTternibHoro nopta Modbus

Bbl MOXeTe BbINOMHATL KOHOUIYPUPOBaHUE HACTPOEK NOCIeN0BaTENBHOMO NopTa
Modbus Ha Com’X.
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YeedomrneHue
YXYOWEHHAA NPOU3BOOUTEIIBHOCTb CETU

MN3meHaTb gononHuTenbHble HacTpourku wio3a Modbus JOMmKHbBI TONBKO
KBannuumMpoBaHHble COTPYAHMKNU. [ogoBHbIE N3MEHEHMS OOIMKHbI
NPOM3BOANTLCS TOIbKO NOCIE 03HAKOMITEHUS C AONOSNTHUTENbHBIMU
HacTpovkamu wno3a Modbus v npy NONHOM UX MOHUMaHWUN.

HeBbinonHeHWe AaHHbIX UHCTPYKLUIN MOXET yXyALWUTb
Npou3BOAUTENbHOCTL CETHU.

1. Haxmute Hactponku > CBsa3b > NocnepoBatenbHbi nopt Modbus.

2. BbibepuTe TpebyemMoe 3Ha4eHne B packpbiBatoLLemcs cnmcke CKopocTb
nepepaum B 6opax.

3. BblbepuTe Tpebyemoe 3HadeHve B packpblBatoLiemMcs crnncke YeTHOCTb.

4. Bbibepute Tpebyemoe 3HauyeHMe B packpbiBatoLllemca cnvcke Konuyectso
CTONOBbIX OMTOB.

5. Bbibepute Tpebyemoe 3HaveHne B packpbiBaloLwemcs cnucke Taum-ayT.

6. Bbibepute [a B none ConpoTuBrieHne OKOHEYHOro pe3ucTopa npu
OKOHLEBaHWW LUMHBI.

7. Bblbepute la B none NMonapusauus NMHUM nocnenoBaTeNibHON
nepenayun, ecrnv HUKaKoe apyroe yCTpoOMCTBO B MMHMU He co3aaeT
nonsip1saumio.

8. HaxmuTte CoXpaHUTb U3MEHEeHMUS.

dononHuTtenbHble HacTpoukn Ethernet

DononHuTenbHble HacTpomku Ethernet no3sonstoT Bam agantTupoBartb
HaCTPOWKM CETU K BaLLUM O0COOLIM yCroBuaM paboThl.

YkasaHHble napameTpbl NpUMeEHsOTCA ans o6oumx noptos Ethernet.

HacTtpoiika OnucaHue Oonuuun

Bpems OnpepgensieT YiCno poyTepoB, Yepes KOoTopble 1 — 255 nepexonos

CyLLeCTBOBaHSA :\)Ag»;ec;rbll'lB;;chcv; nakeT TCP go Toro, kak oH Mo ymonuanmio: 60
P ’ nepexonos

Bkntountb nogaepxkky | Keepalive-coobLeHne nepenaetcs ans Oa wvnn Het

npotokona TCP npoBepkn paboTaroLLero kaHana nepegaym

mexgy yctporicteom Com’X 510 u ero Mo ymonanuto: fla

MOAKITIOYEHHBIM XOCTOM WM AnS
npenoTBpaLLeHsi pa3pblBa 3TOro kaHana
nepegaqu.

Bpems Mpowegliee BpemMsa Mexay ABYMS 1—-7200 cekyHA
nocnegosaTefibHbIMM NOBTOPHLIMU NepefaYamm
keepalive-coobLueHus, ecrnn KBUTUpOBaHUE
npeabiayLLen nepeaadun He nony4yeHo.

Mo ymonuaxuio: 30
CeKyHA

KoHdurypupoBaHue nononHutenbHbIX HacTpoek Ethernet

Bbl MOXeTe HacTpanBaTb MO CBOEMY YCMOTPEHUIO HACTPOWKM CETU B 3aBUCUMOCTM
OT BaLLel cpeapbl. ATO AenaeTcs NyTeM KOHPUIypMpoBaHMs AOMOSTHUTENbHbIX
HacTpoek Ethernet.
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YeedomrneHue
YXYOQWEHHAA NTPOU3BOOUTENBHOCTb CETU

M3meHATb gononHuTenbHble HacTponkn Ethernet gormkHbl TonbKO
KBannuumMpoBaHHble COTPYAHMKN. [of0BHbIE N3MEHEHUS LOIKHbI
NPON3BOANTBLCA TOSLKO MOCIEe 03HAKOMITEHUS C AOMOMHUTENBbHBIMMN
HacTpovikamu Ethernet n npu nonHom nx NnoHMMaHuu.

HeBbInonHeHWe AaHHbIX UHCTPYKLUIA MOXET yXYALUTb
NpPou3BOAUTENbHOCTL CETHU.

1. Haxmute HacTpouku cBs3mu > [lononHutenbHble HacTponku Ethernet.
2. Beeante Bpems cyuiectBoBaHuUS.

3. Mopaepxka npotokona TCP BkntoveHa Mo yMonyaHuio.
— BBeauTe Bpemsa «keepalivey, nnbo
— Haxmute HeT, 4toObI oTKNt0UMTL onuuio Mopaepxkka nporokona TCP.

4. HaxmuTte CoXxpaHUTb U3MEHEHUS.

YT100bI BEPHYTH 3HAYEHUSI MO YMONYaHuto, HaxxmuTte Mo ymonyaHuio.

Hactpounku cetu ZigBee
B Com'X moxHo gobaeutb go 20 yctpoincTs ZigBee (konnyectso ONYCTUMbIX
ycTponcTB ZigBee onpeaensetcs annapatHbiM kntodoM EBXA-USB-Zigbee).

ZigBee — 310 6ecnpoBogHOl CeTEBON CTaHAAPT ANsl AUCTAHLMOHHOIO yrpaBneHust
AaTdynkamun.

Bnuskue Tembl

» OGHapyxeHue ycTponcTs ZigBee
NMepBoHauanbHoe co3naHue cetn ZigBee

Schneider Electric npegoctaBnsieT npMHagneXxHocTy Ans KpenneHus Knova
ZigBee c BHelLHeN CTOPOHbLI Kopryca.

HononHuTtenbHyto MHpopmaumio cM. B IHCTpykummn ans Zigbee. BeinonHute
JaHHyto npoueaypy, ecnu cetb ZigBee elle HY pasy He co3gaBanack ansa Com’X.

YeedomneHue
HELEJNEBOE UCMNOJIb3OBAHUE OBOPYOOBAHUA

He yctaHaBnusanTe knioy ZigBee BHYTpu Kopryca unu wkada rnpu
Ncnonb3oBaHUM NapameTpa «Bbicokas MOLHOCTL Nepegayny.

Heco6ntopgeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NOBpeXAeHUto
obopyaoBaHus.

1. Bbikntounte Com’X.

2. Bcrasbrte kntov ZigBee B oguH n3 USB-noptos Com'X unun noacoeanmHnTe ero
k Com'X ¢ nomoubto USB-yannHutens.
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Bkntounte Com'X 1 goxauTech, Noka ero CBETOANOAHbIN MHOAUKATOP NUTaHUs
3aropuTtcs 3eneHbIM.

MpumeyaHme: MukponporpammHoe obecneveHue ZigBee
pa3BepThiBaETCA C MUKpPONporpaMmHbiM obecneveHnem Com'X. Com'X
aBTOMaTn4eCcKy BbINONHAET OOHOBNEHNE MUKPOMPOrpamMMHOro
obecneveHunsi Npu BbIXOL4E HOBOW BEPCUN.

BeinonHute Bxog B Com’X, a 3atem Beibepute Hactponkn > CBA3b >
HacTtpownku ZigBee.

OTtobpa3snTtca akpaH HacTtponku ZigBee.
B none AktuBupoBaTtb ZigBee Bbibepute da.

(He obszatensHo) B none Kanan Boibepute kaHan ZigBee. Ecnv octaBnTb
3Ha4eHue faHHOro napameTpa kak —, To Com'X BbINOMHUT CKaHWpOBaHUe
BCEX AOCTYMHbIX KAHANOB 1 aBTOMaTUYeCKu BbIGEPET kaHan aAns cetn ZigBee.
Kak npaBuno, BbiGupaeTcs kaHan ¢ caMbIM CUIbHbIM CUrHANoM.

B none MowHocTb nepepayun BbibeprTe OAMH U3 CReayoLLMX NapamMeTpoB:

— CraHpgapTHas MowWHOCTb: BbibeprTe AaHHbIN NapameTp, Korga Koy
ZigBee v Bce ycTponcTea ZigBee HaxoaaTcst B 04HOM LLKady.

— Bblcokas MoWHOCTb: BbibepuTe AaHHbIN BapmnaHT, ecnu kntod ZigBee
nogkntoyeH k Com'X yepes USB-yanuHutens. Bam 6yaet Heobxogumo
noaTBepanTb, YTO Kkntod ZigBee HaxoguTcsa 3a npegenamu wkada. Ytobbl
nogTBepanTb, Haxmnte OK.

8. Haxxmnute CoxpaHUTb NU3MEHEHUSA.

HacTtporika 3aHumaet okono 60 cekyHa. MNocne 3anycka cetu B none CocrosiHue
ZigBee ykasblBaeTCsl, YTO CETb rOTOBA K MCMNOSb30BaHMWI, 8 CBETOANOLHbIV
WHAMKaTOp Ha Kntoye ZigBee muraet 3eneHbIM.

Tenepb MOXHO MCMNONb30BaTh hyHKLUMIO 0bHapyxeHust ZigBee onsi NOAKIYeHUs
YCTPOWCTB K CETMU.

Bnuskue Tembl

OOGHapyxeHue ycTpoincTs ZigBee

OcTtaHoB u nepe3anyck cetu ZigBee

Mcnonb3ynTe gaHHyo npoueaypy Ans octaHoBa 1 nepesanycka cetn ZigBee ans
N3MEHEHNs1 HACTPOEK CETU UMK BbINOMHEHMSA paboT No 06CnyXnBaHUIo.

BbinonHute Bxog B Com’X, a 3atem Bbibepute Hactponkn > CBA3b >
HacTtpowku ZigBee.

OTtobpasnTtcsa akpaH Hactponku ZigBee.

B noneAktnBupoBaTb ZigBee BbibepuTe HeT, a 3ateM HaxmmTe CoXxpaHUTb
M3MEHeHuUsI.

B none coctosiHus ZigBee Gynet ykasaHo, 4TO CeTb He onpeaeneHa. Tenepb
MOXXHO BbINOJTHATb paGOTbI no O6CJ‘Iy)KVIBaHI/IlO UInn N3MeHATb HaCTpOI7IKI/I
ceTu.

B none AktuBupoBaTtb ZigBee Bbibepute da.
B none Co3aatb HOBYHO ceTb ZigBee ocTtaBbTe 3HayeHne Her.

B none MowHocTb nepepaviun Bbl6epMTe OAWH 13 cnegyrunx napameTpos:

— CranpgapTHas MoLWHOCTL: BbibepuTe AaHHbIN NapameTp, Koraa Koy
ZigBee u Bce ycTpowicTBa ZigBee HaxogaTcs B O4HOM LUKaddy.

— Bblcokas MoWwHOCTb: BbibepuTe AaHHbIN BapmaHT, ecnu kntod ZigBee
nogkntodeH k Com'X yepes USB-yannHutens. Bam 6yaet Heobxogmumo
noaTBEPANTb, UTO Ko ZigBee HaxoauTca 3a npegenamu wkada. Ytoobbl
noaTeepanTb, Haxmnte OK.
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6. Haxmute CoxpaHUTb U3MEHEeHMUs.

HacTtpolika 3aHMMaeT HeckonbKko cekyHa. ocne 3anycka ceTu B norse
cocTosiHuA ZigBee ykasbiBaeTCsl, YTO CETb roTOBA K MCMOMb30BaHUIo, a
CBETOAMOOHbIV MHAMKATOP Ha Kkntove ZigBee myraeT 3eneHbIM.

NoBTOpHOE co3pnaHue cetu ZigBee

VMcnonb3ynTe gaHHyo npoLenypy Ang usMeHeHns kaHanos B ceTu ZigBee,
KoTopas yxe 6bina cosgaHa ans Com’X.

Mpwn BbINONHEHMM JAHHOW NpoLeaypbl Bce 060pyaoBaHme, NOOKITHOYEHHOE K CETU
ZigBee, otkniovaerca. Heobxoammo ncnonb3osatb QYHKLMIO 0BHapYyXeHUs
ZigBee ans noBTOPHOrO MNOAKMYEHNS YCTPONCTB K CETH.

. Beinonnute Bxog B Com’X, a 3atem BbibepuTte HacTpomnku > CBA3b >

HacTtpowku ZigBee.

OTtobpasuTtcsa akpaH Hactponku ZigBee.

. B noneAktuBupoBartb ZigBee BbiGepuTe HeT, a 3atem HaxmmTe CoxpaHUTb

U3MEHEeHMA.

B none coctosiHus ZigBee Oynet ykasaHo, YTO CETb He onpeaeneHa. Tenepb
MO>XHO BbIMOSTHATL paboThbl MO 06CNYXNBAHUIO UM U3MEHSATb HACTPOIKK
ceTu.

. B none AktuBmnpoBartb ZigBee Bbibepute [la.
. B none Co3patb HoByto ceTb ZigBee BbiGepute fa.

. Beinonnute npouenypy Hacmpoliku cemu ZigBee ¢ wara 6 0o koHua, 4Tobbl

3aBepLUNTb HACTPOMKY.

Bnuskue Tembl

O6HapyxeHue ycTpoincTs ZigBee

Hactpovikun cetn ZigBee
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Hactpowuku yctponcts Com’X 210

O630p HacTpoekK ycTponcTBa

NHTepdelic HacTpoikn ycTpocTBa onpefensiet yCTpoMCTBa, NOAKIHOYEHHbIE K
3HepreTMYEeCcKoOMy cepBepy, Hanpumep, wntosbl Ethernet, cuetunkn Modbus,
CUYETUYUKM UMNYIbCOB UMY aHaNoOroBble AaTYMKU.

AOCTOPOXHO

HETOYHbIE PE3YINbTATbI JAHHbIX

M36erante HenpaBUbHOWM HACTPONKM KOHMIypauum NporpamMmmMHoro
obecrneveHusi, Tak Kak 3TO MOXET NPUBECTM K HETOUHBLIM OTYETaM U1 (MUrn)
pesynbrataMm AaHHbIX.

HecobGniogeHue gaHHbIX MHCprKLIMVI MOXeT NpnBecTu K netaribHOMy
uncxoay, cepbe3HbiM TpaBMamM Unu noBpexpgeHuro o6opy.q03a|-|m|.

Com’X nopgaepxumBaet go 64 yctponcts. lNogaepxmBaemble Com'X ycTponicTBa
OnMcaHbl B NPYMEYaHUsIX K BbIMyCKy MUKpONporpaMmMHoro obecneyeHus. Bel Takke
MO)keTe co3faaTb NoNb3oBaTeNbCkMe MoAENN, OCHOBaHHbIE Ha TUnax
nonb3oBaTenbCkNX Moaenen, AobaBneHHbIX BO Bknaaky Monb3oBaTenbckas
oubnuoreka.

Ha naHHOM n3o6paxkeHun nokasaH nHtepgenc Hactpomku yctpomncraa:

3 Y-l

1

A. [peBoBMAHOE MEHIO

YCTPOWNCTB

B. XapaktepucTtuku
ycTpowcTBa

° C. OTkntoYeHHbIe YCTporCTBa
D. KomaHAHble KHOMKK

Stava D

[OpeBOBMAHOE MEHIO YCTPOUCTB

[peBoBMOHOE MEHIO YCTPOWCTB NPEACTABIAET apXMTEKTYpPY CBA3EN YCTaHOBKMW.
Com’X Bcerga CTouUT B BEPXHEN YacTu gepesa. YCTPOMCTBa rpynnupyroTecs no mux
uHTepdencam noaknodeHus: noptel Ethernet, nopt Modbus, undposslie Bxoab! 1
aHarnoroBble BXOAbI.

[ns umdpoBbIX U aHaNOroBbIX BXOAOB KaX4oe YCTPOMCTBO NokasbiBaeT cBoe Ums
M HOMep BX0Aa, K KOTOPOMY OHO MOAKMHYEHO.

MHorokaHanbHble BbIXOAbl OCHOBHOIO CHETUYMKA (HanpuMmep, UMnynbCbl KBT/4,
KBAP/4) MOryT nogkntoyaTbCs K HECKONMbKMM LMdpOoBLIM BXoAaM.

[nsa wnto3a nocnegosartenbHoi NuHun Modbus TCP/Modbus kaxgoe ycTponcTBo
nokaselBaet ceoe HaszsaHue 1 ceon UaeHT. Koa NOAYNHEHHOrO YCTPOMCTBA.

HaxmuTe yCTpOI7ICTBO, 4YTOObI OTO6pa3MTb €ro XxapakTepucTtnukn Ha BKnaake
OCHOBHble CBOUCTBA.
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OTKnoYeHHbIe yCTpOMUCTBA

B aTon obnactu nokasblBatoTCs yCTPONCTBA, HE MOAKMIOYEHHbIE K YCTaHOBKE.
N3mepeHuns oT 3TUX YCTPOWCTB HE PErUCTPUPYIOTCS B XXypHarne.

XapakTepuCcTUKU yCTPOMUCTBA

KomMmaHAaHble KHOMNKu

Ons Bbl6paHHOFO YCTpOVICTBa 3Ta obnacTb NO3BOMISIET BaM:

+ onpegennTb HEKOTOPbIE MeTafdaHHble, Takne Kak UMsl, onsmnyeckoe
MECTONNOSNOXEHNE, a AN CYETUMKA NPOAYKT, MCMOSb30BaHNe 3HEPTUM 1
KOHTpOnupyeMasi 30Ha B 34aHuUu;

*  HaCTPOWUTb UNWN N3MEHUTb HACTPOMKK, TaKMe KaK: BEC MMMynbca Afis cHeTymka
MMMYNbCOB, NOEHT. KOA NOAYMHEHHOrO YCTponcTea Ans cyetumka Modbus, IP-

afpec Ans Wwro3a 1 U3MepPEHUsi, perucTpupyemMsle 1 nyGrvkyemslie B
BbIGPaHHY0 XOCTOBYIO NNaTopmy;

*  MoAKmoyaTh 1 OTKIOYaTh HUXKECTOSILLME YCTPOMCTBA B paCKpbIBAKLNXCS
cnucKax, ecnu BblbpaHHoe YCTPOMUCTBO 3TO AonyckaeT. Kaxabin Tvn
NOAKMOYEHNsT UMEET CBOK COBCTBEHHYI0 obnacTb. B cnvcke nepevncneHsi
TOMNbKO YCTPOMCTBA, KOTOPbIE MOXHO MOAKMOYNTE K 3TOMY TUMY.

HaHHas Tabnuua onucbiBaeT NHTEPEENCHBbIE KHOMKM:

KHonka

DenctBue

KoaddpmumeHT rotoBHOCTU

HainTtu nogknioyeHHble

3anyckaeTt obHapyxeHue

Bkntovaetcs, korga Bbl6paHbI

YCTPONCTBO.

YaansieT unu nepemeLyaet
NOAKMIOYEHHbIE HIDKECTOSILLNE
YyCTpONCTBa B obnactu
OTKNIOYEeHHbIE YCTPOMCTBA.

ycTponctsea yctponcts Modbus u Com'X vnu wnto3 Ethernet.
aBTOMaTUYECKN HAXO4UT
NOAKIMIOYEHHbIE HDKECTOSILLME
yCTpOWCTBAa.

YoanuTtb YaansieT BbibpaHHoe Bkntoyaetcs, korga BbiGpaHo

YCTPOWCTBO.

COXpaHI/ITb U3MeHeHus

nO,D.TBep)KLI,aeT N3MEHEHUA.

OTknoYeHa, ecnu:

*  HEeT U3MeHeHWl Ha Beb-
CTpaHuue;

* obsizaTenbHble nons
OCTaBIeHbI
He3arnornHeHHbIMU. 3TN
nons BblOensTcs
KpacHbIM LiBETOM.

«  BTromne BBeAeHbI
HerogxogsLme
cMmBOIbl. OTO None
BblOENAeTCs KpacHbIM

YCTPOICTBa Ha Apyroe.

LIBETOM.
OTMeHUTb OTMeHSsIET U3MEHEHUS Ans -
BO3BpaTa K NocCneaHnM
COXpaHEeHHbIM HacTpokam.
3ameHUTbL Mo3BonsieT BbINOMHUTL 3aMeHy | —

OcHOBHbLIE cBOUCTBa

Bce ycTtpoincTtea umetrot nHtepdericel OCHoBHbIe cBoMcTBa 1 KoHTponupyemas

30Ha.
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OcHOBHbIe cBOMUCTBa

Bce ycTponcTtea umetoT Habop obLLMX CBONCTB, KOTOPbIE BKMIOYAOT TUM,
Ha3BaHWe, KOMMEeHTapUIi, NPOAYKT U pacnofioXeHue yCTpoucTBa.

B aaHHoI Tabnvue npeactaBneHbl OCHOBHbIE XapakTepucTukn Com'X:

Mone Onucanue KommeHTapuu
Tun CooTBeTCTBYET TUMY BbIBPAHHOTO 3T0 none aBToMaTUYECKU
YyCTPOWCTBA. Ha3HavaeTcs Com'X 1 He MOXeT
6bITb U3MEHEHO.

Nmsa COOTBETCTBYET MMEHM YCTPONCTBA. | DTO NOJIe HE AOMKHO coaepXaTb
crnegylowme CUMBONbI: /:*?< >| unu
npoben.

KommeHTapui [Mo3BonseT BBeCTH -

[OMOMHUTENBHYI0 MHGOPMaUMIO.

MpoaykT CoOTBETCTBYET TUMY U3MEPEHWNA. 370 none JOCTYNHO TOMNbKO ANS
CYETYMKOB UMW AATHUKOB.
WHTepsan pernctpauumn
n3MepeHuii 3agaetcs B
COOTBETCTBUM CO 3HAYEHUEM,
yKasaHHbIM B pasaene
«Pernctpaumsa gaHHbIX».

PacnonoxeHnue OnpepensieT, roe ousmyeckn Hanpumep:

yCcTponcTBa yCTaHOBMNEHO YCTPOWCTBO. e MaBHbLIi

pacnpefnenuTenbHbIN LWUT
HU3KOrO HaNpsPKeHWs Ans
3MEeKTPUYECKOTO CHETUMKA

*  KOTerbHOEe MoMeLlleHne Ans
rasoBoro cyeTunka

*  HapyXHbI ceBepHbIn hacas
ONnsi TeMnepaTtypHOro Aatymka

KoHTponupyemas 3oHa

Mms ycTponcTea cBA3aHO C u3amepeHneM Ans cosfgaHns cyetynka B Energy
Operation. Hanpumep, namepeHue aktnsHomn aHeprum ans PM3250 noa
Ha3BaHMEM BenTuiaumsa Q01 co3aaeT CHETUMK BenTrmyiauus Q01

AKTMBHAA SHePIUA.

MpumeuaHue: Energy Operation nonyyaet aty uHdopmaumo ot Com'X ans
CO34aHuns N3MEPUTENBbHON apXUTEKTYPbl OObeKTa.

KoHTponvpyemas 30Ha NO3BOMSIET ONPEAENUTL 30HY 34aHUS, U3MEPSEMYIO
CYETYMKOM Unu aaTinkom. OOBbEKT MOXKET COCTOSITb U3 HECKOSbKUX 3OaHUN.
Kaxkgoe 3gaHne MoXeT MMETb HECKONMbKO aTaxeln. Kaxabl aTa) MOXeT COCTOATb
N3 HECKOJbKMX 30H. Tornonorus o0bekTa onpegenseTcs BBEAEHMEM 3HAaYEHUI B
nonsax 3gaHue, Jtax, 1 3oHa.

MNMone Ucnonb3oBaHue nomMoraeT MaeHTUOUUMPOBaTL YCTPOMCTBO BO BKNAaAKe
Ta6bnuua nsmepeHuin. MoxHo Mcrnonb3oBaTh 3apaHee 3aaHHoe UMS UNn
YCTaHOBUTb CBOE COOCTBEHHOE.

YTobbl BBECTU HaMMEHOBaHWE 3TaXa, cHavana HY>XHO BBECTU HanmMeHoBaHne
34aHus. Ytobbl BBECTM HAMMEHOBaHWE 30HbI, CHavana HY>XHO BBECTU
HanmMmeHoBaHWMe aTaxa.

Mpumep: KoHTponupyemas 3oHa

OTOT NpMMep ONUCLIBAET, Kak ONpeaennTb Ha3BaHUe 30aHUN, STaXEN, 30H, U
NPUMEHEHNE CYETHMKOB N AaTYMKOB 0ObEKTA, COCTOSILLErO U3 2 30aHUM:
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JaHHasa Tabnuua nokasbiBaeT NpMMeEPbl HAMMEHOBAHWS AN pasHbIX Nonen
packpbiBatoLlerocs MeHio KoHTponupyemas obnacTb:

KoHTponupyemas obnactb
Pacnonoxe-
Cuetuuk/ Hue
[AaTyuk yCTpOWUCTBa 3paHue Arax 30Ha MpumeHeHune
M1 maBHbIN 3paHne A - - OcHoBHoe
pacnpeaenu- n3mepuTenb-
TENbHbIA WNT Hoe
YCTPOWCTBO
M2 MaBHbIN 3naHne A 1-n - CybcueTtumk
pacnpegenu-
TeNbHbIA WNT
M3 MaBHbIN 3panne A 2-n - Cybcyetymk
pacnpenenu-
TeNbHbIA WNT
M4 Pacnpegenun- | 3paHve A 1-n BocTtok OcselleHne
TeNbHbIA WNT
1
M5 Pacnpepenu- | 3goaHue A 1-n 3anapg OcBeLueHune
TeNbHbIA WNT
1
M6 Pacnpegenun- | 3gaHune A 1-n Boctok BeHnTunsums
TeNbHbIA WUT
1
M7 Pacnpegenun- | 3paHve A 1-n 3anag BeHTunauusa
TeNbHbIA WNT
1
M8 Pacnpepenn- | 3goaHue A 2-n BocTtok OcBelleHune
TeNbHbIA WNT
2
M9 Pacnpegenn- | 3paHue A 2- 3anag OcBelueHune
TenNbHbIA WUT
2
M10 Pacnpepgenun- | 3paHve A 2-n BocTtok BeHTunauusa
TeNbHbIA WNT
2
M11 Pacnpepenu- | 3gaHue A 2-n 3anap BeHTunsaums
TenbHbIA WNT
2
M12 KoTenbHoe 3paHne A - - Ortonnexve
nomMelLeHne
M13 BHe 3naHne A - - OcHoBHOe
nomMelLeHns n3mepuTenb-
Hoe
YCTPOWNCTBO
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KoHTponupyemasi o6nactb
Pacnonoxe-
CueTumk/ Hue
[aTynK ycTponcTBa 3naHue Atax 30Ha MpumeHeHue
Temn1 HapyxHbI 3paHne A BHe - Mpouve
CeBEpHbIN nomMeLLeHns
dacag
M14 [MmaBHbIN 3paHue B - - OcHoBHOe
pacnpenenu- namepuTenb-
TENbHbIV WNT Hoe
YCTPOWCTBO
M15 KoTenbHoe 3paHue B - - OTonneHne
nomMeLLeHune
M16 BHe 3paHne B - - OcHoBHOEe
noMeLleHns namepuTenb-
Hoe
yCTPOWCTBO
Temn2 HapyxHbiii 3paHve B BHe - Mpoune
CeBEpHbIN nomMeLLeHns
dacan

Bnuskue Tembl

«  PerucTtpauus aaHHbIX

NobaBneHune HMXecTosILLEero yCTponcTBa

[o6GaBneHune HmkecTosALWMX ycTponcTB B Com’X.

Haxxmunte ocHoBHyto Bknagky Hactpomnku yctponcrBa.

B OpeBoBMAHOM MEHIO yCTpOIZCTB HaXXMUTE Ha BbllLeCTOALLEee yCTpOIZCTBO, K
KOTOPOMY MOAKIo4HaeTCcAa HUXecTodllee yCTpOVICTBO.

Hanpumep, Bbibepnte Com'X ons nogknoveHms yctponctea k Com'X.

HaxxMuTe packpbiBatoLLeecsi MEeHIO, KOTOpOe COOTBETCTBYET TUMY
NoAKMo4aeMoro yCTponcTaa:

— PackpbiBatoLieecs meHio LincpoBble 1 aHanoroBble BxoAbl 415
YCTPOWCTB, NOAKMYaeMbix K LndpoBbiM U aHanorosbiM Bxogam Com'X,
Hanpumep, CYETYUKM UMIMYITbCOB UMW aHaNoroBble AaTYMKN.

— packpbliBatoLeecs MmeHio NocnegosatenbHoe coeauHeHne Modbus ans
yctpoincTtea Modbus. Modbus MOXHO Takke aBToMaTU4eCkn 0GHApPYXNUTb C
NMOMOLLIbIO KHOMKM HanTn noakntovyeHHbIe yCTPONCTBa.

— PackpbiBatowieecs meHio Ethernet ans wnio3a nocnegosaTensHOM NNHUN
Modbus TCP/Modbus unu yctponcTsa ¢ nogaepxkon npotokona IP.

Bbibepute Co3aaTb HOBOE YCTPOMCTBO B PACKPbIBAOLLEMCH CMUCKE
YcTtpouncTBo.

BbibepuTe TMN co3gaBaeMoro yCcTpowcTBa B packpbiBatoLemcs cnmcke Tun
yCTpOMCTBA.

MpumeyaHue: B cnucke nepeyncneHsl TONbKO YCTPONCTBA, KOTOpble
MO>XHO MOAKINIOYNTL K 3TOMY MHTEpdeicy. lNocne co3gaHua ycTponcTaa
Bbl MOXXETE U3MEHWUTbL TUN YCTPONCTBA.

HacTpowiTe koHurypaumio yctporctea. CM. pasgenbl, KoTopble
COOTBETCTBYIOT KaTeropmm yCTponcTaa.

Haxmute Co3paTb, M yCTPONCTBO NOABUTCS B APEBOBUAHOM MEHIO
YCTPOWCTB.
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Bnuskue Tembl

+  OGHapyxeHWe NoAKIOYEHHbIX YCTPONCTB

N3meHeHne ycTponcTBa

Bbl MOeTe BbINOMHATbL U3MEHEHUE HAaCcTPOEeK YyCTPOMCTBA.

1. HaxmuTe ocHOBHYlO BKnaaky HacTpomnku yctpoucrea.
HaxmunTe yCTpONCTBO B APeBOBMOHOM MEHIO YCTPONCTB.

N3meHnTe HacTpoikn B TpebyeMoM packpbiBatoLLEMCS MEHIO.

A w0 DN

Haxmunte CoxpaHUTb U3MEHeHuUs.

MpumeyvaHue: Tun yCTPOMCTBA HENb3s U3MeHUTb. Ecnn ycTponcTeo
HenpaBuIibHO CKOHUIypupoBaHo, yaanuTe ero n cosgante HoBoe
YCTPOWCTBO.

OTKnoYeHue ycTpoucTea

CnepyinTe gaHHo npoueaype ANst OTKITIOYEHMS YCTPONCTBA OT BbILLECTOSILLENO
YCTPOWCTBA.

Mocne oTkNOYeHUs YCTPOMUCTBO He NosiBNAeTcs Ha Bknaake Tabnuua
M3MepeHun. IamepeHne oT 3TOro yCTPOMCTBA He OTMPaBNSAETCS B XOCTOBYHO
nnatdgopmy. YCTPOMUCTBO NpM 3TOM JOCTYMHO BO BKNaake [laHHble B peanbHoM
BPEMEHM.

1. HaxmuTe ocHOBHYO BKnaaky HacTponku ycTponcTBa.
2. BbibepuTte ncxogHoe yCTporuCTBO B APEBOBUAHOM MEHIO YCTPOMNCTB.

3. BbibepuTe MogknioveHHble YCTPOUCTBA OTCYTCTBYHOT B PacKpbiBaOLLEMCS
crnincke MNMoakmnoyeHo K.

YCTPOMCTBO NOSIBUTCA B PACKPbIBAOLLEMCS MEHIO YCTPOMCTBA He
noAKN4YeHbl BHU3Y APEBOBUAHOIO MEHIO YCTPOWCTB.

4. Haxmunte CoOXpaHUTb U3MEHEHUS.

NMoBTOpPHOE NOAKMIOYEeHNe YCTPOUCTBA

Bbl MOXeTe BbINOMHUTE MOBTOPHOE MOAKYEHNE YCTPOWCTBA OT BbILLECTOSILLErO
YCTPOWCTBA.

1. HaxmuTe oCcHOBHYO BKagaky HacTponku ycTponcTBa.

2. B opeBOBUOHOM MEHIO YCTPOMCTB HaXMNTE Ha BbILLECTOosLLIee YCTPONCTBO, K
KOTOPOMY OOMKHO MOAKMIYATLCH HMXKECTOSILEE YCTPOMCTBO.

Hanpumep, BbiGepute Com'X A4St NOBTOPHOMO NOAKIIOYEHNSI HUXKECTOSILLETO
ycTponictea k Com'X.

3. B packpbiBatowwemcs meHto LincbpoBbie n aHanoroBbie Bxoabl BolbepuTe
YCTPOMCTBO, MOBTOPHO MNogkntovaemoe Ha Tpebyemom undpoBoM BXoae.

4. Haxmute CoOXpaHUTb U3MEHEHUS.
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3ameHa ycTpoucTBa

Bbl MOXeTe BbINOMHUTEL 3aMEeHy CyLLIECTBYHOLLEro YCTPONCTBA APYrvM
YCTPOMNCTBOM aHanorM4yHoro Tuna.

OTa npoueaypa MOXET UCMOMb30BaTLCA AN 3aMeHbl CTaHAAPTHOro yCTPOMCTBa
nornb30BaTeNbCKMM YCTPOUCTBOM 6€3 NOTEPU CBONCTB OPUTMHANbHOIO
YCTPOMWCTBA.

1. HaxmuTe ocHOBHYtO BKNaaky HacTpomnku yctpoucTBa.

2. B apesoBMOHOM MEHIO yCTpOVICTB HaXXMUTE Ha BbllleCcToALLEee yCTpOI7ICTBO, K
KOTOPOMY OOJKHO NoAKni4vaTbCA 3aMeHdemMoe yCTpOI7ICTBO.

Hanpumep, Bbibepute Com'X ons 3amMeHbl yCTPONCTBA, NOAKMHOYEHHOTO K
Com'X.

3. HaxmuTe packpbiBatoLeecss MeHI0, KOTOpOe COOTBETCTBYET TUMY
3aMeHseMoro yCTponcTBa:

— PackpbiBatoLeecs meHto LindpoBble n aHanoroBble BXxoAbl A5
YCTPOWCTB, NOAKITYaeMbIX K LMdpoBbIM M aHanoroebiM Bxogam Com'X,
HanpuMMep, CHETYMKN UMMYNbCOB UMW aHaNoroBble AaTUYUKK.

— PackpbiBatoLeecs meHio NMocneaoBaTenbHoe coeanHeHne Modbus ans
yctponcTtea Modbus. Modbus MOXxHO Takke aBToMaTU4YeCkn 0BHapYXnTb C
NMOMOLLbIO KHOMKM HaTu noaknioveHHbIe YCTPOMCTBA.

— PackpbiBatoweecsa meHto Ethernet ansa yctporictea Modbus TCP/Modbus.

— ZigBee: 3ameHa ycTponictBa ZigBee 3anyckaeT pyHKLMIO 0OHapYy>XeHNsI
ycTponcTB ZigBee. OGHapyxeHne ocTaHaBNMBaETCS, Kak TONbKO byaeT
HanaeHo nepeoe ycTponcTo ZigBee. Ecnu psaaom apyr ¢ opyrom
pacnonoXeHbl HECKOMNbKO YCTPONCTB ZigBee, To nepBoe obHapykeHHoe
yCTponcTBO ZigBee MoxeT ObITb HE TEM, KOTOpOe BaM TpebyeTcs. B atom
cny4ae noBTOpuUTE NpoLeaypy.

4. Bbibepute yCTPOMCTBO, KOTOPOE XOTUTE 3aMeHUTb. BbibepuTe yCcTpoicTBO Ha
3aMeHy, KOTOpPOoe MMEET TakoM xe (Mnu nogobHbIN) TMN 1 nogaepXnBaeTt
Takue xe nybnukyemble AaHHbIE U3MEPEHUN, KaK OpUrMHarnbHOe YCTPONCTBO.

5. HaxmuTte 3aMeHUTb BHM3Y OCHOBHOM BKMaaku HacTpownkn ycTtponcTtBa.
OTKpbIBaeTCA AMANOroBOE OKHO 3aMeHUTb YCTPOMCTBO.

6. B guanoroBomM okHe 3aMeHUTb YCTPOMCTBO BbiOepuTe TUMN YCTPONCTBA Ha
3aMeHy 1 HaXMute 3aMeHUTb.

Korga Bbl 3aMeHsieTe CyLecTByoLLEe YCTPOMCTBO, ANs YCTPOMCTBA Ha
3amMeHy 6yaeT otobpaxaTtscs UMs npeablayLWwero yCTponucTea, ecnm Bbl He
oTpeaakTupyerte Mms.

7. Mpwu HeobxogumocTy oTpedakTnpyiTe UMa n gpyrme HacTporkn Ans
YCTPOWMCTBA Ha 3aMeHy, 3aTeM HaxxMmTe CoXxpaHUTb U3MEHEHUSA BHN3Y
OCHOBHOW Bknaakvu Hactponku yctponcria.

Bnuskune Temsbl
*  O6HapyXeHne NOAKMYEHHbLIX YCTPONCTB

» O6HapyxeHune ycTponcTs ZigBee

YnaneHue ycTpoucTBa

Bbl MmoxeTe yganats yctponctea n3 Com’X.

1. HaxmuTe ocHOBHyto BKnaaky HacTpomnku yctpoucTBa.
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2. BbibepuTe ygansiemoe yCTpONCTBO B APEBOBUAHOM MEHIO YCTPOWCTB.

Mpumeyvanume: MNMpu yganeHun yctponcTs ZigBee He aeakTuBumpyiTte ceTb
ZigBee.

3. Haxmute YaanuTb, 4ToObl NOATBEPANTL YAANIEHME YCTPONCTBA.

U3mepeHne n metagaHHble, 3KCMOPTUPYEMbIE HA XOCTOBYHO
nnatdcgpopmy

CocTaB 3KCnopTUPYEMbIX AaHHbIX 3aBUCUT OT XOCTOBOW NnaTtdopMbl.

U3mepeHue n . Digital Service
MeTagaHHble Energy Operation CSV akcnopr. Platform

ID notpebutens - - -

Mwms obbekTa

Wmsa yctponcTtsa

BbibpaHHoe X X X
nsamepeHue
MpoaykT X - X

[MapameTpbl KOHTPONNPYEMOW 30HbI

3aaHue X - X
Orax X - X
30Ha X - X
MpumeHeHne X - X

Bbi6op n3MepeHuin Ana peructpauum unu nyonukauum

Mpwu BIGOPE MHTEPBANa perucTpauum n Yucrna BENUYMH Anst perncTpaumnm BaxHo
YUYUTbIBATb, CKOMbKO AAaHHbIX PErMCTPUPYETCS NO BCEM YCTPONCTBAM.

Pervnctpauus cnuwkom 60orbLUIOro YMcra BENUYMH Ha MHTepBar MOXET NOBMUSTL
Ha nokasartenu pabotel Com'X, BKo4as yxyaleHne BpeMeHn OTKINnka Beb-
CTpaHu1Lbl 1 NpONyLLEHHbIE MHTEPBanbl perMcTpaumi. Hanpumep, gns
WHTEPBAaroB perucTpauumn MeHee 5 MMHYT pekoMeHOYeTCs PerMcTpupoBaTh He
bornee 8 yCTpOWCTB C 06LLMM YnCcrioM BeNMYnNH He BGonee 50.

1. HaxmuTe ocHOBHYIO BKnaaky HacTpomnku yctpoucTea.
HaxmunTe cyeTumk unm gatymk B 4peBOBMAHOM MEHIO YCTPONCTB.
Haxxmute packpbiBatoLeecs meHo Tabnuua nsmepeHun.

BbiGepuTe dnaxok B norne Pernctpaums Ons peructprpyemMoro nsmepeHus.

o > b

Beibepute donaxok Ony6nukoBaTb, YTOObI OTNPaBUTL AaHHbIE B BbIOPaHHYI0
nnatcopmMy nybnvkauum (onumoHanbHo).
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6. Haxmute CoXpaHUTb U3MEHEHMUS.

Bnuskue Tembl
» PacnpegneneHue peructpos Modbus
* YnpaBreHne MexceTeBbiM 3KpaHOM

* Bbl6op nnatcopmbl M YacToTbl NyGnukaumm

3aBoackue HaCTPOMKK B Tabnuue uaMepeHMn ycTponcTea

HekoTopble usmeHeHus BbibpaHbl B Tabnvue namepeHuii ycTpoinctea no

YMOJYaHUIo.
Tun yctponcrea U3mepeHne
CyeTymK uMnynLCcoB ¢ WHpekc unkna

KoHTakTop/umnyrnbcHoe pene .

CocTosiHne

*  Yucno pabounx yacos

OneKTpUYEeCKUii CHETUMK yyeTa noTpebneHns .

AKTUBHasA aHeprus
*  PeaktuBHas aHeprus

M3amepuTens MoLHOCTU .

AKTUBHas aHeprus
. PeaktuBHas aHeprus

TemnepatypHbI gatymk conpoTtueneHuns (RTD)

Temnepartypa

Axanorosble aatumkm 0—-10 B / 4-20 mA

AHanorosoe 3HaveHve

3Ha4ykm npeagynpexaeHnsa Tabnuubl U3MepeHnmn

Ecnu nameHeHune He ygaetcs nony4nTb ¢ ycTponcTtea, Com'X oTobpakaeT 3Ha4OK

npeaynpexaeHus.

MukTorpamma OnucaHue

1 nory4eHo OT 3TOro YCTPONCTBA.

OTOT 3HaK NokKasbIBaeT, YTO HUKAKOrO N3MEepPEeHNA HE MOXET ObITb

BcTpoeHHble CHETYNKN UMNYNbCOB

BcTpoeHHble CHETYMKM UMMYTIbCOB 06MaaatoT onpeaeneHHbIMm

XapaKkTepuctnkamm |/|3mepeHv||7|.

XapakTepucTUKN namepeHuun

[aHHasa Tabnuua onncbiBaeT XxapakTepUCTUKM N3MEPEHMIA BCTPOEHHOIO CHETUMKA

umnynscoB Schneider Electric:

Mone OnucaHue

KommeHTapumn

MoAaKnyeHo K OTo6paxaer BblecTosiee
YCTPOWCTBO N HOMEP
uucppoBoro Bxoaa, kK KOTOpomy
NOAKIIOYEHO YCTPONCTBO.
Homep undposoro Bxoaa
MOXHO 3MeHUTb. B cnvcke
nepeyuncrieHbl TonbKko
[OCTYMHble LpoBble BXOAbI
BbILLIECTOSLLEr0 YCTPONCTBA.

YCTPOWNCTBO MOXHO OTKMOYNT,
BbI6paB MoakntoyeHHbIe
YCTPOWNCTBa OTCYTCTBYIOT B
CnyCKe BbILLECTOSILLErO
ycTpoiucTaa. M3 atoro cnucka
MO>XHO MEePEKMIYNTLCA C
OZIHOTO BbILLECTOSALLErO
yCTpOWCTBA Ha Apyroe.

Bec unMmnynbca CuyeTumK aKTUBHOM Heprun
YBENNMYNBAET NOKasaHne Ha
3TO 3HAYEHUE KaxXAbI pas,

Korga npuHUMaeTca uMnyrnbC.

3HayeHVe Henb3s U3MeHUTb,
€CIi "MeeTCH TONMbKO OAMH
BO3MOXHbIN BEC nMmnynbca,

DOCAOQ036RU-10

75



OHepreTuyeckuii cepeep Com'X 210

HacTtpornku yctporicte Com’X 210

Tabnuua namepeHun

aKTUBHOWN 3HEeprun. 3HadyeHne
MOXET ObITb NONOXUTENBHBIM

Mone Onucaxue KommeHTapui
Cnicok orpaHnynsaertcs HanpumMep CO CHETHUKOM
3Ha4YeHUsIMN, KOTOpbIe iIEM2000T.(M
COOTBETCTBYIOT BbIGpaHHOMY
TMNY cYeTYMKa.
CwmelieHune YcTaHaBnmBaeT cMelleHve AnsA | [1o3BonsieT 3anycTuTb CHETUUK

CO 3Ha4YeHneMm, KoOTopoe MOXHO
CYMTbIBATb Ha gucnnee

Unn oTpuuaTtenbHbIM. cYyeT4yuKa.

BepxHuit gnanasoH Onpepgenser, korga cHeTYUK
aKTUBHOW 3HEprum

cbpacbiBaeTcsi Ha HOMb.

CueTumk cOpackiBaeTcs Ha
Honb, Korga gocturaet
BBEIEHHOIO 3HAYEHUS.

(1) Ansa nony4YeHWs [ONONHUTENbHOW MHpopMaLIMK CM. CneLmarnbHYH JOKYMEHTaLMIo AN CHETYMKa
MUMMYnNbCOB.

AxTnBHas 3Heprmna paccymnTblBaeTCA B COOTBETCTBUN C YacToTOoMn NPUHATBLIX
MMnynbCcoB.

NMonb3oBaTenbCKUM CHETYUK MMNYSILCOB

Bbl MmoxeTe 0o6aBUTbL CHETUMNK MMnyrnbCcoB, KOTOprVI OCHOBaH Ha
Nonb30BaTENbCKON MOOENN CHETUYMKA nMnynbCcoB.

Mepen nobaeneHMem Nonb3oBaTeNbCKOro YCTPOMCTBA CHadYana HeobxoammMo
co3fatb Nnornb3oBaTenbCcKylo Mogernb Bo Bkragke Monb3oBaTenbckas
ounonuoTeka.

Bnuskue Tembl

¢ [lonb3oBaTenbckue moaenm

TemnepaTypH bie AaT4YUKN CONPOTUBIIEHUA

Com'X nogaepXxuBaeTt TeMnepaTtypHble AaTHUKKU CONPOTUBIIEHUA,
noacoeguHeHHble K ero aHanoroesbiM BXogam.

XapakTepucTukn namepeHumn

Tabnuua namepeHun

TemnepaTtypHble gatyunku conpotueneHus Pt100/Pt1000 (RTD) — aTto gatymku,
ncnonb3yemble AN U3MEPEHNs TeMnepaTypbl CONOCTaBNEHNEM CONPOTUBIIEHNS
anemeHTa RTD ¢ Temnepatypon.

RTD MoXxHO noakmnto4vaTth TONbKO K aHanoroebiM Bxogam Com’X.
Ownana3zoH Temnepatyp ot -50 °C (-58 °F) go +104 °C (219 °F).

Mpwn noagkntodeHnn gatumka RTD k Com'X HeT crneuunanbHbIX NapaMeTpoB 415
KOHMIrypupoBaHusi.

Mo ymon4yaHuio TemMnepaTtypa permctTpupyercs u nybrnmkyeTcs B XOCTOBYHO
nnargopmy.

NMonb3oBaTenbCKMe aHaroroBble yCTp0I7ICTBa

Bbl MmoxxeTe Ao6aBUTL aHanoroBoe yCTPONCTBO, KOTOPOE OCHOBAHO Ha
NnonbL30BaTENbLCKON MOAENM aHanoroBoro ycTponcTea.
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Mepen nobaBneHMeM NonNb30BaTENLCKOrO YCTPOMUCTBA CHaYarna Heobxoammo
co3aaThb Nonb3oBaTeNbCKyo MoAenb Bo Bkraake Monb3oBaTenbckas
ounonuoTeka.

Bnuskue Tembl

* [lonb3oBaTtenbckue moagenu

OOGHapyxeHue NoAKIYEeHHbIX YCTPOUCTB

C nomoubto doyHKumm obHapyxeHus Modbus Com'X moxeT obHapyxusaTb
YCTPOWCTBA, NOKanbHO NOAKIMYEHHbIE K MX nocnegosatensHoMy nopty Modbus u
HmkecTosAWwmM ycTporictBam Modbus TCP unu winto3am nocrnegoBaTerbHON
nuHum Modbus.

1. HaxmuTe ocHoBHyto Bknaaky HacTponkn yctponctea.

2. HaxmuTte Com'X B ApEBOBNOHOM MEHIO YCTPOMCTB. Ann HaXXmuTe o3 B
APEBOBUOHOM MEHIO YCTPOWCTB ANs OOHaPYXEHUS TOMNMbKO HUXXECTOALLMNX
YCTPOWCTB, NOAKIMOYEHHbIX K LLM03Y, Taknx kak EGX.

3. HaxmuTe HanTu nogkntoveHHble YCTPOMUCTBA, YTOObI OTKPbITH OKHO
O6HapyxeHue Modbus.

4. BeeguTe MuH. ngeHT. Kog Nnog4YMHEHHOro ycTponcTea 1 Makc. ngeHT. kog
NOoAYUHEHHOro YCTPOMCTBA.

[nanasoH no ymonuyanuto ot 1 go 10, AnanasoH JoNyCTUMbIX 3Ha4YEeHUI OT 1
no 247.

5. HaxmuTe 3anyck ans obHapyxeHus yCTPONCTB.

OGHapy»XeHHble YCTPONCTBA NoKasbIBalOTCA B CNncke B okHe OGHapyxeHue
Modbus. Haxmute OcTaHOBKa, ECINN Bbl XOTUTE OCTAHOBUTL NPOLIECC
O6HapyxeHue Modbus.

6. OTmeHuTe BbIGOP TEX YCTPOWCTB, KOTOPbIE HE XOTUTE A00aBNATb, 3aTeM
HaxmuTe Co3paTh.
OxkHo O6HapyxeHue Modbus 3akpoetcs, 1 Bce 0GHapy>KeHHbIe yCTponcTBa
NosIBATCS B APEBOBMOHOM MEHIO YCTPONCTB crieayowmum obpasom:

+ Ecnun ycTpoincTBo 6bIno co3gaHo € MCMNonb30BaHMEM BCTPOEHHOM
MoZenu, nporpammMa aBTOMaTUYECKN CBA3bIBAET YCTPOMCTBO C
COOTBETCTBYHLLEN MOAENBIO.

« Ecnu yctponcTBo 6bIno co3aaHo U3 Nonb3oBaTerNbCckoi Moaenu, kotopas
Obina gobasneHa B Nonb3oBaTenbCKyo 6GubnmoTeky, nporpamma
CBs13bIBAET YCTPOWCTBO C NEPBOW MOAENbIO B CMNCKE NOMNb30BaTENbCKUX
ycTpoiicTB. B aTOM crny4ae Bam Heo6x0aMMO BbIGpaTh COOTBETCTBYHOLLYIO
nonb30BaTeNbCKY MoAenb ANst yCTPONCTBA B CNMCKE TUMOB YCTPOWCTB.

Bnuskue Tembl
» OGHapyxeHue ycTpowncTs ZigBee

* /3ameHeHue ycTponcTea

CocTtosiHne o6HapyxeHHoro yctpouctea Modbus

O6Hapy>KeHHbIe yCTpOVICTBa MOryT UMEeTb Pas3rin4Hble COCTOAHUA.

CoobLeHune OnucaHue

OK YcTtpoiicTeo obHapyxeHo 1 nogaepxusaerca Com'X.

9T0 yCTPOMUCTBO yXe NOAKIYEHO YcTpoicTeo obHapyxeHo n3 npegblayLiero okHa O6HapyxeHue
Modbus v nocpeacTteom pyyHoro BBoga. OHO nogaepxmBaeTcs
Com’X.
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CoobueHune OnucaHue

HeunsBecTHoe ycTponcTBO YCTponcTBO 0GHapYXeHOo, HO OHO He noaaepxusaeTcs Com’X. 310
NPOUCXOAMT, ECIN YCTPONCTBO ABNAETCS MONb30BaTENbCKUM
YCTPOWCTBOM, M HUKaKMX NOMb30BaTENbCKMX MOAENEN He co3aaHo B
Monb3oBaTenbckon 6ubnuoTeke.

YcTponcTBa He 0GHapyXeHbl Hukakoe ycTponcTBO He noAknto4eHo k aTomy aapecy Modbus (ID
BEAOMOro yCTpONCTBA).

Py4yHoe nob6aBneHue yctponcrea Modbus

Yctporictea Modbus, KOTOpble HE MOAKIOYEHbI, HE MOTYT BbiTb OGHapPYXEHbI, HO
OHW MOTyT [O6aBNATLCSA BPYYHYO C MOMOLLBIO CrieaytoLei npoueaypsbl.

Bbl MmoxeTe obaButb NMb0o BCTpoeHHoe ycTporcteo Modbus, nm6o
nonb3oBaTenbckoe ycTporcTBo Modbus, KoTopoe Bbl paHee co3ganu BoO BKNaake
Monb3oBaTenbckaa bubnuoTeka.

1. HaxxmuTe ocHOBHYtO BKnaaky HacTponku ycTponcTBa.

2. BobibepuTe BbiWecTOsILEE YCTPONCTBO € nocnegosatensHbiM noptom Modbus
B APEBOBMAHOM MEHIO YCTPONCTB.

Hanpumep, Heobxoaumo BeiGpate Com'X Ans noaknioveHus yCcTponcTaa
Modbus k Com'X.

3. BoibepuTe packpbiBatoweecs MmeHio NocnegoBaTenbHOe coeAUHEHNE
Modbus. Haxxmnte Ha 3aronoBok, YToObl paclUMpUTL packpbliBatoLLeecs
meHto NMocnepoBartenbHoe coeauHeHne Modbus.

4. HaxmuTte Co3gaTtb HOBOE YCTPOMCTBO B PACKPbIBAOLLEMCSH CMMCKE
YctponcTio.

5. BbiGepuTe TN yCTPOMCTBA B PACKPbLIBAIOLLEMCS CTICKE.

I'Ipwmeqal-wle: B cnincke nepevyuncneHbl TONbKo yCTp0I7ICTBa, KOTOpble
MOXXHO NOAKITHOYUTDL K nocriegoBaTeribHOMY nopTy Modbus.

6. Beeante MaeHT. Kog NOAYMHEHHOrO YCTPOMCTBA B PaCKpbIBAKOLEMCS
MeHo KoHdurypauums.

7. Haxmute Co3gatb, M YCTPOMNCTBO MNOSIBUTCH B 4PEBOBUMOHOM MEHIO
YCTPOWUCTB.

Bnuskue Tembl

¢ OcHOBHbIE CBOWCTBA

U3mepeHunsa cyetunka Modbus

Com'X nsBnekaeTt 4OCTYMHbIE U3MepeHus co cyetynkos Modbus Schneider
Electric.

[ocTynHble nsmepeHus:
* CyMMapHas aKkTUBHasi 3Heprus;
* aKTMBHad aHeprus Ha dasy;
* CyMMapHasi peaKkTMBHas 3Heprus;
* peakTMBHasi 3Heprus Ha dasy;
* CyMMapHas MofiHas 3Heprus;
* aKTUBHas aHeprus;
* peakTMBHas MOLLHOCTb;
* MOSfiHast MOLLHOCTb;
* HanpsbkeHusa gasa-HenTpans;
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* HanpshxkeHus dasa-tasa;

*  TOKM dpasbl U HENTpanu;

* YacToTa;

*  KO3hPULMEHT MOLLHOCTU;

*  MOMHbIN KOIPPULMEHT raPMOHWK.

JononHutenbHble namepeHus AnAa BCTPOEHHbIX yCTPOVICTB

[ns gononHUTENbHBIX U3MEPEHUN BaM HEOBXOAMMO CcO30aTh HOBYHO MOAENb
YyCTpONCTBa Ha OCHOBE CYLLECTBYIOLLEro BCTPOEHHOTO YCTPOMNCTBA U 3aTeM
HacTpouTb ero nog Balm notpedbHocTn. CM. NNCT AaHHbLIX KOHKPETHOIO CYETYMKA,
4yTOGbI ONpenenuTb, kakne pernctpol Modbus cooTBeTcTBYIOT TpEBYEMOMY
N3MepeHuio.

Bnuskue Tembl
« Co3gaHue nonb3oBaTenbCKo Mogeni

+ 3ameHa ycTpomncTtea

NoakntoyveHune yctponcTs K npnemMHuky Modbus WT4200

MpnemHmk Modbus WT4200 npenctasnsieT cobon untepgenc mexgy Com'X n
paguonepegatydnkamm WT4200.

Kaxabii nepegatymk paccmatpuBaercs npuemHunkom Modbus WT4200 kak
OTAEeNbHbIV KaHan.

MNepen pobaenexHnem npnemHmka Modbus WT4200 B cnincok yctponcts Com'X un
NOAKIIOYEHMSA NepefaTYNKoB HEOOX0AUMO BbINOMHUTE KOHUIrypupoBaHue
npuemHuka Modbus WT4200. KoHdurypaumnen WT4200 onpegensietcsl, Ha kakomn
kaHan gobaenseTcs kaxgbli n3 npuemHnkoB. Cm. Pykogodcmeo nonb3oeameris
b6ecrposodHbIx paduoycmpoticme darnbHel cessu PowerlLogic cepuu WT4100 /
WT4200 pnsa nonyyeHns nHcopmMaLlmmn o nporpaMMmmpoBaHny 6ecnpoBogHoro
NpUeMHUKa.

AOCTOPOXHO

HETOYHbIE PE3YJIbTATbI JAHHbIX

KoHdpurypauma Com'X gomkHa COOTBETCTBOBATbL KOHUIypaumm npuemMHuka
Modbus WT4200.

HecoGniogeHue gaHHbIX MHCprKLIMI;l MOXeT NpnBecTu K netaribHOMy

ncxopy, cepbe3HbIM TpaBMaM UM NOBpPeEXAEeHUI0 060pyAOBaHUS.

1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTponcTBa.
2. Haxmute WT4200 B ApeBOBMAHOM MEHIO YCTPONCTB.

3. B packpbiBatowemcsi meHto Kanan Beibepute kaHan (C1, C2, u .4.), K
KOTOPOMY JOIMKHO NOAKNIoYaTbCsl YCTPONCTBO. HaXkmMuTe Ha 3aronoBok, YTobbl
pacwupuTb obnacTb kaHana.

4. Bblbepute Co3paTb HOBOE YCTPOWCTBO B COOTBETCTBYHLLEM
packpblBaoLLEeMCS cnucke LMdpoBbIX BXOO0B.

5. BblbepuTe TN co3gaBaemoro yCTponcTBa B PacKpbIBaOLLLEMCS CMUCKE.

B cnincke nepeyncreHbl TOMbLKO YCTPOWCTBA, KOTOPbIE MOXHO MOAKMHOYMNTS K
aToMy MHTepdeicy. Bam MoxeT noHanobuTbcs co3natk CBoe COBCTBEHHOE
Mnonb30BaTenbCKoe YCTPOWCTBO.

6. HactpowTte koHdurypauuio yctponctea. CM. pasgensl, KOTopble
COOTBETCTBYIOT ONpeaerieHHon KaTeropun ycTponucTBa.
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7. Haxmute Co3patb, M yCTPONCTBO MOSIBUTCS B JPEBOBMOHOM MEHIO
ycTporictB nocne WT4200.

Bnuskue Tembl

« [lonb3oBatenbckasn 6ubnunoteka Com’X 210

NMoaknro4veHune yctponcts K Acti 9 Smartlink

Cuctema Acti 9 Smartlink sBnsietcsa yaaneHHbIM mogynem Beoga-Bbisoga. OH
nepegaet gaHHble ot cuctembl Acti 9 k Com'X, EGX100 unu EGX300 4yepes ceTb
nocnepgoBaTtesibHoW NHUK cBsian Modbus.

Acti 9 Smartlink Modbus RS485 coctouT 13 11 kaHanoB. Kaxapbii kKaHan cogepxuT
ABa LM@pPOoBbLIX BXOAA W OAMH LM POBON BbIXOA.

1. HaxmuTe ocHoBHyt0 Bknaaky HacTponku ycTtponcTBa.
2. Haxmute Ha Acti 9 Smartlink B ApeBOBNOHOM MEHIO YCTPOMCTB.

3. B packpbiBatoemcs meHio OcHoBHbIe cBoMcTBa BbibepuTe kaHan (C1, C2,
W T.4.), K KOTOPOMY AOMKHO NOAKMYaTLCS YCTPONCTBO. HaxmuTe Ha
3arofoBok, YToObl pacumputb obrnacTb kaHana.

4. Bbibepute Co3pgaTb HOBOE YCTPOMCTBO B BbIOPAHHOM packpbiBaloLLLEMCS
cnucke. [1Ba packpbiBaloLLMXCS CUCKa COOTBETCTBYHOT LIMAPOBLIM BXOAAM
C1_Mwum C1_I12.

5. BbiGepuiTe TUMN CO34aBaEMOro yCTPOWCTBA B PAaCKpbIBAKOLLEMCS CTICKE.

MpumeyaHue: B cnncke nepeyncrneHbl TONbKO YCTPOWCTBA, KOTOpble
MO>HO MOAKIMIOUYNTL K 3TOMY MHTEpderncy: CHETHUMKN MMMNYNbCOB
Schneider Electric, cueTumku notpebneHuns, KOHTakTopbl U UMMYNbCHbIE
pene. Bam MmoxeT NnoHagobuTbcs co3gatbe CBoe COOCTBEHHOE
nornb30BaTeNbCKOE YCTPONCTBO.

6. HactpowTte koHGUrypauuo yCcTpomcTaa.

7. Haxmute Co3paTb, U yCTPONCTBO MOSIBUTCS B 4PEBOBMOHOM MEHIO
ycTponcts nocne Acti 9 Smartlink.

MpumeyaHwme: MNpn ncnonb3oBaHnM kabensi 3aBOACKOrO N3rOTOBMEHMS,
COeIMHEHHOro ¢ KoHTakTopoM IACT24 unu nmnynscHeiM pene iATL24,
YCTPONCTBO AOSMKHO NpMCOoeanHATLCSA K Lndposomy Bxogy 1 kaHana. 1ot
BXOZ AaeT COCTOsIHME YCTPOUCTBA.

BcTpoeHHble ycTpouctBa Ethernet

Bbl MmoxeTe gobaBnsaTb BCTpoeHHbIe ycTporcTea Ethernet B cBoto cuctemy.

B cucteme Bbl MOXeTe 0o06aBUTL cnepgywwine yCTpOIZCTBaZ

*  Modbus TCP/IP k wnto3am nocnenoBatenbHon nuHun Modbus. OTu wnto3bl
ncnonb3yTcs Ans cbopa AaHHbIX OT NocrnefoBaTenbHbIX YCTPONCTB.

* cYyetyunkn Modbus TCP/IP;

* [Monb3oBatensckue Modbus TCP/IP k wrto3dy nocrnegosarternibHOM JIMHWK,
ncnonb3yeMomy aAnsa cbopa gaHHbIX OT NocrefoBaTeNbHbIX YCTPONCTB.

MpumeyaHue: [Ins c6opa gaHHbIX OT cyeTvmKa cepun PM800 ¢ nnaton
Ethernet n ncnonbsosaxunsa atoro PM800 B kayecTBe LLNt03a BaM HEOOXOANUMO
Ha3HaunTb 2 yCcTponcTea: cyeTymk (Hanpumep, PM850ECC) un wnio3
(wno3PMBECC Modbus).

MapameTpbl KOHDUrypauum yctponctea Ethernet

Onsa yctpoicts Ethernet, nogkntodeHHbIx kK Com’X, MeeTcs pag napaMeTpoB.
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[aHHas Tabnuua nokasbiBaeT, Kak KoHpurypmnposaTe ycTporictea Ethernet:

Mone OnucaHue
Xoct OnpepgenseT IP-agpec ycTponcTaa.
Mopt OnpepgenseT Homep nopTa

502 ncnoneayetcs anst Modbus.

MpoeHT. koa [aet agpec TonbKo Ans cyeT4ymkoB unm yctponcts Modbus TCP.
NoAYMHEHHOIO

yCTpOWCTBa

JlokanbHbIn 1D Afpec Ans ncnonb3oBaHWsa Npy JOCTYNe K AaHHbIM C YCTPONCTBA OT

BHELLHEro knueHTa. JlokanbHbIv ID gomkeH 6biTb YHUKaNbHbIM.

MapameTp KOHGUrypaLmm MOXHO OTKIO4aTb, TONbKO €CNN perncTpaumus
[OaHHbIX OTKMOYeHa Anst 0OHOBNAEMOro YCTPOWCTBa.

Bnuskue Tembl

« 3anyck peructpaumm gaHHbIx

Nonb3oBaTenbckue yctponcrtsea Ethernet

Bbl MmoxeTe gobasuTtb ycTponcteo Ethernet, kotopoe ocHoBaHO Ha
nonb3oBaTenbckon mogenun Ethernet.

Mepen nobaeneHMem norb3oBaTerbCKoro yCTponcTBa cHavana Heobxogumo
co3paTh Nonb3oBaTeNbCKyo MoAenb Bo Bkraake Monb3oBaTenbckas
oubnunoTteka.

O6HapyxeHue yctponcts ZigBee
dyHKUMA 0OHapyxeHus ycTponcTB ZigBee no3sonseT Com'X obHapyxunBaTb
ycTpouncTea ZigBee, Haxoasiwmeca B 30He LENCTBUS.

He BknovanTe pyHkUmMo obHapyxeHust yctponcTe ZigBee Ha Heckonbknx Com'X
ofHoBpeMeHHo. Ecnn y Bac aBe unu 6onee cetu ZigBee ¢ BKMOYEHHOM hyHKUNEN
oBHapy»xeHus1 yCTPOWCTB, TO ycTponcTea ZigBee OyayT ycTaHOBMNEHBI B 9TUX CETSIX
cny4variHblMm ob6pasom.

1. Haxxmute Com'X B 4peBOBUOHOM MEHIO0 YCTPOUCTB.
Haxmute OBHapyxeHue yCTPOMCTBA, YTOObl OTKPbITE OKHO OBHapyXeHue.
BbibepuTe npoTokon ces3u ZigBee.

Beeaute Bpems TariM-ayTa (B MUHYTaXx).

o > 0N

Haxmunte 3anyck ansa o6Hapy>XeHUs yCTPONCTB.
Ons obHapyxeHus ycTponcTts ZigBee Bam Takke noTpebyeTcs BKNOYNTL
pexunm obHapyXeHNs Ha pasnnyHbIX yCTPOMUCTBaX.

O6GHapyXeHHble yCTPONCTBA NMOKa3bIBaOTCA B cnucke B okHe OBHapyxeHue
ZigBee. Haxxmnte OCcTaHOBUTBL, €CNY Bbl XOTUTE OCTAHOBUTbL NPOLIECC
obHapyxeHus yctponcTts ZigBee.

6. 3akponte okHo «OGHapyxeHue ZigBee».

Bce o6GHapyXeHHble yCTponCcTBa NOSIBATCS B APEBOBUAHOM MEHIO YCTPOWCTB.
Mpu co3gaHnn KaXxxaoro yCTporcTea eMy npuceanBaeTcs nokanbsHbiv ID. Bbl
MOXeTe U3MEHMUTb nokanbHbin ID Ha cTpaHuue HacTponkn > Ceasb > LLnto3
Modbus > UgeHTuduKaTopbl YCTPOMCTB.
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Bnuskue Tembl
* Hactpoiiku cetn ZigBee

*  OOGHapyXeHune NoAKMOYEHHbIX YCTPONCTB
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U3amepeHusn

NMpocmoTp Tabnuubl U3MepeHnun

Bknagka Tabnuua namepeHuit No3BossieT NPOCMOTPEThL BCE N3MeEpUTENbHbIE
YCTPOWCTBA M AaTYMKN CUCTEMBI, KOTOPbIE UCMOSBb3YHTCS ArS perncTpauum
AaHHbIX. Bo Bknaake Tabnuua usmepeHui npucyTCTBYIOT TOMbKO AaHHbIE,
BblGpaHHbIe ANs perncTpaumu.

1. Haxmute ocHoBHyto Bknaaky Tabnuua nsamepeHun.

2. BbibepuTe Tpebyemble namepuTenbHbIE YCTPOUCTBA B None ®unsTp
MpoAaykr:
— HaxwmnTte Bee, 4To6bI 0TOOPa3nTb BCe NPOaYKTbl OQHOBPEMEHHO.
— HaxmunTte Het, 4TOGbI CKPbITH BCE MPOAYKTHI OOQHOBPEMEHHO.

— YcTaHoBUTE COOTBETCTBYIOLLMIA hnaXokK, YTOObI MPOCMOTPETL BCE
N3MepeHnst 4aHHOTO NpoayKTa.

— CHuMMUTE COOTBETCTBYHIOLLUIN (hriaxKok, YTOOb! CKPbITb BCE N3MEPEHUS
OaHHOro npoayKTa.
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BBopa B akcnnyataumio Com’X 210

O630p BBOAA B 3KCNsyaTauuio

Ha Bknagke BBop B akcnnyaTauuio MOXHO NpocMaTpuBaTh YBEAOMIEHUS O
KOHbUrypaumm 1 BBOANUTb B SKCMNyaTaumMio pasnuyHble yHKLMN.

Beog B akcnnyatauumio no3BonseT Bam
* Y6eauTbcs, 4TO HAacTponka KoOHUrypaumm 3aBepLueHa.
+ 3anyckaTb UnM OCTaHaBNUBaTb PEMMCTPALMIO OAHHbIX.

+ OTnpaBnATb apxmTekTypy namepenun B Energy Operation. Ota onuus
AOCTynHa, Tonbko ecnu Energy Operation BeibpaHa B ka4ecTse nnaTtgopmsl
ans nyénvkaumm.

+  JKCNopTUpPOBaTb 3aperncTpmMpoBaHHbIe OaHHbIE BPYYHYIO Ha BbIOpPaHHY0
XOCTOBYIO NnaTgopmy.

+ 3anyckaTb nepnoamnyeckyto Nyonukaumo JaHHbIX Ha BbIGPaHHYH0 XOCTOBYHO
nnatcopmy.

UHTepdenc BBOoaa B aKkcnnyaTauuo

Wcnonb3yiTe MHTepdelic BBOAA B AKCMNyaTaLUuio AN HaYana pernctpaumm u
nyenukauum AaHHbIX.

[aHHas Tabnuua nokasbiBaeT NOMs 4SS BBOAA B KCnyaTauuto:

Mone OnwucaHue

YBegomneHus [MokasblBaeT cocTosiHMe nNpouecca HacTPONKK KOHd)MpraLWIM.

Ecnu nponyweHbl kakne-nnbo nons, obsisarensHble Ans
3arnonHeHust, U napameTpbl, OTOBpaXkaeTcs CCbifika Ha
COOTBETCTBYHIOLLYIO BKNaaKy. Haxmute ccbinky Ans nepeagpecauum
Ha BKIaaky.

PervcTpaums gaHHbIxX MokasblBaeT KHOMKY ANs 3anycka permctpaumy gaHHbIx. KHonka
OTKIIOYEeHa, ecrnu:

*  HacTpoKKa KOHdUrypaumm He 3aBepLUeHa;
*  HeT BbibpaHHbIX AaHHbIX AN perncTpauum.

Tononorus(") OTnpaBsnsieT apxuTekTypy uamepeHuin Ha Energy Operation. 310
cosfaet nepapxmio nsmepenuii B Energy Operation. 3ta onuus
pocTtynHa, Tonbko ecnu Energy Operation BeiGpaHa B kayecTse
nnatdgopMbl Ans nyénukauum.

Ecnu Bbl He oTnpaBnsieTe Tononoruto B Energy Operation, Bce
n3MepeHUs NoABATCA Nof 0ObEKTOM MoA Ha3BaHWeM Site
Newmeters.

My6nukauns [Mo3BonsieT Bam aKCNOPTMPOBATL 3aperMcTpMpoBaHHble AaHHbIe
BPYYHYIO Ha XOCTOBYIO NnaTcopmy. .

MaHenb cocTosiHKSA Moka3sblBaeT NnocrnefoBaTenbHbIe LWark C COOTBETCTBYOLMM
COCTOSIHMEM, KOrfa 3anyckaeTcs nybnukauus: oT co3aaHus daina
[OaHHbIX [0 nepefayv aiina Ha cepep 6a3bl JaHHbIX.

Ecnu Bo Bpemsi nyGnvkaumm BosHUKaeT olumbka, obpaTutecs K
XypHanam o6cnyxueaHus.

(1) Ecnu Bbl n3meHsiete Tonornoruto Com'X unm meHsiete koHdurypaumto Com'X, gobasnsisi
HeKOTOpble 3Ha4YEHUSI U3MEPEHNS UM U3MePUTENbHbIE YCTPONCTBA Nocrne nepeon nybnukauum, He
MCnonb3ynTe KHomnky OTnpaBuTb Tononorui. CBsXXMUTECh C MECTHON Cry601 TEXHUYEeCKon
nopaepxkn Schneider Electric.
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Bnuskue Tembl

*  KypHanbl

3anyckK peructpauum gaHHbIX
YUToObl 3HEPreTUYECKNii cCepBep permcTpupoBar gaHHble, HE0OXO4MMO BKITHOUNTL
peructpaumio AaHHbIX.

Mepen perucTpaumen 4aHHbIX Bbl 4OMKHbI:
* 3aBepLNTb HACTPOKKYy KoHGurypauum Com’X;
e CKOH(UrypupoBaTb YCTPOMCTBA, KOTOPbIE AOMKHLI PETMCTPUPOBATL AaHHbIE;
+ BbIbpaThb AaHHbIe ANd perucTpaumu.

1. Haxxmute BBoa B akcnnyaTtauuto > Peructpaums gaHHbIX.
2. HaxmuTe 3anyck perucrpaumm gaHHbIX.
OTtobpaxatoTca gaTa v BpeMmsi, Koraa Hadanacb perncrpauus.

YUToOb!I OTKNIOUNTL pErncTpaumio aHHbIX, HaxxMUTe BBOA B akcnnyaTtauuio >
Peructpauusa gaHHbix > OcTaHOBKa permcrpauum gaHHbIX.

3anyck nyonukauum
My6nvKaumsa No3BONSET C yKazaHHOW NeproaNYHOCTbIO OTNPaBMATb AaHHbIE Ha
XOCTOBYIO nnaTcopmy.

Ecnu ganHble nybnukytotca B Energy Operation, Bam Heo6xogMMo oTnpaBuTb
Tononoruto B Energy Operation.

Mocne Toro, kak Bbl CKOH(UIypypoBasv yCTponcTBa Ans nyenukauum:

1. Haxwmute kHonky My6nukauma Bpy4Hyto, 4ToObl OTNPaBnUTL AaHHbIE Ha
XOCTOBYIO Mnatchopmy.

2. HaxmuTe kHonky HavyaTb nepuogmnyeckyro nyonukaumio, 4tobbl OTNpaBnTb
OaHHbIE Ha XOCTOBYIO MNaTgOpMy COrMacHoO NepUoanNYHOCTU, 3aaHHON B
HacTtpownkax ny6nukauun.
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NMNonb3oBaTenbckaa omonmoreka Com’X 210

Monb3oBaTenbcKkue moaenu

Com'X nogoepxuBaeT UCMNOnb30BaHNE Nofb30BaTENbCKUX MOLENEN.

Monb3oBaTenbckasa Mmogens — 3To Nobas Mmogenb, OTNIMYHAsA OT BCTPOEHHON
mMoaenu ot Schneider Electric. Ins ncnonb3oBaHus Nonb3oBaTenbCKom Moaenu
HeobxoaMMOo cHavana co3gaTth Nonb30BaTENbCKY Moaenk. MNonb3oBarTensckast
MOAENb MOXET ObIThb:

* OCHOBaHa Ha cyulecTtBytoLen mogenu Schneider Electric;
* OCHOBaHa Ha npegBapuTEnbHO CO34aHHONM NOb30BaTENBCKON MOAENM;
* COBEpLLEHHO HOBOW MOAENbLIO.

Ecnu nonb3oBaTenbckas MoAernb OCHOBaHa Ha yXKe CyLLeCTBYOLWEeNn Mmoaenm
Schneider Electricunu npeasaputensHO co30aHHOM NOMb30BaTENBCKON MOAENMN,
TO HOBas MoAerb HacneayeT XxapakTepucTukm 6asoBon Moaenu, Ha KOTOpPon OHa
OCHoBaHa. [lepeHoC xapakTepucTMK ynpoLaeTt 3agayvy co3gaHus HoBOM
Nnonb30oBaTeNbCKOM MOAENN, TaK Kak Ansi ee co3gaHmnsa BaM HeE0OX0AUMO TOMbKO
006aBnATb UNU pefakTMpoBaTh XapakTEPUCTUKN, YHUKATbHbIE NS HOBOM
nonb3oBaTenbCKOM Moaenu.

Co3paHue nonb3oBaTesfiIbCKOW Moaenu

[Ins ncnonb3oBaHUs Nonb3oBaTeNbCKOM MoAenu Heobxoanumo cHavana cosaarb
Nonb30BaTeNbCKY0 MOAENb.

1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute +Co3aaTthb B NIEBOM HVXKHEN YaCTU CTPaHULbI.
OTkpbIBaeTCs gnanorosoe okHo Co3paTb NOSIb30BaTeNIbCKYH0 MOAeNb.

3. BBeawute criegytouime HaCTPOUKN:

Mone HacTpoika

Bbi6patb TMN Mogenu BbibepuTe TN Mofenu u3 cnucka. AToT BbIOOp onpeaensieT
CTPYKTYpYy CBOWCTB HOBOW MOMb30BaTENbCKOW MOAENN.

CospaTb Mogenb BbibeprTe 0CHOBY A1t HOBOW NONb30BaTENIbCKOW MOAENN:
*  HoBasi;
*  Ha ocHoBe mogenu Schneider Electric;

i Ha OCHOBE MOMb30BaTENbCKON MOAENMN.

<6a30BbIi TN MOAenu> Ecnu Bbl co3gaeTe HOBYIO NONb30BaTENbCKYO MOAENb HA OCHOBE
cywectsytoulen mogenu Schneider Electric unm
nonb30BaTenbCKON MoAenu, BoibepuTe CyLLEeCTBYHOLLYHO MOAENb,
Ha koTopow 6asnpyeTcsa HoBas MoAenb.

HassaHue mogenu BBeauTe Ha3BaHWe HOBOW NOMNb30BaTENLCKOM MOAENU UMK
npumMnuTe Ha3BaHMe No ymon4aHuo

3HayeHve npoaykTa no Bbl6epl/1Te KOMMyHaJ’IbeIVI pecypc no ymonyaHuio onsa HOBOW
ymon4yaHuo moaenu.

3HaueHue ncnonb3oBaHust | BbibepuTe 3HauYeHKWe No ymonyaHmio ans cnocoba
no ymMorn4aHuo MCMONb30BaHNs HOBOW MoZENy.

4. Haxmute Co3paTthb.

[dnanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCS CTPaHULA XapakTePUCTUK
CO3[1aHHOW NONb30BaTENbCKOM MOAENN ANA HACTPONKM HaYanbHON
KOHcpurypavmu.
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M3meHeHMe nonb3oBaTeribCKOU Moaenu

Bbl MOXeTe M3BMEHUTb HACTPOWMKM CYLLLECTBYIOLLIEN NOMNb30BaTENLCKON MOAENNMW.

Haxmute OCHOBHYHO BKInaaky Monb3oBaTenbckas 6ubnuorekxa.

. OTob6pasnTca cnncok cyLlecTayowmnx mogenen. Jllnbo:

— Haxmute Mogenu B nepese HaBuraum, YTobbl 0TOBPa3nTbL CMIUCOK BCEX
mMogenemn, nnoo

— Haxmute Mogenu, 3atem <Tun mogenu> (,El,]'lﬂ TUna Mmoaenun, KOTopyko Bbl
xotute I/I3MeHl/ITb), YTOObI 0T06p33VITb CANCOK Mogenen Bbl6paHHOFO Thna.

Haxxmnte Ha moaenb B cnmcke, KOTOPYH XOTUTE N3BMEHUTb.

BbinonHuTe pegakTMpoBaHmne KOHUrypupyembix CBOMCTB A5 BbIGpaHHON
Mogenu.

Haxmute CoXpaHUTb U3MEHEHMUSI.

YoaneHune nonb3oBaTeNnbCKOU Moaenu

Bbl MOXeTe yaanutb Moferb TONbKO B TOM Clydae, ecrii Ha OCHOBaHWMW 3TON
MOZJENM He co3faHbl HUKaKUe yCTponcTBa.

Haxxmute ocHoBHyto Bknaaky Monb3oBaTenbckas 6ubnuoreka.

. OTob6pasnTca cnncok cylecTayowmnx mogenen. Jllnbo:

— Haxmute Mopgenu B gepese HaBurauum, Ytobbl 0TOBPa3nTbL CNMCOK BCEX
mogenen, nnoo

— Haxmute Mogenm, a 3atem <Tun Mogenu> (4ns TMNa MOAENN, KOTOPYHo
Bbl XOTUTE yAanuTb), 4Tobbl 0TOOPa3nTbL CNMCOK MoAernen BbibpaHHOro
TMNa.

BbinonHuTe ogHO 13 criegyoLwmx gencTeui. Jlnbo:
— [Ns yoaneHus ogHoWM MOAenu HaXkMUTe Ha nNuKkTorpaMmy yaaneHus (8 ) s
paay Ans Mo4enu, KOTopyk XOTUTe yaanuTb, Moo

— Ana yaaneHuna HEeCKOJbKUX MOAenen nocrTaBbTe raryiouky pAag0om C
MoaenamMmun, KotTopble Bbl XOTUTE yOannTb, 3aTeéM HaXMUTe Yoanutb.

Mogaenb yaansietcsl, koraa Bbl ogaeTe koMaHay yaaneHus. MNosasnseTcs okHO
C OTCYTCTBMEM COOOGLLEHWI 1 C 3anpOCOM NOATBEPAUTL KOMaHAY yaaneHus.

3KCI10pTI/IpOBaHVIe OOHOM U HECKONbKUX NONb30BaTesIbCKUX Moaenen

Bbl moxeTe OKCNopTMpOBaThb NOoJfib3oBaTelibCkne Moaenu.

Haxmute ocHoBHyto Bknaaky NMonb3oBaTtenbckas 6ubnuoreka.

MepeiauTe K MOAENU, KOTOPYHO Bbl XOTUTE SKCNOPTMPOBaTh. JINbo:

— Haxmute Mopenu B fepese HaBurauum, Ytobbl 0To6pa3nTb CMCOK BCEX
mogenemn, nudo

— Haxmute Mopgenu, 3atem Tun mogenu (4n1s MoAenu, KOTOPYHO XOTUTe
3KCMOpPTMPOBATh).

BbinonHuTe ogHo 13 criegyowmx gencteni. Jlnbo:

— [ONS 9KCropTa O4HOM MOAENM HaXMuUTe Ha nukTorpammy dkcnopT (& ) B
psay ANS MoAdernu, KOTOPYH XOTUTE 3KCMOPTMPOBaTh, NMBO

— A4 3KCnopTa HECKOJ1bKNX MoAenen nocTaBbTe ranoyky paaom c
MoaenAaMn, KOTopble XOTUTE SKCNOPTUPOBAaTb, 3aTEM HAXMUTE 3KCI10pT.

3KcrnopTMpOoBaHHas Moderb YNaKoBbIBaeTCcs B .zip-haiin 1 oTnpaBnsieTcs B
nanky Afs 3arpysku no ymonyaHuio sawlero 6paysepa.
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MMﬂOpTVIpOBaHVIe OAHOM UJNN HECKONbKUX NONb30BaTesiIbCKUX Moaenen

Bbl moxeTe MMMOPTUPOBATb NOoNb3oBaTebCKkne Moaenu.

1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute AMnopT.

OTKpbIBaAETCS ANMANOroBoe OKHO UMNOpPTa Moaenen.
3. Haxmute O630p. OTKpbIBaETCS ANaNoroBoe okHO OTKPbITh.

4. B ananoroBoM okHe OTKpbITb nepenanTe v BolbepuTe NoMb30BaTesNbCKyo
mogernb UN1 Mogenu Ans MMnopTa, 3ateM HaxMutTe OTKPbITb.

5. B ananorosoM okHe UMnopTupoBsaTtb Mogenu HaxxmuTe UMnopT.
6. Mo 3aBepLUeHNM NpoLiecca UMNopTa HaXXMUTE 3aKpbITh.

MmMnopTupoBaHHasa Mogens nnvm Mogenu nosensoTcsa B Gubnmoteke
Monb3oBaTtenbckas 6ubnuoTeka Nog COOTBETCTBYIOLLUM TUNOM
yCTpOWCTBa.

NMonb3oBaTenbckue yctpoucrtsa Modbus

Com’X MOXeT Takke CBS3bIBaTbCSA C NOOLIM CTOPOHHMM ycTporicTBoM Modbus.
Yctponcteo Modbus Takoro Tuna HasblBaeTCs Nofb30BaTENbCKUM NOgYNHEHHBIM
YCTPOMCTBOM nocriegoBatensHon nuHum Modbus.

Com’X MOXeT CBSA3bIBATbLCS C NOMb30BaTENbCKMM NOAYMHEHHBLIM YCTPONCTBOM
nocnegosatensHon nuHMM Modbus gByms cnocobamu:

* HanpsiMyto ¢ Mcrnonb3oBaHMEM COGCTBEHHOIO NOCreAoBaTeNlbHOro NopTa;
* yepes w3 nocnegosatensHon nuHun ModbusTCP/Modbus.

Co3paHue nonb3oBaTenbCKOro noguYMHeHHoro ycrponctea Modbus

Bbl MoxeTe ckoHdUryprpoBaTb 3HEPreTUYecKnii cepeep Ansd obecnevyeHnst cBa3n
C Norb30BaTeNbCKMM NOAYUMHEHHBLIM YCTPONCTBOM B NOCNeN0BaTENbHON TIMHUN
Modbus.

1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute +Co3aaTtb B NEBOW HMXHEN YacTy CTpaHULbI.

OTKprBaeTCFI ananoroBoe okHo Co3paTb nonb3oBaTesIbCKyHO Moaerb.
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3. BeeagwuTe cnefyoLme HacTpOnKK:

MNone

Hactpoiika

Beibpatb TMn mopenu

Bei6epute Modbus RTU unu Modbus TCP.

Cosnatb Moaenb

BbibeprTe 0CHOBY A HOBOW NOMb30BaTENbCKOW MOLENN:
*  HoBasi;
*  HaocHoBe mogenu Schneider Electric;
*  Ha OCHOBE MoNb30BaTENbLCKON MOAENM.

<6a30BbIl TUN MOAEenu>

Ecnu Bbl co3gaeTe HOBYHO NOMb30BaTENbCKY0 MOAESb Ha OCHOBE
cywectBytowen mogenu Schneider Electric unu
nonb30BaTeNbCKON MoAenu, Belbepute CyLLEeCTBYOLLYIO MOAErb,
Ha koTopol 6asupyeTcsi HoBasi MOAEMb.

HaseaHune mogenu

BBeagnTe HazBaHNe HOBOW NOMb30BATENbLCKON MOAENM UK
nNpMMUTE Ha3BaHWe MO YMOMYaHUIO [IogUMHEHHOE yCTPOMCTBO
Modbus RTU_custom WK IIoguMHEHHOE yCTPOMCTBO CeTHU
Modbus TCP_custom.

3HaueHve npogykTa rno
yMon4yaHuo

BbiGepuTe KOMMYHarbHbIA PECYPC MO YMONMYaHWIO ANt HOBOW
Mogenu.

3HayeHue ncnonbL3oBaHus
no yMmon4yaHuto

Bbl6epMTe 3Ha4yeHue no ymonyaHuo ana cnocoba
NCNOMNb30BaHNS HOBOW MOgENW.

4. Haxmute Co3pgaTthb.

[dnanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCH CTPaHMLA XapakTePUCTMK
CO34aHHOW NOMb30BaTENbLCKOM MOAENN ANS HACTPOWKU HavanbHON

K

OoHdUrypaumn.

OnpepeneHne Nnosnb3oBaTeNIbCKOro nog4ynHeHHoro ycrpouctea Modbus

Mocne co3gaHnsa Moaenu Nonb3oBaTenbCKoro NoagvYMHeHHoro ycrponctea Modbus
Heob6xoaMMo 3aBepLUNTL ee onpeaerneHune Bo Bknagke Nonb3oBatenbckas

onon

UoTeKa.

[nsa paHHOM Npouenypbl HEOBXOAUMO HanMyne co3aaHHON NOrb30BaTENbCKOM
Moaenu.

1. Bb|6ep|/|Te HOBYO MOA€esNb B peBOBMOHOM MEHHK MOAENEeN, 3aTeM HaXMUTE
pacKkpbiBaoLweecda MEHIO MoaunHeHHOE yCTpOﬁCTBO.

2. BbibepuTe Nopsigok CUMTBIBAHUS B packpbiBatoLlemcs cnvicke NMopsagok

crnegoBaHusi 6anuToB.

OTa HacTpolika onvcbiBaeT NoPsAoK PEMMCTPOB, KOTOPbIN AOMKEH
Mcnonb3oBaTbes, Korga nepeMeHHas popMatupyeTcs ¢ 6onee yem 1
PerucTpom.

MpumeyaHue: Nopsigok cnegoBaHnsi 6anToB 3aBUCUT OT YCTPONCTBA U
OOImKeH Bblbmpatbes B HacTponkax Com'X. Hanpumep, PM700 - ato
obpaTHbIn nopsagok 6anTtos, a PM800 - aTo npsimon nopsgok 6anTos.
HacTpovika nopsigka cnegoBaHusa 6aiToB HE UCMONb3YETCS, eCnn
nepemeHHble opmaTmpyroTces ¢ 16-6UTHBIMM permcTpamu.

3. Haxmunte HoBbIN Kagp.

Mpumepbl pernctTpa nonb3oBaTenbCKkoro segomoro ycrponcrea Modbus

Homep YreHue/ Macwur.

Pernctp peructpa 3anuch MHOXMUTENb EavHnua ®opmat WUHTepBan OnucaHue

1037 1 Y x1 kBT INT +/-0...32767 CymmapHas
aKTuBHas
MOLLIHOCTb

1041 1 Y x1 KBAP INT +/-0...32767 CymmapHas
peakTvBHas
MOLLIHOCTb
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Homep Yrenne/ Macwr.
Peructp perucrpa 3anuchb MHOXUTENb EanHnua ®dopmart WHTepBan OnucaHue
1049 1 Y x1000 Het INT -1000...1000 CyMMapHsbin
KO3 prLUneHT
MOLLHOCTM
1054 1 Y x10 My INT 0...4000 YacToTa
cUcTEMBI

Mpun YTEeHUN LOKYMEHTALUN HA YCTPOWCTBO NPEACTaBNsAETCs, YTO BCe
nepemMeHHble MOXHO cunThiBaThb € 1 kKagpom pernctpoB (kog dyHkumm 03),
HauyuHas ¢ pernctpa 1037 n 3akaHumBas peructpom 1054 (otcuet = 18).

MocTpekBusnTbl: MNMepengute k pasgeny «CosgaHune kagpa Modbus» ons
onpeaeneHns HOBOro Kaapa.

Co3paHue kagpa Modbus

[ns ynyyweHns nponsBoaMTENbLHOCTU MOXHO NPUBA3aTb HECKOMNBLKO NEPEMEHHbIX
K OAHOMY Kazpy.

B npotokone Modbus o6mMeH aaHHbIX onvcbiBaeTcs kagpamu. Kagp aensertcs
3anpocoM Ha NpoYTeHNe MaccuBa nocregoBaTenbHbIX NepeMeHHbIX. Heckonbko
KagpoB MoryT 6bITb HeOBXoANMbI ANS [OCTYNa KO BCeEM NepeMeHHbIM YCTPONCTBA.
YUTo6bl NOBLICUTL MPON3BOAUTENBHOCTb, YMEHbLLLMTE KONTMYECTBO KaapoB
HanoXeHMeM HeCKONbKUX NePEMEHHbIX Ha OOUH U TOT e Kaap.
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1. MNpu HaxaTum Ha HoBbIM Kagp NosIBNSIETCA HOBasi CTPOKa C HACTPOMKamu Mo

YMOYaHuio.
Model name* |Modbus RTU_Custom
Default value of commeodity* | Electricity
Default value of usage* | Main meter
~
Endianness” | BigEndian
Function code Starting address Item count Slave offset
FCO03: Read holding registers v 0 | 10 | Number v 0 Edit frame Remove frame
New frame o @ o O e
Mo3u-
uus Nms OnucaHue Onuuu
A Kog dyHkumm YkasblBaeT TUnbl *  FCO1: obmoTkM
3anpocoB Ha YTeHue, (mMaccumB BbIXOAHbIX
KOTOPbIA MOXET WIN BHYTPEHHUX
BbINOMHATb 6uTOB)
3HEepreTnyecknii cepeep. « FCO2: AMCKpeTHbIl
BXxof (MaccvB
BXOAHbIX OUTOB)

+ FCO03: peructpsbl
XpaHeHus (Maccus
BbIXOAHbIX Unn 16-
BUTHBIX BHYTPEHHUX
perucTpoB)

* FCO04: BxoaHble
permcTpbl (Maccvs
16-6UTHBLIX BXOAHbIX
permcTpos)

B HavanbHbI agpec Yka3blBaeT agpec. 0-65535(1)

C CueT nosuuui YKka3blBaeT uncno * 1-1000 gnsa koga
3ANeMEeHTOB, KOTOopble dyHkuumn FCO1 nnu
COAEPXUT Kaap. FC02

* 1-125 ans koga
dyHkuun FCO3 mnu
FC04

D Howmep YkasblBaeT TUn + byneBa
MHpopmMauun, kotopas nepemeHHas ons
oTobpaxaeTcs Ha JaHHOM koga dyHkuun FCO1
Kagpe. unu FC02

» bynesa
nepemMeHHas ans
koga dyHkuumn FCO3
unu FC04

E PepaktnpoBatb kagp OnucbiBaeT NnepeMeHHble | —

[aHHOro kagpa.
(MmeeTCA cmelLeHne Mexay HOMepPOM 1 agpecoMm permctpa. Homepa permctpos MOXHO
HaWTN B JOKYMEHTaLun Ha YyCTPOUCTBO.

2. TMo 3aBepLueHM o6aBNeHNs U KOHPUIYPUPOBaHUA HAacTPoekK Kaapa
HaxkMuTe COXPaHUTb U3MEHEHUS.

Co3paHue nepemMeHHbIX Modbus

B pamkax onpegeneHunsi nonb3oBaTenbCkoro BegomMoro ycrponctea Modbus Bam
notpebyetcsa HacTponTb nepeMeHHble Modbus, cunTeiBaemble kagpom Modbus.
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1. HaxmuTte PegaktupoBaThb Kaap.

MosaBnsieTca gnanoroBoe OKHO, KOTOpOE No3BOJIAET BaM HaCTpPOUTb KaXXayto

NepeMeHHYH.
Digital frame item description
Function code
Name Format Blsireglstey Factor Offset Invalid value Unit
address
Active Power ¥ | INT16 M 1 0 0x800| kw ¥ || Remove item
New item
OK
1 ! ! 1

2. Haxmute HoBas no3numsa ang cosgaHns HOBOW NepeMeEHHON U 3anofnHnTe
pasnuyHble nons:

Mone OnucaHue KommeHTapun

Mma n eamHnua [Mo3BonseT BbIOpaThb NMsi Bbl MoxeTe BbibpaTh

namMepeHus nepeMeHHON 13 cnucka UMeH. «Monb3oBaTenbckoe» B
Mmsa nepemeHHon onpegenset packpblBatoLLEeMCH CNUCKe 1
[OCTYMHblE BApUaHTbl e4UHULL BBECTW HOBYIO TEKCTOBYH CTPOKY
N3MepeHus. ONsi NONs UMEHU 1 Nonst
edVHULbI U3MEPEHNSI.
dopmat YkasblBaeT hopmat AaHHOro JocTynHbl pa3nuyHble dopmarthl,
yucna. Kak ornucaHo B Tabnuue Huxe.

MepBbIi agpec YkasbIBaeT nepBbIii HOMep
peructpa perucrtpa.

Homep peructpa gomkeH
OTHOCUTbLCS! K AManasoHy kaapa.
Ecnu dhopmart cogepxut 6onee 1
perncTpa, HacTpolika NpoBepSIET,
4yToObI MOCNEOHWUIA pervcTp,
MCMOMb3yeMbli Npn 3TOM
N3MepeHnn, Haxoaurncs BHyTpU
cogepxvmoro kagpa.

KoadhdpuumeHT OtobpakaeMoe usmepeHue =
(nepegaBaemoe 3HaveHue x

KO3 PULMEHT) + CMELLEHNME.

OTobpaxkaeMoe u3aMepeHue - aTo
3HayeHue, NokasbiBaemMoe B
Tabnuuax nsmepeHui.
MepenaBaemoe 3HayeHue - 3To
n3mMepeHue, BbINoSIHEHHOE
CYETYMKOM.

CwmelleHne

HepevictBuTenbHoe YKkasbIBa€eT, YTO NepegaBaeMoe -
3HaveHune 3HaYeHWe HeeNCTBUTENbHOE.

3. lo 3aBepLueHnn gobGaBneHns 1 KOHPUrypMpoBaHMsa HacTpoek kagpa
HaxkmuTe OK, 4TOObI 3aKpbITh AMANOroBOE OKHO, 3aTeM HaxxMUTe CoOXpaHUTb
M3MEHEHMUSI.

Tabnuua onucebiBaeT 4OCTYMNHbIE hopMaTbl:

Ucnonb3oBaTb
HaCTPOWKy
«Mopspok
MuHumanbHoe | MakcumanbHoe | crnegoBaHUA
®opmar OnucaHue 3Ha4YeHue 3Ha4YeHue 6anToB»
INT16 1 peructp co -32768 32767 Het
3HaKOBbIM
LenbIM YUCroM
UINT16 1 pernctp c 0 65535 Het
MONOXWTENb-
HbIM LienbIM
yncnom
INT32 2 peructpa co -2147483648 2147483647 Oa
3HaKOBbIM
LienbIM YnucrioM
UINT32 2 peructpac 0 4294967295 Oa
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Ucnonb3oBaTtb
HaCTPOWKY
«Mopspok
MuHumanbHoe | MakcumanbHoOe | cnefoBaHuUA
®opmat OnucaHue 3HayeHune 3HavyeHune 6anToB»
NOSIOXUTENb-
HbIM LienbIM
yncrom
FLOAT32 2 perucTtpa co —-1E-10 +1E-10 Oa
3HaKOBbIM
3Ha4YeHneM c
nnasatoLLen
TOYKON,
KOAMPOBaHHbIM
cornacHo
cTaHgapty
IEEE754
UINT32_ 2 pernctpa c 0 99999999 Ha
MOD10K NoNoOXUTENb-
HbIM LenbIm
yucnom ot 0 go
9999
INT64 4 peructpa co -2 ("63) -2 ("63)-1 Ha
3HaAKOBbIM
LenbIM YACrioM
UINT64 4 peructpa c 0 -2 ("63)-1 Oa
NONoXUTENb-
HbIM LenbIm
yncriom
UINT64_ 4 peructpa ¢ 0 9999 999 999 Ha
MOD10K NonoXnTenb- 999 999
HbIM LenbIM
yucnom ot 0 go
9999

NMonb3oBaTenbckoe yctpouctso Modbus

Mocne co3gaHusa nonb3oBartenbckoro yecrponictea Modbus B Monb3oBaTenbckomn
6mnonuoTeke Bbl MOXeTe J0D6aBUTL Er0 K CBOEWN CETU Tak e, Kak Jobasnsaercs
nto6oe ycrporicteo Modbus.

HobaBneHune nonb3oBaTenbcKkoro ycrponctea Modbus ocyulectensieTca nmbdo
nyTem obHapyXeHusi MOAKITHYEHHbIX YCTPONCTB, Mo AobaBneHnem ycTponcTea

Modbus Bpy4yHyto.

Bnuskue Tembl

+  OGHapyxeHue NOAKIYEHHBIX YCTPOWCTB

* PyuHoe pnobaeneHune yctponctea Modbus

NMonb3oBaTenbCcKasa MmoAerib cHeTUYMKA nMnynbcoB

Bbl MOXxeTe co3aaTb Nonb30BaTENbCKUN CHETUNK MMnNynbCcoB.

YUTto6bl co3gaTh UHOUBMAYANBHBIN CHETYMK MMIMYMBLCOB, BBEAUTE
nornb30BaTeNbCKMe HAaCTPOWKN OIS CNEQYIOLNX XapaKTEPUCTUK UBMEPEHUIA:

*  3nemeHT oTcyeTa

« EpuHuua otcuerta

* PacxogomepHbIv gaTumk

* eOuHMUa pacxoaa.

CospgaHue nonb30oBaTeIbCKOro cYeTyYmKa nvnynbcoB

Bbl MOXeTe co3gaTb NOSIb30BaTENbCKUIN CHETUUK MMnNynbCoB NyTeM BBOAA
Nnonb30BaTENIbCKUX HACTPOEK.
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Monb3oBaTenbckas bubnnoteka Com’X 210

1. HaxmwuTe ocHoBHy'0 Bknaaky Monb3oBaTenbckasa 6ubnuoreka.

2. Haxmute +Co3aaTthb B NIEBOM HWXKHEN YaCTW CTPaHULbI.

OTKprBaeTCFl ananoroBoe okHo Co3paTb nonb30BaTesIbCKYy MmoAesb.

3. BBeawute criegytouime HaCTPOUKN:

Mone

HacTtpoiika

Bbibpatb TN Mmogenu

Bbibeprte CyeTUMK UMNynbLCoB.

Cosgatb moaenb

BbibeprTe OCHOBY ANt HOBOW NOMb30BaTENBLCKOW MOAENMN:
*  HoBas;
e  HaocHoBe mogenu Schneider Electric;
*  Ha OCHOBE MOoMb30BaTENbLCKON MOAENu.

<6a30BbIi TUN MOAenu>

Ecnu Bbl co3gaeTe HOBYHO NONb30BaTENbCKYO MOAENb Ha
OCHoOBe cyLecTByloLen mogenu Schneider Electric unm
Nnonb30BaTENbCKON MOAENU, BbIGEPUTE CyLLLECTBYIOLLYIO
Mofenb, Ha KoTopon 6a3vpyeTtcsi HoBasi Moferb.

HaseaHune mogenu

BBe,que Ha3BaHVe HOBOW NOMNb30BaTENbCKON moaenu nnu
npumMnTe Ha3BaHWe No YMONYaHUIO0 Cue TUnK UMITYJIb COB_
custom.

3HayeHue npoaykTa no
yMos4aHuo

BbibGeprTe KOMMYHanbHbIN pecypc No yMon4aHuio Ans
HOBOW Moaenu.

3HaueHue ucnonb3oBaHWs No
yMOn4yaHuo

BbibepuTe 3HaveHne no ymonyaHuio aAns cnocoba
MCMOMb30BaHNsA HOBOW MoJenu.

4. Haxmute Co3paTthb.

[ranoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCS CTPaHULA XapakTePUCTUK
CO3[aHHOW NONb30BaTENbCKOM MOAENN ANA HACTPONKM HaYanbHON

KOHdbUrypaumm.

5. CKoHGUrypupymnTe xapakTepucTukmn anst Co3gaHHOM Nonb30BaTENbCKON
MoZenu CHETYMKA MMMYNbCOB.

XapakTepuCTuKM U3MepeHUIA BKIOYatoT criegytoLee:

Mone

OnucaHue

OnemeHT cyeTa

Bbl6epVITe SNIEMEHT U3MepeHnsa N3 cnmcka nnum
BblﬁepI/ITe Monb3oBaTenbCKUN 1 BBEOUTE
cobcTBeHHOEe Ha3BaHuWe B none NMonb3oBaTenbCcKu
ANeMeHT cyeTa.

EnnHnua otcyeta

BbibepuTe eauH1LYy n3MepeHnst n3 cnucka nnm
BblbepuTe Monb3oBaTenbCckum 1 BBEAUTE
cobcTBeHHyto eanHuLy B none Monb3oBaTenbckas
eAMHMLa cyeTa.

Bec umnynbca

CueT4UK UMMYNbCOB YBENUUMBAET NOKa3aHWe Ha 3To
3HAYEHVE Kaxabli pa3, korga NpUHUMaeTCs UMMYbC.
Cnu1cok orpaHN4nBaeTCst 3Ha4eHUsIMU, KOTopble
COOTBETCTBYIOT BbIGPAHHOMY TUMY CHETUMKA.

BepxHuii gnanasoH

Onpepensier, Koraa CYeTYMK akTUBHOW SHeprum
cbpacbiBaeTcsi Ha HOMb.

PacxogomepHbIn anemeHT

BbiGepurTe anemMeHT noToka 13 cnucka unm BolbepuTe
Monb3oBaTenbCKU 1 BBEaUTE COGCTBEHHOE
Ha3BaHwue B nosne Monb3oBaTenbCcKUin
pacxoaoMepHbINA 31IeMEHT.

EnunHuua pacxopa

BriGepuTe eanHMLy noToka 13 cnucka unm BolbepuTe
Monb3oBaTenbCKkuii U BBeAWUTE COGCTBEHHYH €AMHULY
B none Monb3oBaTenbckas eAUHULA pacxoaa.

Tabnuua namepeHun

BbibpaHHble XapaKTepUCTMKN N3MEPEHUI, B TOM YNCIe 3afiaHHble NoMnb3oBaTenem
XapaKTepUCTUKN, OTODpaxatoTcst B Tabnuue n3aMepeHui.
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Nonb3oBaTenbcKaa MmoAenb cyeTyYMKa nmnynbcoB KYZ

B nonb3oBaTtensckon Mogenu cuetymka nmnynscoB KYZ ecTb 3aMblkaHne Cyxoro
KOHTaKTa, KOTOPOEe N3MEHSIET COCTOSIHUE KaXKAbIN pa3, Koraa yBennMymMBaeTcs
nokasaHue cyeT4ymKa.

Com'X O6Hapy>Kl/IBaeT N3MEeHEeHne COCToOAHNA, N NMOKa3aHne cHeTHNKa
yBENMM4nBaeTCA Ha BEJTMYNHY BECaA UMMNYIbCa.

Kaxgpbii BapnaHT Nornb30BaTenbCcKoro cyeTymka nmnynscos KYZ Heobxoanmo
HanpsAMyto NoAKMYaTh K uudposbiM Bxogam Com’X.

XapakTepucTUKN namepeHuun

CyeTyuK UMKnoB

Monb3oBaTtenbckas Mogenb cyeTynka uMnynbcoB KYZ npeacraBnsaeT Takue xe
XapakTepuCTUKN N3MepeHUr n anemeHTol Tabnuubl U3MepeHun, kak onmcaHo
B pasgene «Co3gaHue nonb3oBaTeNibCKOro CHETYMKa MMMYSIbCOBY.

XapaKkTepuCTuKM U3MepeHUi BKIHoYatoT credytoLlee:

Mone OnucaHue

OnemeHT cyeTa BbibepurTe aneMeHT n3MepeHns U3 cnucka unu Bbibepute
Monb3oBaTenbCKU 1 BBeauTe COGCTBEHHOE Ha3BaHWe B nosie
Monb3oBaTeNnbCKUIM 3NIEMEHT cyeTa.

EavHnua oTcyeta BbiGeprTe eauHULY M3MEepeHUs U3 cnncka unu Belbepute
MNonb3oBaTenbLCKUi 1 BBeAUTE COGCTBEHHYIO EAUHMLY B Mone
Monb3oBaTenbckasa eauMHMLA cYeTa.

Bec nMnynbca CueTumk MMNynNbCOB yBENMNYMBAET NOKa3aHMe Ha 3TO 3Ha4YeHune
KaXabli pas, korga npuHMMaeTca nMmnynbe. Cnimcok
orpaHu4nBaeTca 3Ha4eHNAMU, KOTOPble COOTBETCTBYIOT
BblﬁpaHHOMy TNy CHETYUKaA.

BepxHuii guanasoH OnpepenseT, Korga cHeT4YMK akTUBHOWM 3Heprumn copackiBaeTcs
Ha HofMb.
PacxogomepHbliii anemeHT BbiGepuTe anemMeHT noToka 13 cnucka unu BoelbepuTe

MNonb3oBaTenbCkui 1 BBeAWTe COOCTBEHHOE Ha3BaHVe B Mone
Monb3oBaTenbCKUI pacXofoOMepPHbIN 3NIeMEeHT.

Eavunua pacxoga BbiGepuTe eauHULy NoToKa 13 cnucka unu Belbepute
MNonb3oBaTenbLCKUi 1 BBeaUTE COGCTBEHHYIO €AUHMLY B rone

Monb3oBaTenbcKas eAnHULIA pacxoaa.

Ha naHHOM 1306paxeHnn nokasaHo pasnuyme Mexay cHeTyMkoM umnynecos KYZ
M CTaH4apTHbIM CHETYMKOM MMMYNbCOB (Bec uMnynbca = 10):

10 20 30 40
Index counter ; : , .
| | | |
! ' | '
! ' | '
KYZ pulse mefer co—
I | I |
| | | |
| ' ' |
standard puise MELEr  se— —I _l —l
|
-
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NMonb3oBaTenbcKasa moaesrib OCHOBHOIO n3mMepuTesibHoro

yCcTpoOMCTBa

MNonb3oBaTenbckasa Mogenb OCHOBHOIO N3MepuTenbHoro yCTpOVICTBa COCTOUT U3
OBYX MMNYINbCHbIX BbIXOA0B U YeTblpeX ynpaBrdarLWnX BbIXOO0B.

Bbl MoXeTe co3aaTb MHANBUAYarnbHOE OCHOBHOE U3MepUTENbHOE YCTPONCTBO
BBeeHVeM crneLmarnbHbIX HAaCTPOeK AN CMeayoLWNX XapakTepucTuK nsMepeHuii
KaXKZoro 13 ABYX UMMYIbCHbIX BbIXOAOB:

* [logcyet anemeHTOB

* EpuHuua nogcyeta

+ PacxogoMepHbI gaTymnk
+ EpawmHuua pacxopa.

XapaKTepuCTUKN CUrHaMOB YEThIPEX YNPaBMSOWMNX BbIXOAOB NPEACTaBNsAT Takue
Xe BapuaHTbl KOHUrypaumm, kKak CTaHAapTHOE OCHOBHOE M3MepUTENbHOE
ycTpouncteo Schneider Electric.

Co3paHuMe Nonb30BaTeNIbCKOro OCHOBHOIO CYeTYMKa

Bbl MOXeTe co3gaTtb UHAMBUOYaNbHOE OCHOBHOE N3MEPUTENBHOE YCTPOMCTBO
BBEEHMEM creLmanbHbIX HACTPOEK ANS BbiOPaHHbIX XapakTEPUCTUK U3MEPEHIA
Ka)kaoro 13 AByx MMNYNbCHbIX BbIXOA0B.

1. HaxmuTe ocHoBHyt0 Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute +Co3aaTtb B NNEBOI HWXKHEN YaCcTW CTPaHULbI.
OTkpbIBaeTCs gnanoroBoe okHo Co3aaTb NOSIb30BaTENbLCKYH MOAENb.

3. BeeguTe cnegytoLme HaCTpOMKK:

Mone HacTpouika
Beibpatb TMN mopenu BbibeprTe OCHOBHOM CHETYMK.
CospaTtb Mogenb Bbi6epyiTe OCHOBY A5t HOBOW NOJb30BATENLCKON
mMogenu:
*  HoOBas;

*  Ha ocHoBe mogenu Schneider Electric;
*  Ha OCHOBE MONb30BaTENbCKOW MOAENN.

<6a30BbIN TUMN moaenu> Ecnu Bbl co3faeTe HOBYHO NONb30BaTENIbCKYO MOoAeErb
Ha OCHOBe cyluecTBytoLLen mogenu Schneider Electric
UV Nonb30BaTeNbCKoW Mogenu, Bolbepute
CyLLeCTBYIOLLYIO MOAENb, Ha KOTopon 6asnpyeTtcs
HOBasi MOAEnb.

HassaHne mogenu Beeaute HasBaHWe HOBOW NOMb30BATENLCKON Moaenu
WINU NPUMUTE Ha3BaHME MO YMONMYaHUK OCHOBHOE
VSMEPUTEJIBHOE yC’I‘pOIZCTBOicLlStOm.

3HaueHue npoaykTa no ymon4yaHuio | BbibepuTe KOMMyHanbHbIM pecypc No yMonvaHuio Anst
HOBOW Mogenu.

3HayeHne ncnonb3oBaHus No BbiGepuTe 3Ha4eHue No ymonyaHuio 4ns cnocoba
YMOIYaHuio MCMonb3oBaHWs HOBOW MOAENMN.

4. Haxmute Co3parthb.

[nanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCS CTPaHMLA XapakTepuUcTuk
CO34aHHOW NoMb30BaTeNbCKOM MOAENN ANS HAaCTPONKN HaYasibHON
KOHcpurypavmu.

XapakTepucTuKu usmMepeHuin U CUrHaroB OCHOBHOIO CYeTYMKa

OcHOBHOE M3MepuTernbHOE YCTPOMCTBO MMEET MOMb30BaTeNbCKNe HacTPOMKK
XapaKTEPUCTUK M3MEPEHMI KaxOoro 13 ABYX MMMYMNbCHBLIX BIXOAOB U TaKMe Xe
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OHepreTuyeckuii cepsep Com'X 210

XapaKkTepucTnkn cCurHana, Kak 1 ctraHgapTtHoe OCHOBHOE N3MeEpPUTESIbHOE

YCTPOMWCTBO.

Kaxxabli MMNynbCHBIN BbIXOA, MPEACTABSIET CNeayoLmne XxapakTepUCTUKN

N3MepEHUA:

Mone

OnucaHue

AneMeHT cyeTa

BbibepuTe anemMeHT uamepeHus u3 cnucka unm eoibepute
MNonb3oBaTenbCKUI 1 BBeanTe COOBCTBEHHOE Ha3BaHve B rnone
Monb3oBaTenbCKU 3NMEMEHT cyeTa.

EavHuua cueta

BbibepuTe eanHuLy nsamepeHunsi n3 cnucka unu Boibepute
Monb3oBaTenbCKUN 1 BBEAUTE COOCTBEHHYIO eAuHMLY B rnose
Monb3oBaTenbckaa eAuHULA cyeTa.

Bec umnynbca

CyeTurK MMMNYNbCOB YBENUYMBAET NOKa3aHWe Ha 3TO 3HadYeHue
Kaxabll pa3, koraa npuHUMaetcs umnynbsc. Cnncok
OrpaHUYMBAETCS 3HAYEHUSIMU, KOTOPbIE COOTBETCTBYHOT
BbIGpaHHOMY TUMY CHETUMKA.

BepxHui gnanasoH

OnpepenserT, Koraa CHeTYMK aKTUBHOWM 3Heprumn copacbiBaeTcs
Ha Hofb.

PacxopgomepHbIiin aneMeHT

BbibepuTe pacxogoMepHbI AanemMeHT U3 cnucka unm BelbepuTe
MNonb3oBaTenbCKUM 1 BBeaWTe COOCTBEHHOE Ha3BaHVe B Mone
Monb3oBaTenbCKUIN aNeMeHT pacxoaa.

EavHuua pacxoaa

BbibepuTe eguHMLy pacxoga n3 cnucka unm soibepute
Monb3oBaTenbCKUN 1 BBEAUTE COOCTBEHHYIO eAuHULY B Mose
Monb3oBaTenbckas eAUHULIA pacxoaa.

Kaxgbin ynpaensaowmnn BeiIxod nNpeacTaBnseT cneayoLlme XxapakTepucTukm

CUrHaoB:

Mone

OnucaHue

CUrHanbHbIN 31IeMEHT

BeeauTte nmsa gaHHoro curHana unv NnpuMmTe UMS no
ymonyaHuio CocTosiHme BbIXoAa N, rae N NpefcTasnseT HoMep
curHana (ot 1 go 4).

3Ha4yeHue gnsa 0

BBeguTe coctosiHne, cBsi3aHHOEe co 3HaveHunem 0. Mo
ymonyanuio BbIKI.

3HauyeHue gnsa 1

BBeguTe cocTtosiHMe, cBA3aHHOE COo 3HayeHnem 1. o
ymonyanuto BKI.

Tabnuua namepeHun

Bbl6paHHbIe XapaKTePUCTUKN |/|3mepeH|/|l7| 1 CUrHarnos, BKI1to4aa 3agaHHble
nonb3oBartenieM XxapakTepUCcTukun ona MMnynbCHbIX BbIXOA0B, OTO6pa)KaIOTCF| B

Tabnuue nsmepeHui.

Monb3oBaTeNnbLCKOe OCHOBHOE N3MepuTenbHoe yCTpOVICTBO

Mocne co3gaHus Nonb3oBaTenbCKoM MOAENN OCHOBHOMO N3MEPUTENbHOIO
yCTponcTBa BO Bkragke Monb3oBaTenbckasa 6ubnnoTeka Bl MoXxeTe 406aBUTb
npvMepbl 3TOro NosbL30BaTENLCKOr0 OCHOBHOMO U3MEPUTENBHOMO YCTPOWCTBA Ha
BKknaake HacTtponku ycTponcTs.

I'Ile nobaBneHnn Nonb3oBaTeNbCKOro OCHOBHOMO N3MepUTENbHOro yCTpOVICTBa
ABa MMNYInNbCHbIX BbIXOAa aBTOMaTU4YeCKM NOAKITHOHaTCA K BbllleCcToALLEeMY
yCTpOIZCTBy. Bbl MOXeTe NoaKkni4nTb YeTbipe ynpaBnAarnwmx Bbixoaa, Kak onncaHo
B pasgene «[NogkntodeHne CTaHAapTHOro OCHOBHOIO N3MepuTeribHOro

ycTponcTBar.

MopkntoyeHne cTaHAapPTHOroO OCHOBHOIO U3MEPUTENTIbLHOIo YCTPOUCTBA (OCHOBHOE
M3MepuTesibHoe YCTPOMUCTBO)

Bbl MOXeTe NoaKnio4vnTb ynpasnsaowime BbiXoabl N3 pacKpbiBaroLLEroca MeHIo
CBOWCTB CTaHOapTHOro 0OCHOBHOIO M3MEPUTENTIbHOIO yCTpOI?ICTBa.

1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTponcTBa.
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BbibepuTe OCHOBHOM CYETUMK B APEBOBNAHOM MEHIO YCTPOWCTB.
Beibeprte UMnynbcHbIN Bbixoa 1 B packpbiBatowemcs MeHio CBoMcTBa.
BoibepuTe konnyecTBo LUMAPOBLIX BbIXOAO0B B packpbiBalOLLEMCH CINCKE.

MosTopuTe Wwarn 3 u 4 ons cBOMCTB onumu VIMNynbCHbIN BbIXog, 2.

2 T

Haxmnte CoxpaHUTb M3MEHEHMUS.

MNoaknioyeHne cTaHAapPTHOro OCHOBHOIO MU3MEPUTENIbHOIO YCTPOMUCTBA (BblLecTosALLee
YCTPOUCTBO U3MepUTeribHoe YCTPOUCTBO)

Bbl MOXeTe nogkniovnTb ynpasnawwme Bbixogbl N3 obnacTtu cBoncTe
BblLLUECTOALLETO YCTpOI7ICTBa.

1. HaxmuTe ocHOBHYtO Bknagky HacTpomku ycTponcTea.
BoibepuTe BbilecTosiLLee YCTPONCTBO B APEBOBUAHOM MEHIO YCTPONCTB.

BonauTe B packpbiBatoLeecs MeHto LindpoBkie n aHanorosble BXoAbl.

B w N

Bbl66pI/ITe Ha3BaHWe OCHOBHOIO c4eT4YMKa B pacKpbliBarloLLleMCA Crincke
YcTpoucTBo.

5. BbibepuTe ynpaBnsoLwuin BbIxoa, KOTOPbIA AOMMKEH NOAKYaThCs, B
packpbiBatoLemcs crnvcke Pasbem.

6. Haxmnte CoxpaHUTb NU3MEHEHMUS.

[peBoBNOHOE MEHIO YCTPOWCTB NOKAa3bIBAET, YTO CTAHAAPTHbIN OCHOBHOM
CYETYMK NOAKITYAETCA K AOMONHUTENBHOMY LIMOPOBOMY BXOAY.

Monb3oBaTenbLCKU KOHTAKTOP UM UMNYJIbCHOE pere

MopgkntodeHWe KOHTaKTopa U MMNYNbCHOMO perne K LMdpoBoMYy BXoay NO3BonseT
KOHTpOnMpoBaTb COCTOsIHME Bbixoga. CUeTunk paboTaeT, Koraa KOHTaKT 3aMKHYT.

Co3pgaHue nonb3oBaTesibCKOro KOHTaKTOpa ninn nMmnysnbCHOro pere

Bbl MmoXxeTe co3gaTb HOBYIO MOA€ESb NOJ1b30BATENIbCKOIo TUNOBOIro CHETYMKA
MMNynbCoB.

1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute +Co3aaTtb B NEBOM HMXXHEN YacTy CTPaHULbI.

OTKprBaeTCH Awnanoroeoe okHo Co3aaTtb nonb30BaTeNIbCKyH0 Mmoagelb.
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3. BeeagwuTe cnefyoLme HacTpOnKK:

Mone HacTtpoiika
BbiGpatb TMn Mogenu Bbi6epute nubo KoHtakTop, nn6o UmnynbcHoe pene.
CosgaTtb mogenb BriGepuTe OCHOBY A1t HOBOW MONMb30BaTENbCKOM
mopenu:
* HoBas;

» Ha ocHoBe nonb3oBaTenbckon moaenu

<6a3oBbIN TMN MoAenn> Ecnu Bbl co3gaete HOBYHO Nonb3oBaTeNbCKyO Mofdenb
Ha OCHOBE CYLLECTBYIOLLEN NONb30BaTENbCKOVM MOAENN,
BblOepuTe CyLLECTBYIOLLYIO MOAENb, HA KOTOPOWN
basupyeTcsi HoBasi MoZernb.

HaseaHuve mogenu BBeauTe Ha3BaHMe HOBOW NOMNb30BaTENLCKOM MOAENY
U1 NpUMUTE Has3BaHME MO YMONYaHU0 KOHTaKTop
custom WIN My ik CHOEe peJjie custom.

3HaueHue npogykTa no ymonyaHuto | BbibepuTe KOMMyHanbHbIN pecypc No yMOnYaHuio Ans
HOBOW Modenw.

3HauyeHue Mcnonb3oBaHus no Bbl66pVITe 3Ha4YeHne no ymon4aHuio ansa cnocoba
ymMon4yaHuo MCMNONb30BaHUS HOBOW MOAENM.

4. Haxmute Co3paTthb.

[nanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCSA CTPaHMLA XapakTepUCTUK
CO34aHHOW MONb30BaTENbLCKOM MOAENW AN HAaCTPONKN HaYarbHON
KOHurypaumm.

5. CKOHUrypmpymnTe XxapakTepucTukn M3MepeHnin KOHTaKTopa unm
NMMYNbCHOIO pene.

XapakTepucTuku nsmepeHunn

Mone OnwucaHue

CurHanbHbI anemMeHT BBeaguTe KOHTPONUPYEeMbI ANEMEHT UMK NPUMUTE
CocTosiH1e BbIXoAa No YMOMYaHUIo.

3HauyeHue ans 0 BBeguTe cocTosiHWe, npeacTaBneHHoe 3HaveHvem 0,
unm npummTe no ymonyaxuto BbIKI1.

3HaveHne gns 1 BBepnuTe cocTtosiHne, NpeacTaBneHHoe 3HavYeHnem 1,
unu npummnTe no ymonyanuio BKJI.

Mo yMonyaHuio nsmepeHns 3anucbiBatoTCs B KypHan n nyormKyloTCa B XOCTOBYHO
nnarcopmy.

NMonb3oBaTenbcKasa moaesib aHanoroBoro gaTymka

Kaxxgas nonb3oBaTtensckas MOLenb aHarnoroBoro Aarymka KOHTPONUpYyeT OfHy
TOUKY.

Com'X npegnaraet ABa WwabnoHa aHanoroBbIX 4aTYMKOB:
e 4..20mA
- 0..10B

Bkl MOXeTe co3naTb nHanBnayanbHyO MO4Eeslb aHarioroBoro gat4nMka eeeeHnemMm
cneumnanbHbIX HACTpOEK ANnA crieayrmnx XxapakTepucTuk:

* 3nemMeHT OTCYeTa
* EpguHuua otcyeta

Co3paHue nonb30BaTesfIbCKOro aHanoroBoro Aatynka

Bbl MoxeTe co3gaTtb nHanenayanbHyO MoAes b aHanoroBoro AoaTt4nka BBogom
cneunanbHbIX HACTpOeEK.
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1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTenbckasa 6ubnuoreka.
2. Haxmute +Co3aaTthb B NIEBOM HWXKHEN YaCTW CTPaHULbI.
OTkpbIBaeTCs gnanorosoe okHo Co3paTb NOSIb30BaTeNIbCKYH MOAeNb.

3. BBeauTte HacTpoOMKM Nonb3oBaTENbCKON MOAENN:

Mone HacTtpoika
BbiGpatb TMn Mogenu BbibepuTe nmbo aaTtumk 4-20 mA, nu6o aatumk 0-10
B.
Cospgatb Mogenb BbibepurTe ocHOBY ANt HOBOW MOMb30BaTENbCKOM
Mogenu:
* HoBas
Tvn BeeauTe Ha3BaHMe HOBOW NOMNb30BaTENbLCKOM MoAENu

nUnn NpMMnNTE HaseaHme No ymonyaHuto: nmbo ,EI,aT‘WIK
4-20 MA_custom, Nn60 DaTunk 0-10 B_custom, B
3aBUCUMOCTU OT Bbl6paHHOr0 Tna Mmoaenu.

3HaueHune npogykTa no ymonyaHuio | Bbibepute KOMMyHanbHbIA pecypc No YMOMYaHuio Ansi
HOBOW Mogenu.

3HaueHune UCrnonb3oBaHUS No Bbl6epMTe 3Ha4YeHne nNo ymon4aHuio anqa cnocoba
ymon4yaHuo MCMNonb30BaHWsA HOBOW MOAENMW.

4. Haxmute Co3paTthb.

[nanoroBoe OKHO 3aKpbIBaETCS; OTKPLIBAETCH CTPaHMLA XapaKTEPUCTUK
CO34aHHON NOb30BaTENbLCKOM MOAENN AN HACTPONKN HaYarbHON
KOHdpurypaumu.

5. CKoHurypupymnTe cBOMCTBa AaTumKa.

Kaxgpbin VIMI'IyJ'IbCHbIIZ BbIXO4 nNpeacTaBndeT cneayrune XapaktTepucTtmkm

N3MEPEHUNA:

Mone OnucaHue

OnemeHT BbibepurTe KOHTPONMPYEMbI ANeMEHT U3 cnncka unm
Bbl6epuTe Monb3oBaTenbLCKUn 1 BBEOUTE
cobcTBeHHOE HasBaHwue B none Monb3oBaTenbCKun
3NIeMeHT.

EnvHnua BbibepuTe KOHTPONMPYEMYIO EAMHULLY U3MEPEHUS N3
cnucka unu Boibepute NMonb3oBaTenbLCkum 1 BBEAUTE
COGCTBEHHYI0 €ANHULY U3MEPEHUSI B Nore
Monb3oBaTeNbCKUIA 3NIEMEHT.

HuxHss rpaHyua 3HayeHune, oTobpakaeMoe Kak MUHUMarnbHoe
KOHTPONUPYEMOE 3HaYEHUE.

BepxHsis rpaHmua 3HayeHune, oTobpakaeMoe Kak MakcmarbHoe
KOHTPONMUpPyeMoe 3Ha4YeHue.

Tabnuua namepeHun

BbiGpaHHble KOHTPOSIbHBIE XapaKTepUCTUKK, BKMNOYas 3aaaHHbIe Nonb3oBaTtenem
XapaKTepUCTUKKN, OToBpaxatoTcs B Tabnvue U3mMepeHui.
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OnarHoctnka Com’X 210

O6G30p AMArHOCTUKMK

AwvarHocTuka gaet cratuyeckue aaHHble 0 Com'X 1 NOAKIOYEHHBIX YCTPOMCTBAX.
OHa Takke No3BONSIET BbINOMHATL YTEHWE PEFMCTPOB BPYYHYIO U NPOBEPSITH
COCTOSIHME CBSI3U C NMOAKITHYEHHBIMUY YCTPONCTBAMMU.

CtaTtucrtuka
CTaTuUCcTMKa OTOOpaXxaeT NokasaHus, HAKOMEeHHbIE C MOMEHTa NOCNEAHErO
cbpoca Com'X.

Ecnu npousowno oTtkntodeHne nutaHns Com'X unu napameTpbl ycTponcTaa bbinu
cbpoLLeHbl BcneacTene CMeHbl KOHUIypaLmum unm gpyroro cobbitns, Bce
HaKOMIEHHbIE 3HAa4YeHMs cOpacbIBaOTCA HA HOMb.

MpocMmoTp CTaTUCTUKMN

Bbl MOXeTe npocmaTtpumBaTtb CTaTUCTUKY ceTh unmn Modbus.

1. Haxmute OuarHocTuka.
2. HaxmuTe ogHy u3 cnegyowmnx kateropun:Cetb nnu Modbus.

3. HaxmuTte packpbiBaemoe MEHI0 Af1sl Tpynbl CTaTUCTUKM, KOTOPYIO XOTUTE
npocMaTtpuBarTh.

4. Haxmute OBGHOBUTb, €CNU XOTUTE OOHOBUTL aHHbIE.

MpumeyaHume: Ctatuctuka cetm o6HOBNAETCS NPUMEPHO Yepes Kaxable
10 cekyHa.

COpoc cTaTUCTUKMN

Bbl MOXeTe BbINONHUTL 06poc KaTeropmn CTatTuCTUKN.

1. Haxmute lnarHocTuka.
2. HaxmuTe ogHy 13 cnegytowwmx kateropuii: Cetb unu Modbus.

3. Haxmute Copoc, 3atem HaxkmuTe [la Ansa noareepxxaeHus copoca.
C6bpacbiBatoTcs NnapameTpbl BO BCEX PACKpbIBAEMbIX MEHHO.

Cratuctuka Modbus

[lns Bawero ycTponcTBa AocTtynHa ctatuctnka Modbus.

Mapametp Onucaxue

RS485

MonyyeHHble coobLeHns CyeTumK, yBENMYMBaIOLLMIN 3HAYEHNE NPU KaXA0M MOMyYeHm
coobLueHus.

MepenaHHbie coobLeHuns CyeTymK, yBENNYMBAIOLLMIA 3HAYEHNE NPV KaXa0M OTnpaBKe
coobLueHus.

TaviM-ayTbl coObLLEHUS CyeTyuK, yBENNUMBAKOLLMIA 3HAYEHWNE KaXabl pas Npu oTnpaske
coobLeHns 3anpoca 6e3 nonyyeHs OTBETHOro coobLLEeHNs 3a
[0NyCTUMBIV Nepuog BpeMeHu. TariM-ayTbl 0ObI4HO BO3HUKAIOT
B pesynbTaTe HenpaBuibHON HAaCTPOWKW UMW U3-3a He
OTBeYaloLLero yCTponcTBa.
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OuarHocTtuka Com’X 210

MapameTp

OnucaHue

Owwubkn CRC

CuyeTuuK, yBENMUMBAIOLLMI 3HAYEHNE Kaxabln pas, koraa
KOHTponbHas cymma/CRC, KOTOpYyto UMEET NPUHSTLIN kKaap, He
coBnagaeT C paCCYNTaAHHOW.

Owwmbkn npoTtokona

CueTuuK, yBEeNMUMBaIoLLINIA 3HAYEHNE NPU KaKIOM NonyyeHun
HeBepHO chOPMMPOBAHHOMO COOBLLEHNS.

I'IonyquHble UCKIHOYEeHUA

CueTtyuk, yBeJ'II/NVIBaIOLLWIVI 3Ha4yeHne nNpu Kaxxaom nonyyvyeHun
UCKIMIOYEeHUA.

CseneHus 06 ycTponcTee

Moppo6Has Tabnuua, NpegocTaBnsiowas yaaneHHyo
CTaTUCTUKY 00 yCcTponcTBe. HaXkmuTe CCbIfKy AN OTKPbITUS
Tabnuubl B HOBOM OKHeE.

CepBep TCP/IP

Mony4eHHble coobLeHuns

CuyeTuuK, yBenuumBatoLLunii 3Ha4eH1e Npu KaXKgoM nonyyYeHun
coobLeHuns.

MepeaaHHble coobueHuns

CuyeTumK, yBENMUMBaOLLMI 3HAa4YEHNEe NPY KaxX4on oTnpaBke
COOOLLeHNS.

Owwmbkn npoTtokona

CueTumK, yBENMUMBaIOLLINIA 3HAYEHNE MPU KKIOM MonyveHnn
HeBepHO CchOPMMPOBAHHOMO COOBLLEHNS.

AKTUBHbIE COeaNHEHNS

3HayeHne CoCToAHMS, npeacraendloLwiee Konm4ecTteso
COeaUHEHWI, aKTUBHbIX HA MOMEHT OBHOBINEHMS CTpaHuLbl
OunarHoctukn. Haxmure CCbIJTKY ANA OTKPbITUA AManorosoro
OKHa CO CMMUCKOM BCEX aKTUBHbIX BHELLUHUX COEANHEHUN
KnneHTa.

Cymma coegmHeHnmn

CueTuuK, yBENMUMBAaOLLMIN 3HA4YEHNE Kaxabln pas, korga
npoucxoguT coeamHeHune ¢ Com’X.

Makcumym coeguHeHnn

3HayeHne CoCTosHUS, npeacraendowiee MmakCumanbHoe
KONMUYECTBO COEANHEHWN, KOTOpbIe ObINy BLIMNOMHEHBI C
MOMEHTa BKINOYEHUS.

Knuent TCP/IP

Mony4yeHHble coobLleHus

CyeTumK, yBENMYMBAIOLLMI 3HAYEHWE NPU KAXKOO0M MONyYeHUm
coobLeHus.

MepenaHHble coobuleHus

CuUeTumK, yBENMUMBAIOLLMIA 3HAYEHNE NMPY KaXX4O0W OTnpaBke
coobLeHus.

Tanm-ayTbl COOOLLEHMS

CyeTumK, yBennuMBaoLLMin 3Ha4YeHNe Kaxapl pas npu oTnpaske
coobLLeHns 3anpoca 6e3 nonyyeHnst OTBETHOrO CoobLLEeHNs 3a
A0NyCTUMbIV Nepuog BpeMeHu. Tarim-ayTbl 0ObI4HO BO3HMKAIOT
B pe3ynbTaTe HenpaBubHON HAaCTPOKW UK U3-3a He
oTBeYaloLLEero yCTponcTBa.

Tanm-ayTbl coeAnHEHUS

CyeTyuk, yBeJ'IMLWIBaIOIJ.WIVI 3Ha4yeHne Npu Kaxxaom TaVIM-ayTe
ychOVICTBa Ha 3anpoc coegnHeHud.

Owmbkn npoTtokona

CueTumK, yBENMUMBAIOLLINIA 3HAYEHNE NMPU KaKIOM NonyveHnn
HeBepHO CHOPMMPOBAHHOMO COOBLLEHNS.

I'IonyquHue UCKIOYeHUaA

CueTumk, yBeJ'IIAHI/IBa}OLLI,I/IVI 3Ha4YeHne Npu Kaxxkgom nonyvyeHmn
NCKIMOYEeHUA.

CepneHusi 06 ycTpoiicTee

MoppobHas Tabnuua, NpegocTaBnsiowas yaaneHHyo
CTaTUCTUKY 00 yCcTponcTBe. HaXkmuTe CCbInKy AN OTKPbITUS
Tabnuubl B HOBOM OKHeE.

CraTuctuka cetun

Balue yctponcteo nossonser

npocmaTpuBaTb CTaTUCTUKY CETU.

MapameTp

OnucaHue

Ethernet

CkopocTb

CTpOKa COCTOAHUA, OTO6pa)KaPOLLlaF| HaCTPOWKY CKOPOCTH,
I/ICFIOI'IbSyeMOVI ANA CBA3M C NapTHEpPOM AndA coeUHeHUA.

Mapametpbl: 10 M6um/c nnn100 Mbum/c

Hynnekc

Ctpoka cocTosiHusi, oTobpaxatoLas napameTpbl gynnekca.
Mapametpsl: MMonHbIl dynnexc vnv MNonydynnekc
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Mapametp OnucaHue

KoHpnumkTbl CyeTyumK, yBENNYMBAKOLLMIA 3HAYEHNE NPY KaXaoW MOBTOPHOMN
nepepadye kagpa us-3a obHapyxeHus KOHIUKTa.

Owwnbkn CRC CueTumK, yBENMUMBaOLLMI 3HAYEHNE Kaxabli pas, koraa

KOHTpornbHas cymma/CRC, KoTopyto UMeeT NPUHATLIN Kaap, He
CoBMajaeT C pacCyYUTaHHON.

Ownbkm unkna

CyeTuuK, yBenuumBatoLLmin 3HaYeHNe Npu Kaxxaom
obHapyxeHun nonyyeHHou owmnbku kagpa.

rlOI'Iy‘-IeHHbIe nakeTbl B Nopsake

CueTuuk, yBeJ'IVILII/IBaI'OUJ,I/IVI 3Ha4YeHne Npu Kaxxgom ycrnewHo
NPUHATOM NakeTe.

[Mony4yeHHbIe NakeTbl
OoTOpOLLEHHbIE

CyeTtuuk, yBenmqmsarou.mVl 3Ha4YeHue Npu Kaxxaoun notepe
NPUHATOrO NakeTa.

Ownbkn npuema

CyYeTumK, yBENUYMBaKOLWMIA 3HAYEHNE NPV KaXKOOM NPUHATOM
nakeTe ¢ onbKon npruema.

MepenaHHble NakeTbl B nopsigke

CyeTtumk, yBeJ'IVNVIBaIOLIJ,MVI 3Ha4YeHne Npu Kaxxaom ycrnewHo
nepenaHHOM nakere.

OTnpaBneHHble NakeTbl
OTOpOLLEHHbIE

CueTumK, yBeNnMyMBaloLLMIN 3HaYEHNe Npu Kaxxaon notepe
nepefaHHoOro nakeTa.

Owwnbkn nepenayn

CueTumK, yBenMuMBaloLLMIN 3HaYEeHNe Kaxapli pas, koraa
nepeaaHHbIN NakeT NoKa3biBaeT OLWMOKY nepeaayu.

UTeHue perucTpoB ycTponUcCTBa

®PyHKUMA YnTaTb perncTpbl ycTponcTBa no3eonsetr Com'X yntatb AaHHble
pernctpos Modbus nokarnbHbIX U yaaneHHbIX YCTPOUCTB.

Hwxe npuBeaeHbl HACTPONKK pyHKUuMM YnTaTb perucTpbl YyCTPOMCTBA.

MapameTp

OnucaHue

Oonuuun

Mwmsa ycTpoiicTea

Bbibupaet ycTpoincTBo Ans
YTEHWA U3 Crincka paHee
[06aBneHHbIX YCTPONCTB.
YTeHue c ycTponcTea, He
OnpeaeneHHoro B Crncke,
MO>XHO BbINOMHWTbL, BBEAS €ro
nokanbHbin ID.

JlokanbHbIn ID

Agpec (nokanbHbIv ID)
YCTPOWCTBA AN YTEHUSI.

1-255

Mo ymonuaHuio: 1

HauanbHbii pernctp

MepBbIfi perncTp AN YTeHus.

Mo ymonuaxuio: 1000

Yucno peructpos

Yuncno perncTpos Ans YTeHUs.

1-125
Mo ymonuanuto: 10

Pernctp

CronbeLl, oTobpaxatoLuii
HOMepa perncTpos.

3HayeHune

Crton6eLl, oToGpaxatoLuii
[OaHHble, XpaHUMbIE B KaXX0M
pervcrpe.

Mony4yeHHble 3Ha4YeHns
3aBUCAT OT YCTPONCTBA,
coegmHeHHoro ¢ Com’X. Ans
nony4YeHns AONOMHUTENbHON
MHGOPMaLMK O 3HAYEHMSIX,
XPaHMUMbIX B perncrpax,
obpaTtutech Kk fOKyMeHTaLmm
ANSA NOAKMIOYEHHOTO
yCTpONncTBa.

Twn gaHHbIX

MeHto gns Beibopa Trna
AaHHbIX XpaHeHus n hopmara
perncTpoB (4eCATUYHbIN,
LwecTHagLaTepuyHbIN,
6uHapHbin unm ASCII),

KOTOpPbl€ Bbl XOTUTE NepenaTtb.

BbibepuTe perncrpbl
XpaHeHUsi, BXOAHbIEe PerncTpsbl,
BbIXOAHbIE OOMOTKM, BXOAHbBIE
o6moTku nrm ID ycTponcTea.

Mo ymonuaHuio: Pernctpeol
XpaHeHus.
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YTeHune perncTpoB ycTpoucTea

NMpoBepka cBA3MN

Bbl MoxeTe cunTbiBaTh pernctpbl Modbus ¢ nokanbHbIX 1 yaaneHHbIX yCTPONCTB C
nomMoLLblo PYyHKUMM YuTaTb perncTpbl yCTPOMCTBA.

1. HaxxmuTe lnarHocTtuka > YntaTb peructTpbl yCTponucTBa

2. BblbepuTte yCTPONCTBO U3 packpbiBatoLLierocs cnucka Mmsa ycrponcrtea unu
BblOepuTe Bbi6paTh no ID ycTponcTBaans yCTponcTB, KOTOPbIX HET
B CMNCKE YyCTPOMNCTB.

3. Ecnu Bbl BoibupaeTe BbiGpaTtb no ID ycTtpoicTa, BBeaute JlokanbHbIin ID.

Ecnn Bbl Bbl6pa]'ll/l nM4A yCTpOﬁCTBa Ha npeablgyuiem ware, 3To none
3anofiHAeTCcd aBToOMaTU4eCKu.

MpumeyaHue: NUaeHT. Koa NOAYMHEHHOIO YCTPOMUCTBA ABMSETCA
NAEHTUdUKaATOPOM Ha nocriefosarteribHOM NopTe, K KOTOPOMY OHO
nogknioyeHo. JlokanbHbIn ID ABRseTca MAEHTUMNKATOPOM, KOTOPbIN
ucnons3yet Com’X.

4. BBeauTe HayasnbHbIA PEFUCTP N YUCIIO PEFNCTPOB AN YTEHMS.
5. BbibepuTe TN JaHHbIX.

6. Ecnu Bbl Boibpanu Pernctpbl xpaHeHust unv BxogHble perucrtpsl,
BbIGepuTe hopmaT Anis nepefaBaemMbIX AaHHbIX.

7. Haxmunte Yutatb.

CocTosiHME CBA3W C YCTPOMCTBOM OLIEHMBAETCS NPU KaXKAOM COSANMHEHUM,
UHMLMMPOBaHHOM Com'X, Hanpmmep, Npy UCMOMNb30BaHUK BKNaaku «[daHHble B
pearibHOM BPEMEHW .

Ecnu BkntoyeHa onums Hepaboyee Bpemsi, Com'X paspbiBaeT CBA3b C
YCTPOMCTBOM MNoOCrie ABYX NocrnefoBaTtenbHbIX TaM-ayToB coobLieHnin. Com'X
paccmaTpuBaEeT YCTPOWCTBO Kak HepaboTatoLlee n He fenaeT NonbITOK CBA3aThCA
C HUM CHOBa, Noka He ucteveT Hepabouee Bpems.

OTO CoKpalLaeT HEHYXHbIV CeTeBOM TpadrK NOCPEACTBOM UCKIIOYEHMS
CcoO0bLLEHN HepaboTaloLLEMY YCTPOMCTBY. Bbl MOXxeTe 060NTM Tarimep, 3anycTvB
NPOBEPKY CBA3U BPYYHY!O.

Ecnu dyHkuma Hepabouee Bpemsi He BkitodeHa, To Com'X npogormkaeT genatb
MONbITKN CBA3aTbCHA C YCTPOWCTBOM, U TaiM-ayTbl OT HE OTBEYAIOLLUX YCTPONCTB
OyayT BNUATb Ha NOMOCY MNPOMYCKaHUS BHELLHUX KITMEHTOB.

Ha nogeknaake MpoBepka CBA3U Bbl MOXETE BbINOSHUTL PYYHYH NMPOBEPKY
CBSI31, @ Takxe CKOH(UIypupoBaTh TamMep Hepabodero BpemMeHu ans
BOCCTaHOBIIEHWS CBA3U.

BbinonHeHue py4HOW NPOBEPKN CBSA3U

B HEKOTOpPbIX Clly4YasaXx BO3HUKaeT HeobXxoQMMOCTb BPY4HYIO 3anyCTUTb NPOBEPKY
CBA3N N HE OXXnaaTb, Korga npowaoﬁp,eT aBToOMaTn4yeckasa npoBsepka.

1. Haxmute OuarHocTtuka > NpoBepka cBA3MU.
2. Ytobbl HayaTb NpoBepky, HaxmMuTe NMpoBepUTbL COCTOAHUE YCTPOMUCTBA.

3. Mo xenaHuo MOXHO HaxkaTb OCTaHOBUTb NPOBEPKY COCTOSIHUS, YTOObI
OCTaHOBUTb MPOBEPKY.

B ctonbue «CoctosiHne» otobpasutcsa coctoaHne B pabote nnn He pabotaer.
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OnpepneneHue Hepaboyero BpemMeHu

Bbl MmoxeTe onpeaenutb napameTp Hepabouee Bpems.

1. Haxmute [JuarHocTtuka > NpoBepka CBA3MU.
2. Bbibepute Oa ons onumm BknounTb Hepaboyee Bpemsi.

3. Bblbepute Hepabouee Bpems. BoamoxHble BapuaHThl: 1, 2, 3, 4, 5, 10, 15,
30 1 60 MUHYT (NO ymonyaHuto: 15).

4. Haxmunte CoXpaHUTb U3MEHEHUA.
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O6cnyxunsaHme Com’X 210

XypHanbi

Mopeknagka XKypHanbl oTobpaxaeT CnMcok cobbITUR, KOTopbie Bbinu
3apermcTpmpoBaHbl C 3anMcaHHON A4aTon 1 BPEMEHEM M KpaTKUM ONMcaHnem
cobbiTus.

Com'X oTobpaxaeT ypHarbl kak MUHUMYM 3a 10 MUHYT 40 OTKasa unm
OTKITIOYEHUS 3NEKTPONUTAHMS.

Schneider Electric pekomeHayeT nepMognyeckyto NpoBepKy XXypHanos Ha
N3nN1LIHMe 3anpeLleHHble JOCTYMbl, HeOXUAaHHble OOHOBNEHUS
MMKPOMpPOrpaMmmMHOro obecnevyeHns nnm HesannaHNpPoBaHHbIE BOCCTAHOBMNEHNS
pe3epBHOM Konun. Takme cobbITUs MOTyT ObITb NMPM3HAKaMU MOLLEHHUYECKNX aTak.
Ecnu aTo npoucxoguT, obpatuteck B Bally MECTHYHO CIyX0y TEXHUYECKOMN
nopgaepxkn Schneider Electric.

3arpyskKa XXypHanos

®yHkumsa MonyunTb MHOPMaLIMIO 0 AMArHOCTUKE MO3BOMSET BaM 3arpyxarb
XypHansl Com'X.

3arpyXeHHbIl dhann Henb3s NPoYnTaTh 0ObIYHBIM NPOrpPaMMHbLIM 06ecnevyeHnemMm.
OT0T harin noneseH ToNbKO ANs CnyX0bl TExXHMYecKon nogaepxkn Schneider
Electric.

3apeructpmpoBaHHble COObITUSA

Balue ycTpoicTBO OCyLLEeCTBNAET PErncTpaumo CobbITHiA.

Co6bITUSI, KOTOPbIE PETUCTPUPYIOTCS:

Tema Co6biTue

Pecypc M3meHeHwne B KoHUrypaumm:
*  YCTPOMWCTB
*  nybnukauum

LocTtaBka LLaru n coctosiHue ny6nmkaumm (He BbIMOMHEHO UMK
BbIMOSTHEHO)

AKTVBaLVWs/geakTMBaums Neproanyeckomn nyénmxkaumum

Peructpauus AKTUBaUMs/geakTMBaLna perucTpaummn JaHHbIX
BesonacHocTb Bxop B cuctemy He BbINOMHEH
AB. curHanusaums Huskuin ypoBeHb curHana GPRS/3G

O6HapyxeHa olnbka Bo BpeMsl BXoJa B CUCTEMY

OTCyTCTBME CBSA3M C YCTPONCTBOM

Meperpy3ska LM un O3Y

I'IpepblBava CBA3U C USMepUTENbHbIMU yCTpOIZCTBaMI/I

Cucrema M3MeHeHne HacTporikn BpeMEHU

O6HoBNEHNE 1 COCTOSIHME MUKPOMPOrpamMmmMHOro obecneyeHus

Bpewms 3arpysku
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HacTtpounku cucrtemsl

MoagBknagka «HacTpoviku cMctembl» NO3BONSAET BAM COXPaHUTb M BOCCTAHOBUTb
KOHMrypauuio, 0OHOBUTbE MUKpOnporpammHoe obecrneveHne Com'X n BKNIOUUTD
yAaneHHbIN AOCTYN ANS NonyyYeHUsi MOMOLLM.

CoxpaHeHune KoOHcurypaumm

MonHyto koHdurypauuo Com'X MOXHO COXpaHUTL B dhals, BOCCTaHaBNMBaeMbli
Ha ToMm e ycTporcTee Com'X.

Mepen 1 nocne BbINOMHEHMUS KaXA0r0 0GHOBNEHNS MUKPOMPOrpaMMHOro
obecneveHns Heo6X0AMMO BbIMOSHSATL PE3EPBHOE KONMPOBaHME KOHUrypaLmn.

dannbl pesepBHON KONUKU coaepat KoHduaeHUnansHy nHopmauuto (Takyro
KakK ceTeBble naponu).

YeedomneHue
ONACHOCTb HECAHKLUMWOHMUPOBAHHOI'O AOCTYNA

He nepenaBante dann pe3epBHON KONUM NOCTOPOHHUM FTHOLAM.

HecobniogeHne gaHHbIX MHCTPYKLMIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyanoBaHus.

dopmat nmeHn dpana Com'X nma_Bepcus mukponp. obecnedexua MTTMMAOO-
Y4YMM.zip. Hanpumep, MyComXEnergyServer V1.0 _20130110_1020.zip
yKasblBaeT, 4To dhann co3faH ¢ AaHHbIMU U3

*  Com'X c umeHem MyComXEnergyServer,
+ paboTatoLLero Ha Bepcum MUKponporpaMmHoro obecneyexms 1.0
* 10 auBapa 2013 r. 8 10:20.

KoHdurypaums MoxeT GbiTb COXpaHeHa Mo 3aBepLUeHUI HayarnbHOM
KOHUIypaLmm unm oGHOBIEHHS.

MpumeyaHue: 5T0 CBOMCTBO HEAOCTYNHO Ha iPad.

Bnuskue Tembl

+  OG6HOBEHNE MUKPOMNPOrpaMmMHOro obecneveHms

CoxpaHeHue KoHdUrypaumm Ha MecTe

Bbl MOXeTe coxpaHuUTb KOHUIypaLMO NOKanbHO.

1. Haxmute O6cnyxmnBaHue > HacTporku cuctembil.

2. HaxmuTte CoxpaHUTb KOH(PUrypaLuio B pacKpbIiBaOLLLEMCSH MEHIO
YnpaBneHue koHcurypaumen.

B cooTtBeTcTBUM C Ncnonb3yembiM BeG-O6pay3epomM NosiBNSETCS AnanoroBoe
OKHO 41151 OTKPbITUS, COXPaHEHNS UM OTMEHbI KOHUIYpaLMOHHOro hanna.

3. B ananoroBom okHe BbibepuTe onumio Ans coxpaHeHus canna.

[ata 1 Bpems nocrnegHero pesepBMpoBaHmns KOHUrypaummn oTobpaaroTcs
nod kHonkoii CoxpaHuTb KOHcUrypauumio.

4. B none BbibepuTe ¢hann BbibepnTe pacnonoxeHne Ha KoMnboTepe ans
coxpaHeHus danna n CoxpaHeHus KoHUrypaumm.

CoxpaHeHue KoHdurypauum ana ayonmposaHua Ha gpyrom Com'X

Bbl MmoxeTe caenatb gybnukat koHpurypaumm Com'X ons ee npumMeHeHns Ha
apyrom Com'X.
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Mpu KoNMpoBaHWK CyLLECTBYIOLLEro KOHUIYPaLMOHHOIO danna ang
OybnmpoBaHusa Ha Jpyrom yCTPoucTBe, haiin pe3epBHON KONMUN COAEPXUT
NCXOOHYI0 KOHGUrypauuio, 3a UCKNIYEHNEM CrieyoLmX HaCTPOEK:

+ none Umsa yctpoinctea HacTpoeHo Ha Com’X 210_xxyyzz, rae xxyyzz
obo3HavaeT nocnegHune Tpu WecTHaguarepuyHbix okteta MAC-
agpeca yCTpPOWCTBa;

+ none Uma ob6beKTa ocTaBnseTcs He3anonHEHHbIM (CO30aeTCs HOBbIV
ID obbekta Energy Operation).

MpumeyvaHue: He ncnonb3yinte 3Ty Npoueaypy ¢ pe3epBHOMN KONuen u3 okHa
noaknovenms k DSP.

1. Haxmute TexHnuyeckoe obcnyxusaHue > Hactpoiku cuctemsl.

2. Haxmute PesepBHas konus ons aoyonmpoBaHUsA B pacKpbiBaOLLEMCS
MeHI0 YnpaBrieHne KoHdurypaumen.

dain gybnmpoBaHusi coxpaHsieTcs Ha fokanbHoMm K B dharine no
YMOSYaHuo 4Nsi 3arpy3ok MHTepHeT-6paysepa.

CoxpaHeHue KoHdurypaumm yepes nopt USB

Bbl MmoxeTe coxpaHuTb KoHdurypaumio Com'X B dhann Ha USB-HakonuTene.

AOINACHO

OMNACHOCTb NMOPAXEHUA INEKTPUYECKMM TOKOM, B3PbIBOM UJN
BCMNbILLKOM AYIrun

+ 3nekTpuyeckoe 0b60pynoBaHNE OOMKHO YCTaHABNMBATLCS U OOCMYXXNBaATLCS
TOMNbKO KBaNMMULUNPOBaHHBLIM NEPCOHaNoMm.

* Wcnonb3yiiTe COOTBETCTBYHOLLME CPEACTBA MHAMBUAYanbHOM 3awmTthbl (CU3)
1 cobnioganTe Mepbl 6e3onacHoCTV Npy paboTe C ANEKTPUYECKNM
obopynoBaHmnemM. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTBYOLLNE
HaLMOHarbHble CTaH4apThl.

HecobniogeHne AaHHbIX MHCTPYKLMIA MOXET NPUBECTY K NeTaribHOMY
ucxogy UNnu cepbe3HbIM TpaBMam.

1. Bcraebre USB-Hakonutens B USB-nopt Ha nepegHen naHenn Com'X.

2. Haxmute n yaepxusanTe kHonky PesepBHOe konupoBaHue I He MeHee
TPex CeKyHA.

Bo Bpemsi pesepBHoOro konuposaHust nHankatop USB Beaet cebs crneayowmm
obpasowm:

» Ecnun Bo Bpemsl pe3epBHOro KONMpoBaHWsi He 0BHapy»eHO OLINBOK,
nHgukatop USB muraet 3eneHbim LBeToM B TeveHue 500 mc, 3atem
BbIkntovaeTcd Ha 500 mc.

» Ecnun obHapyxeHa owmnbka, nHgukatop USB Muraet 3eneHbiM LIBETOM B
TeyeHne 250 mc, 3aTeM BbiknovaeTcsa Ha 250 Mc 1 Tak ganee B Te4eHne
Tpex CekyHa,.

3. Ecnun Bo Bpemsi pe3epBHOro KONMpoBaHWsi He 0GHapY»eHO OLINBOK,
pe3epBHOE KONMpoBaHWe 3aBepLLEHO, KOrAa NpekpallaeTcst MuraHue.

Bbl moxxeTe nssneds USB-Hakonutenb ¢ nepegHen naHenn Com'X.

BoccTtaHoBneHne koHdurypauum

BoccTtaHoBneHwue |<0ch|/|rypau,v||/| BO3MOXXHO pa3fnnvHbIMU cnocobamu.

Bbl MOXeTe BOCCTaHOBUTbL KOHpUrypaLmio crnegyowumm cnocobamu:
*  C MOMOLLbBIO TOKanNbLHOro hanna;
« ¢ nomoubto USB-Hakonutens.
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BoccTaHoBneHue KoHcUrypawumm ¢ nomMoLybIo fioKanbHoro ¢ganna

Mpun BOCCTAHOBNEHMM KOHGUIYpaLuUmn C MOMOLLBIO NTIOKanNbHOro danna TekyLunin
naposb He MEHSIETCS.

He BoccTaHaBnueanTe pe3epBHYH KOMUI, caenaHHyto 6e3 nogkntoveHms k Digital
Service Platform, B okHe, co3gaHHOM nocne nogkntoderHust kK DSP.

CnepyiTe gaHHou npoueaype Ansi BOCCTAHOBNEHUS KOHUIypaLMmM Ha TOM Xe
Com'X:

1. Haxmute TexHnuyeckoe obcnyxusaHue > Hactpoiku cuctemsl.
2. HaxmuTe packpbiBatoLLeecs MeEHIO YnpaBreHue KoHdurypaumen.

3. B none ®awnn BbibepuTe daiin, KOTopbIi HEOOX0ANMO 3arpy3nTb Ans
BOCCTaHOBMNEHMS KOHUrypaumu.

4. HaxmuTte OTKpbITb ANs NosBNeHns BblopaHHoOro danna.
5. Haxmute NMpumeHnTb KOHUrypauuio.
6. OoxanTteck nepesarpy3km Com'X.

Mo 3aBepLUeHnN Nepesarpy3kn UHOUKATOP NUTaHUA 3aropaeTcs 3eneHbIM
LiBETOM.

7. Bbinonuute Bxog B Com’X.

8. lNpoBepbTe KOHGUrypauuio Ha BKNaakax HacTpoeK U CHOBa 3anycTuTte
nybnvkaumio c Bknagku BBog B akcnnyatauuio.

Bnuskue Tembl

» CoxpaHeHwne KoHurypaumum

BocctaHoBneHue koHdurypauum ¢ nomoluysio USB-kntova

Bbl MOXeTe BOCCTaHOBWUTb JTOKanbHO COXpPaHEeHHbIN hann koHdurypauum Ha Tom
»e Com'X ¢ nomoLublo USB-Hakonutens.

AOINACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTU
BCMbIWKOM AYTU

» OnekTpuyeckoe ob6opynoBaHNE AOMKHO YCTaHABNUBATLCS Y 0BCNYXMBaTLCA
TOMbKO KBaANUMULMPOBaHHbLIM NEPCOHANOM.

*  Wcnonb3yliTe COOTBETCTBYHOLLNE CPEACTBA MHAMBUAYaNbHOM 3awnTbl (CU3)
n cobnoparnte mepbl 6e3onacHoOCTU Npu paboTe C ANEeKTPUYECKUM
o6opynosaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYIOLLME
HauUMoHamnbHble CTaHaapThI.

HecobntogeHue AaHHbIX UHCTPYKLUUIA MOXET NPUBECTYU K NleTallbHOMY
ucxoAay UNu cepbe3HbIM TPaBMaM.

1. CkonupyiTe coxpaHeHHbIN KOHUIYPaLMOHHbIN dhainn B nanky nog uMeHem
Restore («BoccTtaHoBneHue») B kopHeBOM katanore USB-HakonuTens.

2. Bbikntounte Com'X, 3atem BctaBeTe USB-HakonuTens B USB-nopt Ha
nepegHen naHenn Com'X.

3. Bkntounte nutaHne Com'X n goxautech ero nepesarpysku.

Korga nHaukaTop nuTaHusl 3aropuTcst 3eneHblM LIBETOM, nepesarpyska
3aBepLUeHa.

4. BbinonHute Bxog B Com’X.
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5. MNpoBepbTe KOHUrypauumto Ha BKnagkax HacTpOeK U CHOBa 3anycTute
nybnukauuto ¢ Bknagkvu Beoa B akcnnyaTaumio.

Bnuskue Tembl

+ CoxpaHeHue KoHurypauum

3arpy3ka channa c ayonukatom kKoHdurypaumm ¢ gpyroro Com'X

Bbl MOXeTe coxpaHuTb dain KoHdurypaumm ¢ ogHoro Com'X 1 3arpy3nTb ero Ha
apyron Com'X.

Bbl MmoxeTe 3arpyantb havin gybnupytoen KoHuUrypaumm cregyoLwmmm
cnocobamu:

*  C MOMOLLbIO TOKaNbLHOro panna;
e ¢ nomoubo USB-HakonuTtens.

3arpyska koHdurypaumoHHoro ganna ¢ gpyroro Com'X HEBO3MOXHa yaaneHHo
yepes DSP.

3arpy3ka gyonupyroLien KoHurypaumm ¢ nomMoLLbLIo NokanbHoro ¢ganna

Mocne coxpaHeHns koHUrypaumm ansa gyonukaumm Ha ogHom Com'X, Bbl MOXeTE
3arpysuTb gyonukaT koHdurypaumm Ha gpyron Com’X:

1. HaxmuTe ocHOBHYI0 Bknaaky TexHu4yeckoe obcnyxuBaHue.

HaxmuTe nogeknagky HacTtpownkn cuctemsl.

Haxmnte UcKkaTb B packpbliBaloLLEMCS MEHIO YNpaBreHne KoHurypaumen.
BbibepuTe nokanbHO coXpaHeHHbIN hann KoHdUrypaumu.

Haxmnte OTKpbITb ANs NosiBleHus BbIbpaHHoro ganna.

Haxxmute NMpumeHUTb KOHUrypaumio.

N o g &~ 0w N

Hoxauteck nepesarpysku Com'X.

Mo 3aBepLUeHUN Nepe3arpy3kn NHAMKATOP NUTaHUS 3aropaeTcsi 3eNeHbIM
LIBETOM.

8. BbINonH1UTe NOBTOpPHOE nogkntoveHne k Com’X.
9. Haxmute Hactpoimku > Hactpoinku ob6ekta > UHhopmaums 06 obbekre.

10. BBeaunte HOBOE MMsi MECTOMNOMOXEHUSA 0bbeKTa, 3aTeM HaxkmuTe CoxXpaHUTb
M3MeHeHUA A5s1 COXpaHEeHUS NU3BMEHEHUA.

MpumeyvaHue: ima mectononoxeHusi 0ObeKTa He JOSMKHO coaepKaTb
cneaymroLmx CUMBOSOB: '/:*?<>| unu npobernbl.

11. Haxmute Bknagky HacTpowkm ycTponucTea.

12. Bbibepute Com'X B 4peBOBMAHOM MEHIO YCTPOWCTB.

13. BBeante HasBaHue Com'X B packpbiBatoLLemcsi MeHO OCHOBHbIe CBOMCTBA.
14. HaxmunTte CoXpaHUTb U3MEHEHUA 5151 COXPaHEHUSA U3MEHEHUI.

15. HaxmuTe Bknagky Tabnuua uamepeHuin ang npoBepkn NpaBmibHOMO
NOAKIHOYEHUS, HACTPOMKN U DYHKLIMOHUPOBAHUSA HA HOBOM OOBEKTE.

16. BbibepuTe Bknaaky BBog B akcnnyaTtaumio, 4Tobbl akTMBUMPOBaTh
perncTpaumio n nybnmkaumo gaHHbIX B COOTBETCTBUM € Nnatcopmon
Ha3HayeHus.
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Bnuskue Tembl
» Barpyska gyonupytowen koHpurypaumm ¢ nomotubio USB-kntoya
» CoxpaHeHune KoHdburypauumn ans ayonmposanuns Ha gpyrom Com'X

» Beog B akcnnyataumto Com’X 210

3arpy3ka gyonupytowen KoHdurypaumm ¢ nomouibio USB-kntoya

Bkl MoxeTe 3arpy3nTtb ¢hann ¢ gybnmkatom koHpurypaumm gpyroro Com'X
¢ ucnonb3oBaHuem USB-HakonuTtens.

AOINACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTN
BCMbILLKOM AYIrun

* 3nekTpuyeckoe obopynoBaHNE JOMKHO YCTaHABNMBATLCS U 0OCMYXNBaTbCS
TONbKO KBanNUMULUNPOBaHHBLIM NEPCOHAINOM.

* M/cnonb3ynTe COOTBETCTBYHOLLME CPEACTBa NHAMBMAYanbHOW 3awntbl (CA3)
1 cobntoganTe mepbl 6e3onacHOCTM Npu paboTe € ANEKTPUIECKNM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HauMOHarbHble CTaHa4apThl.

HecobniogeHne AaHHbIX MHCTPYKLMIA MOXET NPUBECTYU K NeTaribHOMY
ucxogy Unu cepbe3HbIM TpaBMaM.

1. CkonupyinTe dain c gybnukatoM KOHUrypauuv B nanky nog MMeHem
Restore («BocctaHoBneHue») B kopHeBOM kaTanore USB-HakonuTens.

2. Bbikntounte Com'X, 3atem BcTaBsTe USB-HakonuTens B USB-nopt Ha
nepegHen naHenn Com'X.

3. Bkntounte nutaHne Com'X un goxauteck ero nepesarpysku.

Korpa MHONKaTOP NUTaHUA 3aropuTCA 3efieHbIM LBETOM, Nepesarpy3ka
3aBepLieHa.

4. BbinonHute NoBTOpHOE NogkrtodeHme k Com’X.
5. Haxmute Hactpouku > Hactponku ob6bekta > UHopmauus o6 o6bekTe.

6. BBeante HOBOE MMSI MECTOMOSOXKEHNS 0ObeKTA, 3aTEM HAaXMUTE COXpaHVITb
U3MEeHeHUs OnA COXpaHeHUA N3MEHEHWN.

MpumeyaHune: ViMs MecTononoXeHnst 0ObeKTa He OMKHO coaepXKaTb
cnegyroLmMx CUMBONOB: '/:*?<>| unu npobenbl.

7. Haxmute Bknagky Hactponku yctponcrtsa.

8. Bbibepute Com'X B 4peEBOBMAHOM MEHIO YCTPONCTB.

9. BeeawuTe Ha3BaHne Com'X B packpbiBatoiemcst MeHio OCHOBHbIe CBOUCTBA.
10. Haxxmute CoxpaHUTb U3BMEHEHUA A5l COXPaHEHUSA U3MEHEHUIA.

11. Haxmute Bknagky Tabnuua namepeHumn 4ns NpoBEPKM NPaBUITbHOIO
MOOKIIOYEHMS, HACTPOMKN U PYHKLIMOHMPOBAHNSI Ha HOBOM OObeEKTE.

12. BoibepuTe Bknagky BBoa B akcnnyataumio, 4Tobbl akTMBMPOBaTh
permcTpaumio 1 nybnukaumio 4aHHbIX B COOTBETCTBUM C NaTopmon
Ha3HayeHus.
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Bnuskue Tembl
» 3arpyska gybnupytowen koHpuUrypaumm ¢ NoOMOLLIbHO fIoKanbHOro davina

» CoxpaHeHune koHurypaumm ons ayonupoaHus Ha gpyrom Com'X

OGHoBNEeHne MUKponporpamMmMHoOro o6ecrneyeHus

Com’X MOXXHO OBHOBMSITb C MCMOSTb30BaAHNEM 3aALLULLIEHHOTO MUKPOMPOrpamMMHOro
obopyanoBaHus Yepes BeO-cTpaHuuy nnm USB-nopT Ha nepenHen naHenu Com'X.

[ns nonyyeHums nocneaHero o6HOBNEHUSA MUKPONPOrpamMmmMHoro obecneveHust
nocetute cant www.schneider-electric.com Ha cTpaHuue Com'X unmu obpaTtutech kK
MECTHOMY TOProBOMY NpeAcTaBUTENIO.

YcneuwHoe 06HOBNEHNE MUKPOMPOrpamMMHOro obecneveHmnst MoXeT ObiTb
BbIMOMHEHO TONbKO, ecnu Ha Com'X NpaBubHO YCTAHOBIEHLI AaTa 1 BpeMsl.

MNMepen Hayanom paboTbl

* [lepea v nocne BbINOMHEHNS K&XX40Oro 06GHOBNEHUSA MMKPONPOrpamMmmMHOro
obecnevyeHnss He06X0AMMO BLIMOMHATL PE3EPBHOE KONUMPOBaHWe
KOHcpuryparmu.

+  Onybnukynte BCe 3aperMcTpupoBaHHbIe AaHHbIE BPYYHYHO C MOMOLLbIO
dyHKuMn BBoa B akcnnyaTtauumto > lMy6nukauusa > PyyHas nyonukaums.

Bnuskue Tembl
» CoxpaHeHune KoHurypaumm

* Hacrtponka gatbl 1 BpemeHu

O6HoBeHne MUKponporpaMmmMHoro obecneyeHns Yepes Be6-cTpaHuly

MO>XHO BbINOMHATE OOHOBMEHNE MUKPOMNPOrpaMMHOro obecneveHnsi Yepes Beb-
nHTEepdeic.

1. CoxpaHuTe chaiin MMKponporpaMMHOro obecneyeHunsi Ha Ballem
nopTaTUBHOM KOMMbIOTEPE.

2. Haxmute O6cnyxuBaHue > HacTponkn cuctemMsl.

3. HaxmunTe UckaTb B packpbiBatoLiemMcs MeHio OGHoBneHue
MUKPOMpPOrpamMmmMHOro oéecrneyeHus.

4. HaxmuTte OTKpbITb.
BuiGpaHHbIv dhaiin nosBrsieTcs B nose psaoM ¢ kHonkon O63op.
5. Haxmute O6HOBUTE NPOLUMBKY.

Bo Bpems o6HOBNEHNs1 oToOpaxaeTcs coodLeHne «lpunoxeHne
HELOCTYNHOY.

6. DoxanTtechb nepesarpysku Com'X.

Mo 3aBepLUEHNM Nepe3arpy3km NHANKATOP NUTaAHUS 3aropaeTcsi 3efeHbIM
LIBETOM.

7. BbinonHute Bxoa B Com’X.

8. Ha ctpaHuue O nporpaMme npoBepkTe, YTO YCTAHOBIIEHO HOBOE
MUKpOMNporpaMmmHoe obecnedeHue.
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O6GHoOBEHne MUKponporpaMmmHoro obecneyeHus vyepes nopt USB

Mo>HO BbINONHATE OBHOBNEHNE MUKPOMNPOrpaMmMHoro obecneveHus yepes USB-
rnopr.

AOIACHO

OMACHOCTb NOPAXEHUA SNIEKTPUHECKMM TOKOM, B3PbIBOM UJTU
BCMbILLKOM AYru

* OnekTpuyeckoe obopyaoBaHNE SOMKHO YCTaHABNUBATLCA M 0BCyXMBaTbCA
TONbKO KBaNUMULMPOBaHHbLIM NEPCOHaNoM.

* Wcnonb3ynTe COOTBETCTBYIOLLME CPEACTBa NHAMBMAYanbHoW 3awntbl (CA3)
n cobnioganTe Mepbl 6e3onacHocTv Npy paboTe C ANEKTPUIECKUM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLuoHarnbHble CTaHAapThI.

Heco6niogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTarlbHOMY
ucxony UNu cepbe3HbIM TpaBMaM.

1. CoxpaHuTte chann MnkponporpaMmmHoro obecnevyeH1s B KOPHEBOM KaTarnore
USB-krntova namaTu.

2. lMepenmeHnyiite thann Ha upgrade.sp1.

3. Y6eautecn, 4TO B KOpHEBOM KaTanore USB-knioya namatu Het dharina
C TaKMM XXe UMEHeM, Kak CepuinHbin Homep ycTporctea Com’X.

4. Bbikntounte Com’X.

5. BcrtaBbre USB-kntov namatn B USB-NopPT, pacnonoXeHHbI Ha nepeaHen
naHernu.

6. Bkntounte Com’X.
7. DoxpuTecb nepesarpyskn Com'X.

Mo 3aBepLUeHUN Nepesarpy3km MHAMKATOP NUTaHUS 3aropaeTcsi 3eNeHbIM
LiBETOM.

8. TMogkntountechb kK Com'X yepes MK 1 HaxkmuTe cebinky O nporpamme, 4TobbI
y6eomnTbCs, 4TO yCTaHOBMEHO HOBOE MUKpOMNporpammHoe obecneyeHme.

O6HoBeHne MukpornporpammHoro obecneyeHus yepes DSP

O6HoBNEHNe MyKponporpaMmHoro obecrneveHus yepes DSP HaxoguTcsa nopg,
ynpasneHnemM Schneider Electric crnykObl TEXHNYECKON NOAOEPKKN.

Mo oKoHYaHUK NpoLlecca 06HOBINEHUS MUKpoNporpaMmmHoro obecnedyeHns Com'X
nepesarpysutcs. Pervctpauus n nybnukaums nepesanyckaoTcs aBTOMaTUYECKM.

MpumeyaHue: He pekomeHayeTcH BbINONHATL NepBoe 0OHOBMNEHME
MUKponporpammMHoro obecneveHnsa Com'X ¢ ncrnono3oaHnem DSP yepes
nogkntodeHne GPRS. Tak kak nogkntodeHne GPRS npoucxoguT co CKOpoCThiO
nvwb 20 K6UT/C, OOHOBNEHNE MUKPOMPOrPaMMHOro obecrneyeHns MoXeT
3aHSATb HECKOJTbKO YacoB.

BknioyeHue yaaneHHoro gocrtyna

®yHKUMA YaaneHHbIN AocTyn no3sonset cnyxbe nogaepxkm Schneider Electric
yaaneHHo noakntoyatbes k Com'X ons npoBepKM HACTPOEK N YCTPaHEeHUS
HeuvcnpaBHocTeln 6e3 HeobxoguMoCTH Bble3fa Ha OObEKT Nonb3oBaTensi.

Schneider Electric He npegnpyHMMaeT NONbITOK COEANHEHMUS C YCTPONCTBOM 6e3
HeobxoammocTn. Ecnn TpebyeTcs npokcu-cepBep, ero HeobxoamMmo
CKOHbUrypmpoBarThb.
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Mocne aktuBauun pyHKUUSA YaaneHHbIn BOCTYN MCNOfb3yeTcs AN CO30aHus
coeauHeHunsa mexay Com'X n yganeHHbsimu cnyx6amn Schneider Electric.

[nsa aktuBaumm yHKUMM «YOaneHHbIn JOCTyny:

1. HaxmuTte O6cnyxmnBaHue > HacTporKku cuctembl.

2. B pasgene MpunoxeHus nepeknounte YaaneHHbIM AocTyn Ans
nony4veHus nomouwm Ha BKIJ1, Tonbko ecnu rpynna nogaepxku Schneider
Electric nocbinaet 3anpoc Ha 310. B NpOTMBHOM cryyae ocTaBbTe GOYHKLMIO
«YaaneHHbIn goctyn» B nonoxeHun BbIKI1 (no ymonyaHwmio).

KHonka YaaneHHbIN AOCTYN AeakTUBMPYETCS Yepes Tpy Yaca nocre ee
BKMoYeHMsi. Kpome Toro, Bbl MOXETE AeaKTUBMPOBaTh YaaneHHbIN [OoCTyn, Kak
ONnMcaHo BbILLE.

MNMepe3anyck Com'X npu nomowmn Be6G-uHTEephenca

3amMeHa npoaykKra

COpoc napons Ha

Ucnonb3ynte dpyHkumio Mepesanyctutse Com'X 4nsa pyyHOro nepesanycka
Com'X.

1. HaxmuTte O6cnyxmnBaHue > HacTporKu cuctembl.

2. Ha sknagke MNepesanyctute Com'X HaxxmuTe Mepe3anyck, a 3atem Oa ons
noaTBEPXKAEHUSI OENCTBUS.

HauHeTcst nepesanyck.

[ns 3ameHbl koHUrypaumm Com'X yepes nokanbHbI ann 3ameHnTe cTapoe
yctponcteo Com'X Ha HOBOE U BOCMONb3yWTECH OAHUM 13 CNocoboB
BOCCTaHOBMNEHWs1 KOHdUrypauuu.

Bnuskue Tembl

» BoccraHoBneHune koHpurypawmm

MecTe

Mpu yTepe napons Bbl MOXeTe COPOCUTL Naposb agMUHUCTPATOpPa Mo YMONMYaHMIo
[0 3aBOACKUX 3HAYEHUIA.

C6poc naponsi He BNUSIET Ha ApYrMe HacTPOVKM 1 AaHHble KOHUrypauum.

BeG-cepBep SBMSETCA UHCTPYMEHTOM AJ1s1 YTEHUS U 3anucy AaHHbIX. OH
KOHTPOMNUPYET COCTOAAHNE CUCTEMbI C MOMHbLIM JOCTYMNOM KO BCEM AaHHbIM B
BalleM npunoxeHun. Mpu nepBoM BXoae B CUCTEMY Bbl MOMy4MTE HAaNOMUHaHWE O
CMeHe naponsi Ansl NpefoTBpaLleHnst HeCaHKLMOHMPOBAHHOIO AOCTyna.

Maporb He AoMmKeH pacnpoCTPaHATLCS UK BblAaBaTbCs MOCTOPOHHUM NLIAM.
Maponb He AomKeH cogepXaTb JIMYHYIO UM O4EBUAHYI0 MHCDOpMaLIKIO.

HoBbIi naponb A0MKeH BKOYaTb:
* 8 cumBonos
+ 1 3armaBHas Oykea
* 1 umndpa
* 1 cneuyunanbHbI CUMBOI

Mpumevanue: [JomkHa 6bITb BKNOYeHa pyHKUUA cbpoca napons. [ns
NPOBEPKN COCTOSIHUA pyHKUMK cOpoca napons cMm. HacTpoukn >
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O6cnyxnsaHne Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Be3onacHocTb > YnpaBrieHne MexceTeBbIiM 3KpaHOM > PaspelunTb cGpoc
napons agMMHUCTPAaTopa Mo YMOMYaHUIO.

1. Haxmute kHonKy «Pe3epBHOe konnposaHue» I Ha nepegHer naHenn Com'X
n yaepxumsante ee He meHee 10 cekyHA, NOKa MHANKATOP NUTAHUS HE MUTHET
TpW pas3a 3efieHbIM LIBETOM.

2. OTnycTUTE KHOMKY.

3. [Onsa goctyna k Beb-cTpaHuLam koHdurypaumm Com'X ucnonbsynite
crnepgyloLlime AaHHble:

*  /msa nonb3oBaTtens: admin
* [laponk: admin

Bnuskue Tembl

*  OTKIHOMEHUNE KHOMKN 06poca naponsa

COpoc 0o 3aBOACKUX HACTPOEK

Mpv cnefoBaHUM HUXKEONUCaHHOW NpoLeaype BCe COXpaHeHHbIe AaHHbIE U
KypHarbl yaansoTcs.

YeedomrneHue

ONACHOCTb KOH®JUKTA IP-AOPECOB

Mepepn cobpocom HacTpoek IP-agpeca Ao 3aBOACKUX 3HAYEHWI OTKITHUNTE
Com'X o1 ntobbix ceTen Ethernet.

HecoGniogeHue aTux MHCTPYKLIMﬁ MOXeT Bbi3BaTb yXyAdlleHne CBA3N.

Ecnu Bbl ncnonbayete cnyx6y Schneider Electric uepes DSP, To nepen
BbINONTHEHMEM COpoca OO 3aBOACKNX HACTPOEK CBSXMTECH CO CyXOow
nopaepxkn Schneider Electric. B npotuBHom criyqyae Bam notpebyeTcsi cBA3aTbCs
co cnyx6or nogaepxkn DSP anst nOBTOPHOro NOAKIIOHEHMS K Cnyx0e, Ha
KOTOPYHO Bbl MognucaHbl: dsp-support@schneider-electric.com.

[ns nonHoro cbpoca HaCTPOEK IHEPrETUHECKOIo cepBepa crneaynTe JaHHOM
npoweaype, 4Tobbl yCTaHOBUTL BCE HACTPOWMKM KOH(UrypaLmm Ha 3aBoackue
3HaYeHus:

1. Beikniounte Com'X n gOXAMTECH, MOKA HE NMOracHeT MHONKATOP NUTaHUS.

2. OgHOBpPEMEHHO HaXXMUTe KHOMKY «Pe3epBHOe KonMpoBaHue» I 1 kHonky Wi-
Fi —Il Ha nepegHer naHenm Com’X u Bknounte nutaHue Com’X.

YoepxusanTte KHoMkn He MeHee 10 cekyH, Noka MHAMKATOP NUTaHUS He
MWrHET TpW pasa.

3. OTnycTuTE KHOMKMW.
Com'X nepesarpyauTtcs.
4. [Noxautecb nonHoun nepesarpy3km Com'X.

MHgukaTop nuTaHus:
* OpaHXeBOro LBeTa, korga Com'X 3anyckaercs;

 3eneHoro ueta, korga Com'X c6poLLeH [0 3aBOACKUX HACTPOEK U rOTOB K
KOH(UIYypMpOBaHMIO.

5. Cnegynte MHCTPYKUMSIM, ONUCaHHBLIM B pa3gene Jocmyn Kk uHmepgelcy
ronb30e8amerisi, YTOBbI NONYYUTL AOCTYN K BeB-cTpaHnuam Com'X.
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Bnuskue Tembl

» [Hoctyn k uHTepdency nonb3opatens Com’X 210
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Cnu1CcoK KOHTPOIbHbIX NMPOBEPOK Nepes yXo4A0oM Mofb3oBaTens
c obbekTa OHepreTuyeckuii cepsep Com'X 210

CnUCOK KOHTPOJbHbIX NPOBEPOK Nepen yxoaom
nonb3oBaTens ¢c o0obLeKTa

Schneider Electric pekomeHayeT nCnonb3oBaTh 3TOT CMMCOK KOHTPOSIbHbLIX
NpOBEpPOK Nepes yXo4oMm nonb3oBartens ¢ obbekTa.

OTOT CNNCOK SABNSAETCSA HEMOMHbLIM.

MyHKT KOHTpPONSA BbINONHEHO KommeHTapumn

B 6aHHepe BKJ1 pernctpaumsi.

B 6aHHepe BKI1 nybnukaums (ecnu Heobxoanmo).

Kaxgplin cHeT4nk Bo3BpaLLaeT COOTBETCTBYOLLME
3HayeHus BO Bkrnagku Tabnuua namepenun n laHHble
B peanbHOM BPEMEHW.

KaxxgbIhi aHanorosbl AaTyvK BbigaeT
COOTBETCTBYHOLLME 3HAYEHMS B Tabnvue namepeHun.

B Tabnuue namepeHuin HeT MMKTOrpammbl
npegynpexaeHus.

[Ons nogkniodeHnn Ethernet muraet ceetoamnoaHbIn
nHaukatop eth1 u (unu) eth2.

Ons nogkntovenun GPRS unu 3G 6ecnpoBogHoe
coefiMHeHVEe UMeET YpOBEHb NpUeMa, No KpamHemn
Mepe paBHbIN 2/4.

[ns nogkntoveHnin GPRS unn 3G nposepbTte
CBETOAMOAHbIV MHAMKATOP M obLLee COCTOosHUE.

[ns nogkntoveHnin Wi-Fi 6ecnpoBogHoe coeauHeHne
MMEET XOPOLLUIA YPOBEHb NpreMa.

Ons nogkntovennn Wi-Fi npoBepbTe cBETOANOAHbI
MHOMKaTop 1 obLlee cocTosiHMe.

MocnegHsAs nybnukaumsa Ha nnatdopmy AomkHa
6bITb BbINOMHEHA (€cnu HeobxoanMmo).
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YcTtpaHeHue HeucnpasHocten Com’X 210

YcTpaHeHue HeucrnpaBHOCTEN CHeTUYUKA

Mpennaraet psig, COBETOB MO YCTPAHEHWNIO HEUCNPABHOCTEN N3MEPUTENBHbIX
YCTPOWCTB.

AOINACHO

OMNACHOCTb MOPAXEHUA INEKTPUYECKMM TOKOM, B3PbIBOM UJTN
BCNbIWKOW AYTU

* OnekTpuyeckoe ob6opyaoBaHNE OOMKHO YCTaHABNNBATLCA U OBCIyXXMBaATLCA
TONbKO KBaNUMULMPOBaHHLIM NEPCOHANOM.

*  Wcnonb3yiiTe COOTBETCTBYHOLLME CPEACTBA MHAMBUAYaNbHOM 3awmTthbl (CU3)
n cobnoganTe mepbl 6e3onacHoCTU Npu paboTe C ANEeKTPUYECKNM
obopynoBaHueM. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTBYOLLNE
HaLMOHarbHble CTaH4apThl.

HecoGniogeHne AaHHbIX MHCTPYKUMIA MOXET NPUBECTU K NeTaribHOMy
ucxony Unu cepbe3HbIM TpaBMam.

YcTpaHeHue HeucnpaBHocTen LM POBbLIX BXOAOB

[aHHas Tabnuua onucbIBaeT, kak pa3penTb Flp06]'leMbI C LI,I/I(prBbIMI/I BXogamMu.

Mpobnema Bo3moxHoe pelueHune

He npvHumaeTca umnynbe. | 3akopoTuTe BXOAHbIE KIIEMMbl MEXAY KNEMMOIN U UCTOYHWUKOM
WHaukaTop umdposoro nuTaHus 12 B KOPOTKMM KyCKOM npoBoaa, YTobbl NpoBEPUTL, YTO
BXOAA He Muraer. nHamkatop pabortaet. Ecnv nnamkatop Bxoga 3aropaeTcs npu

3aKopayMBaHUM BXOAHbIX KNEMM, BEPOSITHO, MMeeTcsi npobrema co
CYETUYMKOM W (MNK) SNIEKTPONPOBOAKOWM K CHETUMKY.

Y6eanTech, YTO CHETHUK UMMYbCHOTO BbIXOAA NOACOEAVNHEHO K
Knemme UmMdpoBOro BXoaa v UCTOMHWKY nuTaHus 12 B.

CwMm. Pykogodcmeo no ycmaHo8Ke Ansi CXeM 3NeKTpOnpOBOAKM.

Y6eanuTech, 4TO yCTpOVICTBO MMNynbCHOro BbiXxoaa pa60TaeT.

He npuHumaetca umnynsc. | MNpoBepbTe HOMeEp LMGPOBOro BxoAa, K KOTOPOMY NOACOeANHEH
WHpukaTop umdposoro CYETUMK UMMYSIbCOB.
BXOAA MUraer.

YcTpaHeHue HeucnpaBHOCTEM aHANoOroBbiX BXO40B

B gaHHoOI Tabnuvue onucbiBaeTCs, Kak pa3penTb I'Ip06ﬂeMbI C aHalioroebimu

BXo4amu.
Mpobnema Bo3moxHoe pelueHne
HeBo3moxHO cuuntaThb Y6eauTech, 4TO AATHYMK aHaNoroBoro Bxogaa noacoeavHeH k
aHanorosoe 3Ha4eHuve. Haanexaluym KneMmmam.

Cwm. PyKOGO()CfnGO o ycmaHoO8Ke AnsA CXeM anekTponpoBOaKN.

Ha Beb-CcTpaHuLe HacTPoWKku KoHpUrypauum ybeamTtech, YTo Homep
aHanoroBoro Bxoga yCTaHOBIEH Ha NpaBuibHbIN TUN Aatyuka: RTD,
0-10 B unn 4-20 mA.

Bo3MOXHble oWnOKK pernctpaunn gaHHbIX

B Tabnuue Hmke nepeyncrneHbl BO3MOXHbIE OLLUMOKK pervcTpaummy aHHbIX B
XypHane AaHHbIX.
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YcTpaHeHue HeucnpaBHocTerh Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Kon owin6ku

OnucaHue

Pesynbrat

NoryYeHnsi COOTBETCTBYIOLLErO
oTBEeTa B TEYEHWUE [OMYCTUMOTO
nepvoga BpeMeHu npomnsoLLern Tanm-
ayT.

19 Owwnbka cBA3m (Hanpumep, Perncrpaumsi octaetcs BKMIOYEHHON,
KOHTPOMbHas CyMma, NpOTOKO N noka He 6yaeT NponyLLeH NocneaHui
UCKIIOYeHVe). WHTepBar.

25 Mpwu oTnpaBke 3anpoca 6e3 Pernctpaums octaercs BKIOYEHHOW,

noka He GyaeT NponyLleH NocneaHui
MHTepBar.

YcTpaHeHue HeucnpaBHocTen yctpoucts Modbus

Huxe npueeneH pAan CoBeToB Mo YCTPaHEHUIo HeI/ICI'IpaBHOCTeﬁ yCTp0I7ICTB

Modbus.

AOlIACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbLIBOM UJTN
BCMbILUKON AYTU

* OnekTpuyeckoe 0b6opyaoBaHNE LOIMKHO YCTaHABNUBATLCA M 0BCIyXMBaThCA
TONbKO KBaNMMULMPOBaHHbLIM NEPCOHaNoM.

* Wcnonb3yiiTe COOTBETCTBYHOLLNE CPEACTBA NHAMBUAYaNbHOM 3awntbl (CU3)
n cobniogarnTte Mepbl 6e3onacHocTv Npu paboTe € ANEKTPUIECKUM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLMOHarbHble CTaHaapThl.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTaribHOMY
ncxoAy WU cepbe3HbIM TpaBMaM.

B aaHHOM Tabnmue onncbiBaeTCs, kKak paspeLlumTb Npobrnemsl ¢ yCTponcTeamm

Modbus.
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OHepreTuyeckuii cepeep Com'X 210

YcTpaHeHue HevcnpaBHocTelh Com’X 210

Mpobnema

Bo3moxHoe peweHue

Ycrponcteso Modbus
HEBO3MOXHO OBHapyXuTb
Ha nocnegoBaTenbHON
nuHun Com'X.

1. OTkpoWnTe ocHOBHYt0 Bknaaky Tabnuua nsmepenun Com’X.

2. Ecnu nHgukatop cBs3n Rx He muraeT Ha yCcTpouncTse,
npoBepbLTE LIENOCTHOCTb 3NEKTPONPOBOAKM.

3. Ecnu nHgukartop cBssn Rx muraeT Ha yCTponcTBe, a HAUKaTop
CBSA3M TX HE MUraeT Ha yCTpONCTBe:

« ybegutech, YTO HACTPOWKM YCTPONCTBA COOTBETCTBYHOT
HacTpovikam nocrnegoBatenbHon nMHumM Modbus Com'X
(CkopocTb nepepayun gaHHbIX B 60aax, YeTHOCTb U
KonuyectBO cTONOBLIX GUTOB).

. y6e,cu4Ter, yTo Monsipusaums NUHUM
nocnegoBaTeribHOMN nepenayu yctaHosneHa Ha fla.

» ybeputecs, yto Monapusaumsa NMHUN
nocnepoBaTenbHOW Nepeaayun He akTMBMPOBaHa Ha
Apyrom nogvmMHeHHoMm yctponctee Modbus Ha Ton xe
nocnepoBaTesibHOM NNHNK.

HekoTopble ycTpoiicTea
Modbus otcyTcTBytOT Ha
nocneposaTenbHON NHUN
Com'X.

MpoBepkTe agpeca Modbus oTCYTCTBYHOLLMX YCTPOWNCTB.

Y6eautecsh, 4TO ABa YCTPOMCTBA HE UMEIOT OAMHAKOBLIV VaeHT. ko
NoAYMHEHHOTO YCTpOCTBA.

Y6eauTech, YTO HACTPOWKN OTCYTCTBYIOLLMX YCTPOWCTB
COOTBETCTBYIOT HacTpolkam nocnegosatensHon nuHumn Modbus
Com'X (CkopocTb nepegaumn AaHHbIX B 6oaax, YeTHOCTb U
KonunyectBO cTONOBLIX GUTOB).

Y6eamTech, Y4To UCMPaBHbI COEAVHEHNS 3NEKTPONPOBOLKU
OTCYTCTBYHOLLMX YCTPONCTB.

Y6enutech, YTO Anana3oH OOHapYyXeHWs 4OCTaTOMHO OONbLUON.
3aBogckme HacTPOMKN BapbupytoTcs B AnanasoHe ot 1 go 10.

Y6eauTech, 4TO UCMNpaBHa 31eKTPONPOBOAKAa OTCYTCTBYIOLLMNX
YyCTPONCTB.

Yctporicteo Modbus He
MOXET GbITb 0GHaPYXEHO
HUKECTOALLMM Mo
OTHOLLEHMIO K LLINH03Y.

Bocnonb3yiiteck dyHkumen [narHocTtuka / Yutatb perncrpol
ycTpoincTea yctponctea EGX, 4uTobbl onpeaenvTe MCTOYHMK
npobnemsl: Mexay yctporcteom Modbus n EGX nnu mexagy Com'X n
EGX.

Ecnu o6HapyxuBaeTcst npobnema mexay
*+  Com'X u EGX, npoeepbte IP-agpec wntosa.

+ EGXwu yctponcteom Modbus, ybeanTtech, 4To HaCTPOMKN
ycTpoiicTBa Modbus COOTBETCTBYIOT HAaCTpONKamM
nocnegosarensHoro nopta EGX (CkopocTb nepegayu B
6opax, YeTtHocThb 1 KonuuecTBO CTONOBLIX GUTOB).

KombuHaums (YeTHocTb = HeT 1 KonnyecTBO CTONOBbLIX BUTOB =
1) HacTpoek nopta He nopaepxueaeTtcs EGX. Nepengute Ha apyryto
KOMBUMHauumto.

YcTpaHeHMe HeucnpaBHOCTEN ceTH

Hwxe npmueeneH pAaa cCoBeToB Mo yCTPaAHEHUKO HeMCﬂpaBHOCTeVI ceTn.

AOINACHO

BCMbILLKOW AYIU

OMNACHOCTb NOPAXXEHUA ANEKTPUYECKMM TOKOM, B3PbIBOM U

° aﬂeKTpVI‘-IeCKOG O60py,EI,OBaHMe OOJTKHO yCTaHaBMBaTbCA U O6Cﬂy)KI/IBaTbCFI
TOJNbKO KBaJ'II/IqDI/ILLI/IpOBaHHbIM nepcoHariom.

* Wcnonb3yiTe COOTBETCTBYOLLMNE CPpeacTBa MHAMBUAYarnbHoM 3awmnTtbl (CU3)
n cobnoganTe mepbl 6e3onacHoOCTU Npu paboTe ¢ ANEeKTPUYECKNM
obopynosaHuem. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTByOLWNE
HauMoHanbHble CTaHOApPThI.

Hecob6niopgeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NeTaribHOMy
Mcxopy unu cepbe3HbIM TpaBMam.
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YcTpaHeHue HeucnpaBHocTeun Ethernet

B paHHom Tabnuue onuckiBaeTcs, Kak paspeLwmnTb npobnemsl ¢ Ethernet.

MNpo6nema Bo3moxHoe pelueHue

Wngukatopel Ethernet He Y6enutech, 4To kabenu nokanbHow cetn Ethernet He oTcoeanHeHbI.
MUrator.

HeBo3MoOxeH goctyn K MNposepbTe IP-agpec wnto3a. Ecnu gaHHbIe akcnopTUpyroTCca Yepes

yctponctBaMm Modbus Hmwke | GPRS/3G, ybeamTech, YTO LIMO3 HAXOAUTCS B TOW e NoAceTH
wnto3a nocneposarensHon | Ethernet, yto 1 Com’X.

nuHun Modbus TCP/
Modbus.

YctpaHeHue HencnpaBHocTten GPRS/3G

B naHHoM Tabnmue onvcbiBaeTcs, kKak paspelunTb npobnembl ¢ GPRS/3G.

MpoGnema Bo3moxHoe pelueHue

Mopaem He obHapyxXeH. Boikmtounte Com’X. MNoBTOPHO ycTaHOBUTE MOAEM U BKITHOUNTE
MHankaTtop mogema He Com’X.

MUraer.

Mogewmy He yoaetcs Y6eputech, YTo HacTporiku, Hanpumep, APN, npaBunbHbIe.

NOAOKIMKYNUTLCA K CETU.

WHankatop GPRS, Y6eauTech B NpaBUIIbHOCTM HAcTpPOeK nNpoTtokona B O6wme
BCTaBIeHHbI Ha nepegHelt | HacTpouku > My6nukauus.

naHenu, NnepuoanYeckm
BKIOYaETCS 1
BbIKITIOYaETCA.

YctpaHeHue HencnpaBHocTen Wi-Fi

B paHHou Tabnuue onuckiBaeTcs, kak paspewwntb npobnemsl ¢ Wi-Fi.

MNpo6nema Bo3moxHoe pelueHue

USB-kntoy Wi-Fi He Beikntounte Com’X. MosTopHo yctaHosuTe kntod Wi-Fi n Bkntounte
obHapyxeH. MinankaTtop Com’X.

kmtoda USB He muraer.

USB-kntoy Wi-Fi Y6eaouTech, YTO HACTPOWKK, Takne kak nmsi cetm SSID u knrow WPA2,
HEBO3MOXHO MOAKIOYNTL K | NpaBUIbHbIE.

ceTu.

YcTtpaHeHue HeucnpaBHocTen Com'X

3aecb NPUBOASATCS COBETHLI MO YCTPAHEHWUIO HEUCNPABHOCTEN Mpu paboTe ¢
Com’X.

Doctyn k Com’X

B naHHoM Tabnuue onuckiBaeTcs, Kak paspewwntb npobnemsl ¢ goctynom kK Com’X.

Mpo6nema Bo3moxHoe pelueHue

HeBO3MOXHO BbINOMHUTL BeinonHute Bxog B Com’X. MNMpoepbte IP-agpec.
BXO[, B CUCTEMY Yepes3
nokarnbHyto ceTb
notpebutens.

3abbinv napornb CnepyinTe npouenype cbpoca napons.
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Beb6-cTpaHuubl

[aHHasa Tabnuua onncbiBaEeT, Kak paspewnTb NpobnemMbl Npu NpocMoTpe Beb-
cTpaHuy Com'X.

Mpobnema Bo3mMoxHoe pelueHune

Be6-cTpaHuubl MpoBepbTe pa3pelueHre akpaHa BaLlero NopTaTBHOIO KOMMbloTepa.
oTobpaxatoTcs OHo fomkHO BbITb He MeHee 1280x1024.

HenpaBUIbHO.

B Internet Explorer npoBepste, 4T06ObI 6bIN YCTaHOBMEH (DaXoK B
kneTke OTo6paxaTb cCauTbl UHTPACETU B peXxume
coBMecTMMOCTH, Bbibpas MapameTpbl NpocMmoTpa B pexume
coBMecTUMOCTHU Ha Bknagke CepBuc Internet Explorer.

Ypanute xypHan 6pay3epa.

Bbi6op Digital Service Platform

HaHHas Tabnuua onucbIBaEeT, Kak pa3pelumnTb Npobnemel Npu nogkntodeHun Digital
Service Platform.

Mpo6nema Bo3amoxxHoe pelueHue

Mpwu BbIGOpPE Digital Service | Ecnn nogkntovenne Ethernet ncnonbayercs ana nybnukaumm,
Platform oto6paxaeTtcsa npoeepkre:
coobLueHre 06 oLumnbke

cetn * napametpsl IP Ha cTpaHuue HacTpoiiku > O6Lwme HacTporKu

> HacTtpoiiku ceTu.
*  napameTpbl NpoKCU-cepBepa Ha cTpaHuue Hactporku >
O6wue HacTpouku > HacTpoliku npokcu-cepeepa.

Ecnun nopkntoveHne GPRS/3G ucnonbayetcs ansa nybnvkauum,
npoBsepsTe ypoBeHb curHana GPRS/3G 1 cooTBETCTBEHHO
OTPErynupyinTe rosioXXeHne aHTeHHbI.

My6bnukauus Ha Com'X Tpebyetcs goctyn k DNS-cepsepy.
ANatpopmy He BbIMOMHEHa. MHTepHeT-npoBangep A4omKeH npuHumaTth 3anpockl SRV DNS.
HormxHbl 6bITb AoCTyNHbI cneaytowmne URL:

* cnm-ih-na.azure-devices.net/'

* bootstrap.gl.struxurewarecloud.com

* https://remoteshell.rsp.schneider-electric.com:443

My6nukauuns gaHHbIX

B oaHHOM Tabnumue onvcbiBaeTCs, Kak paspeLlumTb Npobnembl npu nyonvkauumn
OaHHbIX:

Mpo6nema Bo3moxHoe pelueHue

My6nukauus Ha

» [poBepsTe UMS NoNb3oBaTens 1 Napons NNaTgopMbI.
nnatgopMy He BbIMOMHeHa.

» [posepsbte gaty v Bpemsi Com'X.

My6nukauus Ha MpoBepkTe, 3a4eNCTBOBaH NN B CETU NPOKCU-CEPBEP.
nnatgopmy He BbINOMHEHA
¢ Ethernet nnn Wi-Fi.

Com’X nogkntoyaeTcs K Y6egunTech, 4To Balla yyeTHas 3anuck FTP nmeeT npaso Ha
cepsepy FTP, Ho gocTaBka nepeumeHoBaHue cavina Ha cepsepe FTP.
davina AaHHbIX He yaaeTcs.

O6HoBMeHne MUKponporpaMmmMHoro obecneyeHus

B naHHoM Tabnuue onuckiBaeTCs, Kak paspewwnTb npobrnemsl npy o6HOBNEHUN
MMUKpONporpaMmMHoro obecneveHms.
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YcTpaHeHue HeucnpaBHocTerh Com’X 210

OHepreTuyeckuii cepsep Com'X 210

CoObITuA

MNpo6nema

Bo3moxHoe peweHune

MukponporpamMmmHoe
obecneyeHne He
obHoBNSETCA NpK
ncnonb3oBaHun USB-
Kroya namsitu,
BCTaBIIEHHOrO Ha nepeaHen
naHenw.

Yaanute ann DNXXXXXXXXXXXXX-XXX (A€ XXXXXXXXXXXXX-XXX — 9TO
cepuiiHbii Homep Com'X), 3aperMcTpupoBaHHbIi B KOPHEBOM
katanore USB-kntoya namaTu.

[aHHas Tabnvua onucbIBaEeT, Kak paspeLlumnTb Npobnembl Npu oTNpaBke CoObITUN:

Mpo6nema

Bo3moxHoe pelueHue

EcoStruxure™ Facility
Expert He nonyyaer
cobbiTnsA oT Com’X.

*  YBeguTechb, 4TO BKNtoYeHbl cryxbbl Schneider Electric.

« T[poeepsTe, YTO reHepupyemMble CoBLITUS PEMUCTPUPYIOTCS Ha
cTp. O6cnyxuBaHue > Cob6bITUs.

« TpoeeptTe MocneaHui cTaTyc NOCTABKU Ha CTP.
O6cnyxuBaHue > CobbITUs.

* [lpoBepbTe COCTOsIHWNE CBA3M ANSs KAXA0ro yCTPOMUCTBA Ha CTp.
OuarHocTuka > MNMpoBepka cBA3MU.

Bnuskue Tembl

MepBbI BXOA B cMCTEMY

C6poc napons Ha mecTe

HacTponku npokcn-cepsepa
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OHepreTuyeckuii cepeep Com'X 210

LleHTpbl cepTudmkaumm

LleHTpbI cepTudmnkaumnm

Hwxe nepedncneHsl LeHTpbI cepTudmkauum, 3arpyxeHHsle B Com'X ons
nportokonos HTTPS u SMTPS.

HasBaHue cepTtudmkarta

OTBETCTBEHHbIN Nonb30oBaTenb

Bnapeneuy

ApplicationCA

MpaBuTenbcTBO ANOHUM

- Class 1 Public Primary Certification VeriSign, Inc.
Authority
- Class 3 Public Primary Certification VeriSign, Inc.

Authority

ePKI Root Certification Authority

Chunghwa Telecom Co., Ltd.

Equifax Secure Certificate Authority

Equifax

Go Daddy Class 2 Certification Authority

The Go Daddy Group, Inc.

RSA Security 2048 V3

RSA Security Inc

Security Communication EV RootCA1

SECOM Trust Systems CO., LTD.

Security Communication RootCA1

SECOM Trust. net

Security Communication RootCA2

SECOM Trust Systems CO., LTD.

Starfield Class 2 Certification Authority

Starfield Technologies, Inc.

certSIGN ROOT CA certSIGN
AAA Certificate Services - Comodo CA Limited
ACCVRAIZ1 PKIACCV ACCV
ACEDICOM Root PKI EDICOM

Actalis Authentication Root CA

Actalis S.p.A./03358520967

AddTrust Class 1 CA Root

AddTrust TTP Network

AddTrust AB

AddTrust External CA Root

AddTrust External TTP Network

AddTrust AB,C

AddTrust Public CA Root

AddTrust TTP Network

AddTrust AB

AddTrust Qualified CA Root

AddTrust TTP Network

AddTrust AB,C

AffirmTrust Commercial - AffirmTrust
AffirmTrust Networking - AffirmTrust
AffirmTrust Premium - AffirmTrust
AffirmTrust Premium ECC - AffirmTrust

America Online Root Certification Authority
1

America Online Inc.

America Online Root Certification Authority
2

America Online Inc.

Atos TrustedRoot 2011 - Atos
Autoridad de Certificacion Firmaprofesional | — -

CIF A62634068

Baltimore CyberTrust Code Signing Root CyberTrust Baltimore
Baltimore CyberTrust Root CyberTrust Baltimore

Buypass Class 2 CA 1

Buypass AS-983163327

Buypass Class 2 Root CA

Buypass AS-983163327

Buypass Class 3 Root CA

Buypass AS-983163327

CA Disig Root R1 - Disig a.s.
CA Disig Root R2 - Disig a.s.
CA WoSign ECC Root - WoSign CA Limited

CA iR HRIIESS

WoSign CA Limited
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LleHTpbl cepTudmkaumm

OHepreTuyeckuii cepsep Com'X 210

Ha3BaHue ceptudukara

OTBeTCTBEeHHbIN NoNb3oBaTeNb

Bnapgeneu

Certification Authority of WoSign

WoSign CA Limited

Certification Authority of WoSign G2

WoSign CA Limited

Certigna - himyotis
Certinomis - Autorité Racine 0002 433998903 Certinomis
Certinomis - Root CA 0002 433998903 Certinomis
Certplus Root CA G1 - Certplus
Certplus Root CA G2 - Certplus

Certum CA

Unizeto Sp. z 0.0.

Certum Trusted Network CA

Certum Certification Authority

Unizeto Technologies S.A.

Certum Trusted Network CA 2

Certum Certification Authority

Unizeto Technologies S.A.

CFCA EV ROOT

China Financial Certification Authority

Chambers of Commerce Root

AC Camerfirma S.A.

China Internet Network Information Center
EV Certificates Root

China Internet Network Information Center

Class 2 Primary CA - Certplus

Class 2 Public Primary Certification VeriSign Trust Network, (c) 1998 VeriSign, VeriSign, Inc.
Authority - G2 Inc.(M

Class 3 Public Primary Certification VeriSign Trust Network, (c) 1998 VeriSign, VeriSign, Inc.
Authority - G2 Inc.(M

Class 3P Primary CA - Certplus

COMODO Certification Authority - COMODO CA Limited
COMODO ECC Certification Authority - COMODO CA Limited
COMODO RSA Certification Authority - COMODO CA Limited

Cybertrust Global Root

Cybertrust, Inc

Deutsche Telekom Root CA 2 T-TeleSec Trust Center Deutsche Telekom AG
DigiCert Assured ID Root CA www.digicert.com DigiCert Inc
DigiCert Assured ID Root G2 www.digicert.com DigiCert Inc
DigiCert Assured ID Root G3 www.digicert.com DigiCert Inc
DigiCert Global Root CA www.digicert.com DigiCert Inc
DigiCert Global Root G2 www.digicert.com DigiCert Inc
DigiCert Global Root G3 www.digicert.com DigiCert Inc
DigiCert High Assurance EV Root CA www.digicert.com DigiCert Inc
DigiCert Trusted Root G4 www.digicert.com DigiCert Inc

DSTACES CA X6

DSTACES

Digital Signature Trus

DST Root CA X3

Digital Signature Trust Co.

D-TRUST Root Class 3 CA 2 2009

D-Trust GmbH

D-TRUST Root Class 3 CA 2 EV 2009

D-Trust GmbH/

EBG Elektronik Sertifika Hizmet Saglayicisi

EBG Bilisim Teknolojileri ve Hizmetleri A.$.

EC-ACC

Serveis Publics de Certificacio
Vegeu https://www.catcert.net/verarrel (c)03
Jerarquia Entitats de Certificacio Catalanes

Agencia Catalana de Certificacio (NIF Q-
0801176-I)

EE Certification Centre Root CA
pki@sk.ee

AS Sertifitseerimiskeskus

Entrust Root Certification Authority

www.entrust.net/CPS BknioueH
nocpeacTBoMm ccbinku, (c) 2006 Entrust, Inc.

Entrust, Inc.
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OHepreTuyeckuii cepeep Com'X 210

LleHTpbl cepTudmkaumm

HasBaHue ceptudukara OTBeTCTBEHHbIN Nonb3oBaTenb Bnapeney

Entrust Root Certification Authority - EC1 Cwm. www.entrust.net/legal-terms, (c) 2009 Entrust, Inc.
Entrust, Inc.”(1)

Entrust Root Certification Authority - G2 Cwm. www.entrust.net/legal-terms, (c) 2009 Entrust, Inc.

Entrust, Inc.”(1)

Entrust.net Certification Authority (2048)

www.entrust.net/CPS_2048 BkntoueH
nocpeacTBOM CCbifku (orp. oTB.), (c) 1999
Entrust.net Limited

Entrust.net

Entrust.net Secure Server Certification
Authority

www.entrust.net/CPS BkntoyeH
nocpeacTBOM CCbInku (orp. oTB.), (c) 1999
Entrust.net Limited

Entrust.net

Equifax Secure eBusiness CA-1

Equifax Secure Inc.

Equifax Secure Global eBusiness CA-1

Equifax Secure Inc.

E-Tugra Certification Authority

E-Tugra Sertifikasyon Merkezi

E-Tugra EBG Bilisim Teknolojileri ve
Hizmetleri A.S.

GeoTrust Global CA

GeoTrust Inc.

GeoTrust Global CA 2

GeoTrust Inc.

GeoTrust Primary Certification Authority

GeoTrust Inc.

GeoTrust Primary Certification Authority -
G2

(c) 2007 GeoTrust Inc.(1)

GeoTrust Inc.

GeoTrust Primary Certification Authority -
G3

(c) 2008 GeoTrust Inc.(1)

GeoTrust Inc.

GeoTrust Universal CA

GeoTrust Inc.

GeoTrust Universal CA 2

GeoTrust Inc.

Global Chambersign Root - 2008, - AC Camerfirma S.A.
OID.2.5.4.5=A82743287

GlobalSign GlobalSign ECC Root CA - R4 GlobalSign
GlobalSign GlobalSign ECC Root CA - R5 GlobalSign
GlobalSign GlobalSign Root CA - R2 GlobalSign
GlobalSign GlobalSign Root CA - R3 GlobalSign

GlobalSign Root CA

Root CA

GlobalSign nv-sa

Go Daddy Root Certificate Authority - G2

GoDaddy.com, Inc.

Government Root Certification Authority

Security Communication RootCA1

SECOM Trust.net

GTE CyberTrust Global Root

GTE CyberTrust Solutions, Inc.

GTE Corporation

GTE CyberTrust Root 5

GTE CyberTrust Solutions, Inc.

GTE Corporation

Hellenic Academic and Research
Institutions ECC RootCA 2015

Hellenic Academic and Research
Institutions Cert. Authority

Hellenic Academic and Research
Institutions RootCA 2011

Hellenic Academic and Research
Institutions Cert. Authority

Hellenic Academic and Research
Institutions RootCA 2015

Hellenic Academic and Research
Institutions Cert. Authority

Hongkong Post Root CA 1

Hongkong Post

http://www.valicert.com ValiCert Class 1 Policy Validation Authority ValiCert, Inc.
0OID.1.2.840.113549.1.9.1=info@uvalicert.

com

http://www.valicert.com ValiCert Class 2 Policy Validation Authority ValiCert, Inc.
0OID.1.2.840.113549.1.9.1=info@uvalicert.

com

IdenTrust Commercial Root CA 1 - IdenTrust
IdenTrust Public Sector Root CA 1 - IdenTrust
IGC/A - PM/SGDN

igca@sgdn.pm.gouv.fr

ISRG Root X1

Internet Security Research Group
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LleHTpbl cepTudmkaumm

OHepreTuyeckuii cepsep Com'X 210

Ha3BaHue cepTudukara OTBeTCTBEHHbLIN Nonb3oBaTenb Bnapeneu

Izenpe.com - IZENPE S.A.

Juur-SK - AS Sertifitseerimiskeskus
pki@sk.ee

KEYNECTIS ROOT CA ROOT KEYNECTIS

Microsec e-Szigno Root CA e-Szigno CA Microsec Ltd.

Microsec e-Szigno Root CA 2009
info@e-szigno.hu

Microsec Ltd.

NetLock Arany (Class Gold) Fétanusitvany

Tanusitvanykiadok (Certification Services)

NetLock Kift.

Network Solutions Certificate Authority

Network Solutions L.L.C.

OISTE WISeKey Global Root GA CA Copyright (c) 2005 WISeKey
OISTE Foundation Endorsed
OISTE WISeKey Global Root GB CA OISTE Foundation Endorsed WISeKey
OpenTrust Root CA G1 - OpenTrust
OpenTrust Root CA G2 - OpenTrust
OpenTrust Root CA G3 - OpenTrust
PSCProcert Proveedor de Certificados PROCERT Sistema Nacional de Certificacion

contacto@procert.net.ve

Electronica

QuoVadis Root CA 1 G3

QuoVadis Limited

QuoVadis Root CA 2

QuoVadis Limited

QuoVadis Root CA 2 G3

QuoVadis Limited

QuoVadis Root CA 3

QuoVadis Limited

QuoVadis Root CA 3 G3

QuoVadis Limited

QuoVadis Root Certification Authority

Root Certification Authority

QuoVadis Limited

Root CA Generalitat Valenciana

PKIGVA

Generalitat Valenciana

Secure Certificate Services

Comodo CA Limited

Secure Global CA

SecureTrust Corporation

SecureSign RootCA11

Japan Certification Services, Inc.

SecureTrust CA - SecureTrust Corporation
Sonera Class1 CA - Sonera
Sonera Class2 CA - Sonera

Staat der Nederlanden EV Root CA

Staat der Nederlanden

Staat der Nederlanden Root CA - G2

Staat der Nederlanden

Staat der Nederlanden Root CA - G3

Staat der Nederlanden

Starfield Root Certificate Authority - G2

Starfield Technologies, Inc.

Starfield Services Root Certificate Authority
-G2

Starfield Technologies, Inc.

StartCom Certification Authority

Secure Digital Certificate Signing

StartCom Ltd.

StartCom Certification Authority G2

StartCom Ltd.

Swisscom Root CA 1 Digital Certificate Services Swisscom
Swisscom Root CA 2 Digital Certificate Services Swisscom
Swisscom Root EV CA 2 Digital Certificate Services Swisscom
SwissSign Gold CA - G2 - SwissSign AG
SwissSign Platinum CA - G2 - SwissSign AG
SwissSign Silver CA - G2 - SwissSign AG

SZAFIR ROOT CA2

Krajowa Izba Rozliczeniowa S.A.
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OHepreTuyeckuii cepeep Com'X 210

LleHTpbl cepTudmkaumm

HasBaHue cepTudmkara OTBeTCTBEHHbIN Nonb3oBaTenb Bnapeneu

TC TrustCenter Class 2 CA Il TC TrustCenter Class 2 CA TC TrustCenter GmbH
TC TrustCenter Class 4 CA Il TC TrustCenter Class 4 CA TC TrustCenter GmbH
TC TrustCenter Universal CA | TC TrustCenter Universal CA TC TrustCenter GmbH
TeliaSonera Root CA v1 - TeliaSonera

Thawte Personal Freemail CA

0OID.1.2.840.113549.1.9.1=personal-
freemail@thawte.com

Certification Services Division

Thawte Consulting

Thawte Premium Server CA

0ID.1.2.840.113549.1.9.1=premium-
server@thawte.com

Certification Services Division

Thawte Consulting

thawte, Inc.(1)

thawte Primary Root CA Certification Services Division, (c) 2006 thawte, Inc.
thawte, Inc.(1)

thawte Primary Root CA - G2 (c) 2007 thawte, Inc.(1) thawte, Inc.

thawte Primary Root CA - G3 Certification Services Division, (c) 2008 thawte, Inc.

Thawte Server CA

0OID.1.2.840.113549.1.9.1=server-
certs@thawte.com

Certification Services Division

Thawte Consulting cc

Thawte Timestamping CA

Thawte Certification

Thawte

Trusted Certificate Services

Comodo CA Limited

T-TeleSec GlobalRoot Class 2

T-Systems Trust Center

T-Systems Enterprise Services GmbH

T-TeleSec GlobalRoot Class 3

T-Systems Trust Center

T-Systems Enterprise Services GmbH

TUBITAK UEKAE K&k Sertifika Hizmet
Saglayicisi - Surim 3

Ulusal Elektronik ve Kriptoloji Arastirma
Enstitlisi - UEKAE

Kamu Sertifikasyon Merkezi

Tarkiye Bilimsel ve Teknolojik Aragtirma
Kurumu - TUBITAK

TURKTRUST Elektronik Sertifika Hizmet
Saglayicisi

TURKTRUST Bilgi Iletisim ve Biligim
Guvenligi Hizmetleri A.$. (c) Aralik 2007

TURKTRUST Elektronik Sertifika Hizmet
Saglayicisi H5

TURKTRUST Bilgi iletisim ve Biligim
Glvenligi Hizmetleri A.S.

TURKTRUST Elektronik Sertifika Hizmet
Saglayicisi H6

TURKTRUST Bilgi Iletisim ve Biligim
Givenligi Hizmetleri A.S.

TWCA Global Root CA

Root CA

TAIWAN-CA

TWCA Root Certification Authority

Root CA

TAIWAN-CA

USERTrust ECC Certification Authority

The USERTRUST Network

USERTrust RSA Certification Authority

The USERTRUST Network

UTN - DATACorp SGC

http://www.usertrust.com

The USERTRUST Network

UTN-USERFirst-Client Authentication and
Email

http://www.usertrust.com

The USERTRUST Network

Authority

Inc.()

UTN-USERFirst-Hardware http://www.usertrust.com The USERTRUST Network
UTN-USERFirst-Object http://www.usertrust.com The USERTRUST Network
VeriSign Class 1 Public Primary Certification | VeriSign Trust Network, (c) 1999 VeriSign, VeriSign, Inc.

Authority - G3 Inc.()

VeriSign Class 2 Public Primary Certification | VeriSign Trust Network, (c) 1999 VeriSign, VeriSign, Inc.

Authority - G3 Inc.(M

VeriSign Class 3 Public Primary Certification | VeriSign Trust Network, (c) 1999 VeriSign, VeriSign, Inc.

Authority - G3 Inc.(M

VeriSign Class 3 Public Primary Certification | VeriSign Trust Network, (c) 2007 VeriSign, VeriSign, Inc.

Authority - G4 Inc.(1)

VeriSign Class 3 Public Primary Certification | VeriSign Trust Network, (c) 2006 VeriSign, VeriSign, Inc.

Authority - G5 Inc.()

VeriSign Universal Root Certification VeriSign Trust Network, (c) 2008 VeriSign, VeriSign, Inc.
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LleHTpbl cepTudmkaumm OHepreTuyeckuii cepsep Com'X 210

HassaHue cepTudhukara OTBeTCTBEHHbIN NoMnb30oBaTeNb Bnapeneu

Visa eCommerce Root Visa International Service Association VISA

WellsSecure Public Root Certificate Wells Fargo Bank NA Wells Fargo WellsSecure
Authority

XRamp Global Certification Authority www.xrampsecurity.com XRamp Security Services Inc
(1) Tonbko AN CAHKLMOHUPOBAHHOIO UCMOSMb30BaHNs

(2) Cm. Tekywmm agpec Ha www.camerfirma.com/address
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OHepreTuyeckuii cepeep Com'X 210 Pacnpenenexue pernctpos Modbus

PacnpeaeneHue peructpoB Modbus

,D,OCTyI'IHbIe Anda YTeHna permcTpbl 3aBUCAT OT yCTpOIZCTBa, C KOTOpbIM
OCyLlecTBNAEeTCA CBA3b.

PYHKUMA OOHapyKeHUS

W3apenue cooteetcTByeT Koy dyHkuun Modbus FC43-14 co cnegytowmumm
3HaYeHUAMMU:

* VendorName = Schneider Electric

* ProductCode =EBX210

* ProductName = Com’X 210

* MajorMinorRevision =Bepcusa Com’X 510.

PacnpeaeneHue peructpos Com'X

C nomouwpsto kogoB pyHkumm Modbus FC03-FC04 MOXHO cunTbIBaTb TONBKO
cneayoLime 3HayYeHus.

PeFVICprI OT npeablaywmx Bepcvu7| MUKponporpamMmmHoro obecneyeHns Takxke

NoAdepPKNBAKOTCS.
Anpec Peructp 06beKT Pa3smep (cnoBo) ®dopmart EpuHuua KommeHTapum
1199 1200 D1 MeTka 20 UTF-8 UTF-8
1219 1220 D2 MeTka 20 UTF-8 UTF-8
1239 1240 D3 MeTka 20 UTF-8 UTF-8
1259 1260 D4 MeTka 20 UTF-8 UTF-8
1279 1280 D5 MeTka 20 UTF-8 UTF-8
1299 1300 D6 MeTka 20 UTF-8 UTF-8
1319 1320 3ape3epBupoBaHo 12 - -
1331 1332 D1 Bec umnynbca 2 FLOAT32 -
1333 1334 D2 Bec nmnynbca 2 FLOAT32 -
1335 1336 D3 Bec umnynbca 2 FLOAT32 -
1337 1338 D4 Bec umnynbca 2 FLOAT32 -
1339 1340 D5 Bec nmnynbca 2 FLOAT32 -
1341 1342 D6 Bec nmnynbca 2 FLOAT32 -
1343 1344 D1 Bpewms Bkn. 2 INT32U ceK CM. npumeyaHme 4.
1345 1346 D2 Bpewmsi Bk. 2 INT32U cekK CMm. npumeyaHue 4.
1347 1348 D3 Bpems Bkn. 2 INT32U ceK Cwm. npumevaHue 4.
1349 1350 D4 Bpewms Bkn. 2 INT32U ceK CM. npumeyaHme 4.
1351 1352 D5 Bpems Bkn. 2 INT32U cek CM. npumedaHme 4.
1353 1354 D6 Bpewmsi Bkn. 2 INT32U cek CwMm. npumeyaHue 4.
1355 1356 D1 Yucno nmnynscos 2 INT32U - Cwm. npumeyanue 3.
1357 1358 D2 Yucno nmnynscos 2 INT32U - CM. npumeyaHme 3.
1359 1360 D3 Yucno nmnynscos 2 INT32U - CM. npumeyaHme 3.
1361 1362 D4 Yucno nmnynscos 2 INT32U - CwM. npumedaHmne 3.
1363 1364 D5 Yuncno nmnynscos 2 INT32U - CwMm. npumeyaHue 3.
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Pacnpeaenenune pernctpos Modbus OHepreTuyeckuii cepsep Com'X 210

Apapec Peructp O6BbEKT Pa3mep (cnoeo) ®dopmar EavHnua KommeHTapun
1365 1366 D6 Yncno nmnynscos 2 INT32U - Cm. npumeyaHue 3.
1367 1368 D1 N3amepsiemoe 3HaveHne 4 INT64 - CM. npumeyaHue 3.
1371 1372 D2 N3mepsiemoe 3HayveHne 4 INT64 - CM. npumeyaHue 3.
1375 1376 D3 Vamepsiemoe 3HayeHne 4 INT64 - CM. npumeyaHue 3.
1379 1380 D4 N3mepsiemoe 3HaveHne 4 INT64 - Cwm. npumeyaHue 3.
1383 1384 D5 N3mepsiemoe 3HayveHne 4 INT64 - CMm. npumeyaHue 3.
1387 1388 D6 V3amepsiemoe 3HayeHne 4 INT64 - CM. npumeyaHue 3.
1391 1392 D1 UN3amepeHHbI pacxoq 2 FLOAT32 - CM. npumevaHue 3.
1393 1394 D2 N3mepeHHbI pacxoq 2 FLOAT32 - Cwm. npumevaHue 3.
1395 1396 D3 N3amepeHHbI pacxon 2 FLOAT32 - Cwm. npumeyaHue 3.
1397 1398 D4 VNamepeHHbI pacxon 2 FLOAT32 - CM. npumeyaHue 3.
1399 1400 D5 UN3amepeHHbI pacxoq 2 FLOAT32 - Cwm. npumeyaHue 3.
1401 1402 D6 MN3mepeHHbI pacxoq 2 FLOAT32 - CM. npumeyaHue 3.
1403 1404 3apesepBupoBaHo 96 UINT16 -
1499 1500 A1 HopmupoBaHHoe 2 FLOAT32 - CM. npumevaHue 5.
3HaveHne
1501 1502 A2 HopmupoBaHHoe 2 FLOAT32 - CwMm. npumeyaHue 5.
3HayeHne
1503 1504 A1 HopmupoBaHHoe 2 FLOAT32 -
3HayeHue
1505 1506 A2 HopmunpoBaHHOe 2 FLOAT32 -
3HayeHue
1507 1508 A1 MeTka 20 UTF-8 UTF-8
1527 1528 A2 MeTka 20 UTF-8 UTF-8
1547 1548 3apesepBupoBaHoO 852 INT16
2399 2400 [NpaBunNbLHOCTL LMPOBOro 1 Butosas - Cwm. npumeyvaHue 1.
Bxona - 6ut 0.5 kapta MoxHo cuutaTtb KogoMm
Modbus FC01 (obmoTka
38400 - 38405).
2400 2401 Lindpposon Bxog - 61t 0..5 1 BuTtoBas - CM. npumeyaHue 2.
kapta Mo>xHO cunTaTb KOAOM
Modbus FCO01 (o6moTka
38416 - 38421).

1. OpuH 6uT HacTpamBaeTcsa Ans kaxaoro undgposoro Bxoaa (Dl), ncnonbayemoro 8 Com’X 210.

2. OpuH BuT HacTpavBaeTCs Ans KaX4oro LMgpoBoro Bxoaa, CKOH(PUIyprpoBaHHOTO Kak KOHTaKTop UMy MMMYbCHOe perne, ecnu
YCTPOWCTBO 3aMblKaeTCs.

3. [aHHoe 3HayeHne AeCTBUTENBHO, TOMLKO eCrny LMPOBOM BXOA, KOHPUIYPUPYETCS Kak CHETUYMK MMMNYNbCOB
4. [laHHOe 3Ha4yeHue AeNCTBUTENBHO, TONBKO ecnu LMgpOoBON BXOA KOH(UIYpUPYETCS Kak KOHTaKTOp U UMMYNbCHOE pene
5. Ecnwu patunk, nogkniodeHHbIn K aHanorosomy Bxogy (Al),

e patyuk 0-10 B, ncxogHoe 3HayeHue — 3HadeHue HanpsxeHusa [0—10 B].

e patyuk 4-20 MA, ncxogHoe 3HadeHue — 3HadeHue Toka [ 4-0,020 Al.

PacnpeaeneHue peructpos EM4300

C nomouysto koaoB yHkLmMn Modbus FC03-FC04 MOXHO cHMTbLIBaTb TOMNBKO
cneayoLlme 3Ha4YeHus.
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OHepreTuyeckuii cepeep Com'X 210

Pacnpenenexue pernctpos Modbus

Tun EanHn-
EM4300 EM4399 Appec Peructp OnucaHue Pa3mep OaHHbIX Ubl OGHOBUTb YacToTy
X X 1 2 MpeHTtndmkaTop 1 INT16U - << 1 MUH.
npoaykra
17150 — EM4300
17151 — EM4399
2 3 3apesepBupoBaHo 1998 - - -
X 2000 2001 Yactota 2 FLOAT32 Iy 1 MUH.
2002 2003 Koadbcpuument 2 FLOAT32 - 1 MUH.
MoLLHOCTU A
X 2004 2005 KoadhdpuumeHT 2 FLOAT32 - 1 MUH.
MolLLHocTu B
X 2006 2007 KoadhduumeHT 2 FLOAT32 - 1 MUH.
moLuHocTn C
X X 2008 2009 MNonHas MowHocTb A | 2 FLOAT32 VA 1 MUH.
X X 2010 2011 MNonHas MmowHocTb B | 2 FLOAT32 VA 1 MUH.
X X 2012 2013 MonHasa mowHocTb C | 2 FLOAT32 VA 1 MUH.
X X 2014 2015 [NonHas MOLLHOCTb 2 FLOAT32 VA 1 MUH.
X 2016 2017 PeakTtnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb A
X 2018 2019 PeakTtnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb B
X 2020 2021 PeakTtnBHas 2 FLOAT32 Q 1 MUH.
MolLHocTb C
X 2022 2023 PeakTtnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb
X X 2024 2025 AKTUBHasi MOLLLHOCTb 2 FLOAT32 w 1 MUH.
A
X X 2026 2027 AKTUBHasi MOLLLHOCTb 2 FLOAT32 W 1 MUH.
B
X X 2028 2029 AKTMBHasi MOLLHOCTb 2 FLOAT32 W 1 MUH.
C
2030 2031 AKTUBHasi MOLLLHOCTb 2 FLOAT32 W 1 MUH.
2032 2033 HanpspkeHne A-N 2 FLOAT32 \% 1 MUH.
2034 2035 3ape3epBupoBaHo 266 - - -
X X 2100 2101 Makc. Tok A npu 2 FLOAT32 A 15 MUH.
cbpoce Harpysku
X X 2102 2103 Makc. Tok B npu 2 FLOAT32 A 15 MUH.
cbpoce Harpysku
X X 2104 2105 Makc. Tok C npu 2 FLOAT32 A 15 MUH.
cbpoce Harpysku
X X 2106 2107 MuH. HanpsikeHne A- | 2 FLOAT32 \% 15 MuH.
N npwu cbpoce
Harpysku
X X 2108 2109 MwH. HanpspkeHne B- | 2 FLOAT32 \Y 15 MuH.
N npu cbpoce
Harpysku
X X 2110 2111 MwH. HanpsixeHne C- | 2 FLOAT32 \% 15 MUH.
N npwu cbpoce
Harpysku
2113 2114 3apesepBrpoBaHO 187 - - -
X 2300 2301 [NonHas aHeprusa 4 INT64 VAh 1 MUH.
OTNyLEHHas -
nonyyeHHas, He
cbpacbiBaeTcs
X 2304 2305 MonHas aHeprusa A 4 INT64 VAh 1 MUH.

oTnyLweHHas -
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Pacnpeaenenune pernctpos Modbus

OHepreTuyeckuii cepsep Com'X 210

EM4300 EM4399

Anpec

Pernctp

OnucaHue

Pa3mep

Tun
AaHHbIX

EanHun-
ubl

OGHOBUTb YacToTy

rony4eHHasi, He
cbpacbiBaetcs

2308

2309

MonHas saHeprusa B
OTNyLLEHHas -
rony4yeHHasi, He
cbpacbiBaeTcsi

INT64

VAh

1 MUH.

2312

2313

MonHas aHeprus C
oTnyLEeHHas -
nonyyYeHHas), He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2316

2317

PeakTvBHasi aHeprus
oTnyuweHHas -
rony4eHHasi, He
cbpacbiBaercs

INT64

VAR

1 MUH.

2320

2321

PeakTnBHasa aHeprus
A oTnyLieHHas -
nonyyYeHHas, He
cbpacbiBaeTcsi

INT64

VAR

1 MUH.

2324

2325

PeakTtnBHas aHeprus
B otnyweHHas -
rony4yeHHas|, He
cbpacbiBaercs

INT64

VAR

1 MUH.

2328

2329

PeaktnBHas aHeprus
C oTnyLueHHas -
nonyyYeHHas!, He
cbpacbiBaeTcst

INT64

VAR

1 MUH.

2332

2333

AKTMBHas aHeprus
OTnyLLeHHast -
nonyy4yeHHasi, He
cbpacbiBaetcs

INT64

Wh

1 MUH.

2336

2337

AkTUBHas aHeprus A
OTrnyLLEeHHast -
nonyyYeHHasi, He
cbpacbiBaeTcs

INT64

Wh

1 MUH.

2340

2341

AKTMBHas aHeprusa B
OTNyLLEHHas -
nonyyeHHas, He
cbpacbiBaercs

INT64

Wh

1 MUH.

2344

2345

AkTBHas aHeprus C
oTnyLUeHHas -
nonyyeHHas, He
cbpacbiBaetcs

INT64

Wh

1 MUH.

2348

2349

MonHasa aHeprus
oTnyLeHHas -
nonyyYeHHas

INT64

VAh

1 MUH.

2352

2353

MonHas saHeprust A
oTnyLeHHas -
nonyyYeHHas

INT64

VAh

1 MUH.

2356

2357

MonHas saHeprusa B
oTnyLLeHHast -
notpebneHHas

INT64

VAh

1 MUH.

2360

2361

MonHas sHeprusa C
oTnyLeHHas -
nony4yeHHas

INT64

VAh

1 MUH.

2364

2365

PeakTnBHas aHeprus
oTnyLLeHHas -
nony4eHHas

INT64

VAR

1 MUH.

2368

2369

PeakTnBHas aHeprus
A oTnyLieHHas -
nonyyeHHas

INT64

VAR

1 MUH.

2372

2373

PeakTnBHas aHeprus
B otnyweHHas -
nony4yeHHas

INT64

VAR

1 MUH.
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OHepreTuyeckuii cepeep Com'X 210

Pacnpenenexue pernctpos Modbus

EM4300

EM4399

Anpec

Peructp

OnucaHue

Pa3mep

Tun
AaHHbIX

EanHn-
Ubl

OGHOBUTb YacToTy

X

2376

2377

PeakTtnBHas aHeprus
C oTnyuieHHas -
nony4eHHas

INT64

VARh

1 MUH.

2380

2381

AkTMBHasa aHeprua
oTnyLweHHas -
nony4yeHHasa

INT64

Wh

1 MUH.

2384

2385

AKTMBHas aHeprua A
OTNyLlEeHHas -
nonyyeHHas

INT64

Wh

1 MWH.

2388

2389

AKTVBHas aHeprus B
OTnyLLeHHas -
nony4YeHHas

INT64

Wh

1 MUH.

2392

2393

AkTMBHas aHeprua C
oTnyLleHHas -
nony4yeHHas

INT64

Wh

1 MUH.

2396

2397

3apesepBupoBaHo

16

2412

2413

WHaukaTop kayecTsa
cBa3u ZigBee (LQI)

INT16U

<< 1 MWH.

2413

2414

WHoukaTop cunbl
pagvocurHana
ZigBee (RSSI)

FLOAT32

nbwm

<< 1 MWH.

2415

2416

KoadhduumeHT
OWNBOYHBLIX NAKETOB
ZigBee 3a nocneaHui
vyac

FLOAT32

<< 1 MWH.

2417

2418

PAN ID 1
pacLUMpeHHON ceTn
ZigBee

INT64U

<< 1 MWH.

2421

2422

MouwHocTb
BbIXOAHOIO
paguocurHana
ZigBee

FLOAT32

nbm

<< 1 MWH.

2423

2424

3apesepBupoBaHoO

77

2500

2501

[MonHas aHeprus
oTnyLeHHas +
nonyyeHHas, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2504

2505

MNonHas aHeprusa A
OTnyLleHHas +
nony4yeHHas, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2508

2509

Monnas aHeprusa B
oTnyLieHHas +
nonyyeHHas, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2512

2513

MonHas aHeprusa C
oTnyLeHHas +
rony4eHHasi, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2514

18

3apesepBrpoBaHo

16

2532

2533

AKTUBHas aHeprus
oTnyLlEeHHas +
nony4yeHHasi, He
cbpacbiBaeTcs

INT64

Wh

1 MUH.

2536

2537

AKTUBHas aHeprusa A
oTnyLeHHas +
nornyyeHHas, He
cbpacbiBaercs

INT64

Wh

1 MUH.

2540

2541

AKTVBHas aHeprus B
oTnyLeHHas +
nony4yeHHasi, He
cbpacbiBaeTcs

INT64

Wh

1 MUH.
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Pacnpeaenenune pernctpos Modbus OHepreTuyeckuii cepsep Com'X 210

Tun EanHu-
EM4300 EM4399 Apapec Pernctp OnucaHue Pa3mep OaHHbIX ubl OGHOBUTb YacToTy

X 2544 2545 AkTnBHas aHepra C | 4 INT64 Wh 1 MUH.
oTnyLLeHHas +
ronyy4yeHHas|, He
cbpacbiBaetcs

X 2548 2549 MonHas aHeprus 4 INT64 VAh 1 MUH.
oTnyLeHHas +
nony4eHHas

X 2552 2553 MonHas saHeprusa A 4 INT64 VAh 1 MUH.
oTnyLleHHas +
nonyyeHHas

X 2556 2557 MonHaga aHeprus B 4 INT64 VAh 1 MUH.
oTnyLleHHas +
nonyyeHHas

X 2560 2561 MonHas aHeprus C 4 INT64 VAh 1 MUH.
oTnyLlEeHHas +
nornyyeHHas

2562 18 3ape3epBnpoBaHO 16 - - -

X 2580 2581 AKTUBHas aHeprus 4 INT64 Wh 1 MUH.
oTnyLieHHas +
nony4YeHHas

X 2584 2585 AKTUBHas aHeprua A | 4 INT64 Wh 1 MUH.
oTnyLeHHas +
nonyyeHHas

X 2588 2588 AKTMBHas aHeprusa B 4 INT64 Wh 1 MUH.
oTnyLlEHHas +
nonyyYeHHas

X 2592 2593 AkTnBHas aHeprua C | 4 INT64 Wh 1 MUH.
oTnyLeHHas +
nonyyeHHas

Bnuskue Tembl
» BbIbop namepeHun ans permctpaumu unm nybnmkaumm

i YHpaBneHme MeXCceTeBblM 3KpaHOM

DOCAOQ036RU-10 135









Schneider Electric

35 rue Joseph Monier
92500 Rueil Malmaison
PpaHuma

+33(0)141297000
www.schneider-electric.com
CraHngapThbl, cneumdmkaLmmn n cxeMbl MOTyT U3MEHSITLCS; 0bpaTuTech

B KOMMaHMIO 3a NOATBEPXAEHWEM aKTyanbHOCTU MHdOpMaLUK,
onybn1MKoBaHHOW B JaHHOM PYKOBOACTBE.

© 2017 — Schneider Electric. All rights reserved.
DOCAO0036RU-10



	Меры предосторожности 
	Com’X 210 Введение 
	Обзор продукта 
	Архитектура 
	Основные особенности 
	Schneider Electric Digital Service Platform 
	EcoStruxure™ Facility Expert 
	Power Monitoring Expert 
	Дополнительные ресурсы 

	Быстрое начало работы с Com'X 210 
	Общие сведения о быстром начале работы 
	Быстрый запуск: настройка и запуск регистрации данных 
	Быстрый запуск: Обзор встроенных данных 
	Быстрый запуск: настройка публикации 

	Доступ к интерфейсу пользователя Com’X 210 
	Поддерживаемые веб-браузеры 
	Запуск Com'X 
	Доступ через порт Ethernet с помощью Windows 
	Доступ через порт Ethernet с помощью других операционных систем 

	Доступ через режим точки доступа Wi-Fi с помощью Windows 
	Доступ через режим точки доступа Wi-Fi 

	Вход в систему 
	Первый вход в систему 
	Смена пароля 

	Обзор интерфейса пользователя 
	Функции интерфейса пользователя 

	Безопасность Com’X 210 
	Обзор системы обеспечения безопасности 
	Функции безопасности вашего устройства 
	Требования к паролям 

	Рекомендации по конфигурированию функций безопасности 

	Настройки Com’X 210 
	Обзор настроек 
	Настройки даты и времени 
	Настройка даты и времени 

	Настройки сети 
	Опции конфигурации сети 
	Выбор конфигурации сети 
	Настройки порта Ethernet 
	Настройки GPRS/3G 
	Настройки Wi-Fi 
	Настройки прокси-сервера 
	Управление контактом 
	Настройки электронной почты 
	Публикация 
	Настройки идентификации публикации 
	Формат файла экспорта CSV 

	Подключение Digital Service Platform 
	Настройки точки доступа Wi-Fi 
	Активация точки доступа Wi-Fi 
	Отключение Wi-Fi 

	Информация об объекте 
	Конфигурирование информации об объекте 

	Регистрация данных 
	Определение интервалов регистрации данных 

	Безопасность 
	Управление межсетевым экраном 
	Параметры порта 
	Доступ к сети вышестоящих устройств 
	Конфигурирование настроек межсетевого экрана 
	Отключение кнопки сброса пароля 

	Сертификаты 
	Загрузка нового сертификата 
	Переадресация HTTPS 

	Настройки событий 
	Заранее определенные события 
	Пользовательское событие 
	Создание пользовательского события 
	Редактирование или удаление пользовательского события 
	Копирование события 

	Связь с Com’X 210 
	Настройки адреса IPv4 
	Доступ к Modbus TCP 
	Конфигурирование фильтра Modbus TCP/IP 
	Последовательный порт Modbus 
	Настройки последовательного порта Modbus 

	Дополнительные настройки Ethernet 
	Настройки сети ZigBee 

	Настройки устройств Com’X 210 
	Обзор настроек устройства 
	Основные свойства 
	Добавление нижестоящего устройства 
	Изменение устройства 
	Отключение устройства 
	Повторное подключение устройства 
	Замена устройства 
	Удаление устройства 
	Измерение и метаданные, экспортируемые на хостовую платформу 
	Выбор измерений для регистрации или публикации 
	Заводские настройки в таблице измерений устройства 
	Значки предупреждения таблицы измерений 

	Встроенные счетчики импульсов 
	Пользовательский счетчик импульсов 

	Температурные датчики сопротивления 
	Пользовательские аналоговые устройства 
	Обнаружение подключенных устройств 
	Состояние обнаруженного устройства Modbus 

	Ручное добавление устройства Modbus 
	Измерения счетчика Modbus 
	Подключение устройств к приемнику Modbus WT4200 
	Подключение устройств к Acti 9 Smartlink 
	Встроенные устройства Ethernet 
	Параметры конфигурации устройства Ethernet 
	Пользовательские устройства Ethernet 

	Обнаружение устройств ZigBee 

	Измерения 
	Просмотр таблицы измерений 

	Ввод в эксплуатацию Com’X 210 
	Обзор ввода в эксплуатацию 
	Запуск регистрации данных 
	Запуск публикации 

	Пользовательская библиотека Com’X 210 
	Пользовательские модели 
	Пользовательские устройства Modbus 
	Пользовательская модель счетчика импульсов 
	Пользовательская модель счетчика импульсов KYZ 
	Пользовательская модель основного измерительного устройства 
	Пользовательский контактор или импульсное реле 
	Пользовательская модель аналогового датчика 

	Диагностика Com’X 210 
	Обзор диагностики 
	Статистика 
	Просмотр статистики 
	Сброс статистики 

	Чтение регистров устройства 
	Проверка связи 

	Обслуживание Com’X 210 
	Журналы 
	Настройки системы 
	Сохранение конфигурации 
	Восстановление конфигурации 
	Загрузка файла с дубликатом конфигурации с другого Com'X 

	Обновление микропрограммного обеспечения 
	Включение удаленного доступа 
	Перезапуск Com'X при помощи веб-интерфейса 
	Замена продукта 
	Сброс пароля на месте 
	Сброс до заводских настроек 

	Список контрольных проверок перед уходом пользователя с объекта 
	Устранение неисправностей Com’X 210 
	Устранение неисправностей счетчика 
	Устранение неисправностей устройств Modbus 
	Устранение неисправностей сети 
	Устранение неисправностей Com'X 

	Центры сертификации 
	Распределение регистров Modbus 

