EcoStruxure Automation Device
Maintenance

EEFARIR
{ELeH5HN

EI00000004050.04
2022511 8

Schneider
Www.se.com g Electric



i&{EREH

FEMISEE S mRLAR AR DS KGR SR E M B A ST IR 2

HSsHENBEASNNT., FraEitREg AESBEEREr. ASERERE

SERIRUERT | RIS, BT R BE] . AELTE

%E?gﬁ%ﬁﬁ%iﬁiﬁﬂ (EBF. tMh. S2ED. RHIEEMAR ) SEFEEELRE
YEHAJERSD

MR ERSERSRERWREIRTA , ISR SARE T EOFETT | B
LU A R TERRIARR S D ATFRIBRI.

FEMFEER S mINRBENHEGBARIITRI. BIF. RIFD4ER.
AT iE. BRI AIEN , Bt ST ESrER SRR ER , AR

BITE.

EEREEATATERER , WTAREHEERET PRI TERER , BlEERLAL
g@ﬂ’ﬂ{a%ﬁﬁ%éﬁﬁl?,?iﬁ’ﬂ)ﬁi , eSS R ERBE AR ASFBEHIRERX
73

fERnGsRE. EEEsHNRIPH—&R | BIGERSSIFEFTEAENART. K
Tﬁgﬁﬁ];—aﬁkﬁﬁﬁiﬁ%ZEﬁ , BAHR BT NAE SEFANANMESARENAT
M 1l:lo

© 2022 — Schneider Electric. {REBFrE1F,



BT ITER

=k

a7 U OO 5
A BB T e 5

BN /2] 22 OO 6
2= 0z =11 TP 6
FBEIETRR ..o 6

R E G T e 7

B ERRERII .o 7
T T e 9
T e e e 13
1R e e 13
BRIREESR oo 14
R et et e et a e e e et et e e st e e steanreenrean 15
BN | ettt 16
QUL = SRRSO 16
EcoStruxure Automation Device Maintenance FBEFP R ......ccvovevev.... 18
E-31C; 1 =3 AU 18

TR IMER oo 19
R e 21
B T B oo oo e e oo e 23
L= | RO 24
BIEHET EcoStruxure Automation Device Maintenance THH ......ccovvvvveeveeeen... 25
PRI R e 26
T T R oo 27
BoE EcoStruxure Automation Device Maintenance THE................. 30
B B IR R I T, e 30
FLEE ModbUS TCP 1R oot 32
BB DP WS 0 B .o 34

B B I B oottt 35
=== AV AR 35
BB RS oo 36

B B B S oo oo e 38

S R B B B oo 38
FiTo= R a1 = =F OO 39
B B oo 39

B T T D oo 41
RN E= S Tinediiic (ad A0 DUUOTRTR TR U U 46
T SYSIO B T T oot 47
51721 =) ST 49
D BT et 49
TR IIE oo 53
BB R e e 53
SRR F R HIIEER LR e 54
R = SRR 55
BT P e 57
T B R e 59
IR R T R et 61
EI00000004050.04 3



B4R ITER

BEEMEIATEE ..o 62
= = -SRI 63
BT oo 63
BEFIEEE oo, 64
Lo oE oy oy Y = SRRSO 66
LG oot 68
T ARRIBEZIE 7 oo 68
SChNEIAEr EIECHIC HERI .. oottt 70
bt = ] TR 72
EEFRNEIRRAISIIE oo 72
EcoStruxure Automation Device Maintenance {ERRIEMAE ....ovveevveeeeee. 73

EIO0000004050.04



Z2ER

oiF

M

EHFERITR

Z2(5R
EE(ER

kY e o — )
BirLS

>
Al
2]
¥H

ElERR. BME, HHEFUEHPIRE 2R IBFERIE NSRRI B EERAE
®E. TRSEEEURSEANEME SRS LI, IRAFEERRR
A RE TS A XREPESENE—TRENER.

£ e B "EE FE RIS RRFEMER, MRNETERIRE,
SSHABGE.

XRREISRENTS. RERFRFEASGENRR. BETHEHLHAS
NEEETEEW, LUERATERIASHEERTL.

IRETEAILIESR SRS EABSGEEETHRKRIBR.

A =5

BERRTEAILIESR, TS EASGEEETRTAIRKRIER.

A I

IMOFRTEAILAESR, FTRER SBEME P EA R B EREKRIER.

it=

EERTERTSABGLELKNGE.

FSIRENRE, B HENER TIFURTERRNARIT. BIEESA
EBRTERARRRARTS EfEEEER.

BRRPMARBIEZESHESIRERIHNIEFIRMER B BRI EEIRTRAIA
R, ET %215 BE0 R IMFNERIERAIER.

BREFRIARREEGUTERNIAR :
©  AESESIRENRSASIETIRIFERIVREENRNR,
T = HmiE TS ERIRIRANE K.
© BERIReBXE), sRAIFE AR X,

S AR RV RES RIS B S MAE S S SRS e, BRSREAL,
MR TR EIITAER, SEARIARNREE SIS L SR E s
. EHRIE , FEER AR AR AAMLES.

EIO0000004050.04



BT ITER

IEfRFE

FiaZhai

BaEl5ilit

MGG TEH RFANKE FHEVERERRIEE |, (XTSRRI Tk

BRETERNRSEXE. EERUFIRASIE.
EERATRA , s EARRBEITRICTE. RIBHMGERRERIFIEHE,

BN RFRVEANERD B IURIREN KRN (a0, MEsgit)
BRIIFARNZZ.

AR RTEHEIEMRE , BUEEEEK.

NMEBATRERD B SBAPAIEE LR, N5RY=8 ERDERAIRLS
BaiF , N RESEWRAUMREARTER M.

ATE

AINLABGIPRNIE &

.« NMEBLHHRBXEMREREAERRILRIRANRE L.
.« TEER(FHAE) , TEBFHMALEE.
FFRIPIRETESH AP HRF IR FTERR.

EHRERBRERTEHSH TSR, RIERHEHITIEE, EhirR
Al £k REER. BRFSASRRNAR , ERTSMNANEIIIRE
%ﬁfﬁgﬁggﬁﬁ%’% ERLVEBERT  IRFEEETR , WATsEEE—
I M o

RERBRF. HaEthEHsRtENE A s EE IR, B TREPTESD
AR HIINSMERAIEE | ALt , B REMIIA e LAERREREhZ
BIMEXLEEENREMIRE. T 5ENBEEEMAEEIREARER Y
B , R SEERRAEMAERINEREM. National Safety Council's Accident
Prevention Manual ( EE£EAXIA ) EFHEREEIFEERIEE.

XTSRS — SRS | SR AP ORI A R, S8
Ve N RROF A0 B A BR(IARTS B it \SE S BB IR , R R SEA
BEES , NIRRT, (VR RaSRAp M EA RS, &
It , SRR | B AR,

EFERIREZE , BRSIRUSPHFEXIES T 2IRE STMEBESEKIERED
2L RIET. SR RBFEXAIFERKIRE SR 2REVMSHEXEN
IRE R IEFECSERA.

X AT IARTRLRIHPNE IR E S SR BERERIRNET AEAR
HEhIIRELREE. RGP fSRaE R LirSERECA.

TiZa , EERESEHSEMIREHITENREZR , NIRGEIITIEA
RMRGFEHATRENL , LISEREIEHET, THEXMMOUEIFEEE , mE
Rriz Rt B AR AR THIRA B ARSI,

EI00000004050.04



EHFERITR

BESHET

RZETEFIT

A

7= =
=

REIRERRIE
- WiIFESTHETE5RESE.

. i}; ?_I;:HTLJT:UftZHU , ATt L AT EEREREE IR (S E

« MNIRBLIFRTIER. (UERURERER.

FRAIBRERTRESHA B TR FIRFFTERR.

PUTIRE TR RTEINRIFTE EshlK. REFEREEUMERESEER.
AR E S ESERMERP TR,

IRRRITSAA ( I : RARSSE] National Electrical Code ) SSIERRTSRBIRSTT(E
e Bk LA HaIma s, MR TERARENL | BEERE Y
FREGEEIY |, BALLIRSERIMNRLR,
= X‘.hx%x_%ZHu
Mg EIRTF TR, ERURERER.
« XFIREET.
© WBABIRZPIFIRATE NIRRT ST,
© BTHENERENAFRE B,

Eﬁﬂﬁﬁﬁ%ﬁﬁ%azf NEMA Standards Publication ICS 7.1-1995 ( LAZESZhRZAS
)

© ARERITSHIERESETISRSIHMLEMHHEZSER , IRMIEKREE
B3, BeSEEkHI.

© BNSEAREBFEDASMSHRBSETACABBERALTE, EHITINE
AT, RLISISERBB RS, HTIESATR T FARNSREIR
SEHIERITREI BN SR SR E — R R 2.

« BMFARNIA RS TIREARLIRATRRIE TR, NAMRGHRE M
#, LRSS TEREL.

LA RIZEERERE |, IF R P HINR A SRR SR EiH
2. UT&REHE2ERERTIRE.

AES

IREKIERE
© LERURERTASSIRE R T R PRIt al iR i N A7

© FERIRERTERIEENEII0RE. EEHRESERFLiEZAREE
EETIER,

FIFRPIRETRESH AP HRFIRMFTERR.

EIO0000004050.04



BT ITER

N

%ﬂﬁ%ﬁ*&ﬁﬂﬂgmw‘
EE%EEEJH:EA#LME&%&E% RUIR S/ B EHRS R
SRUEF SR UK T R Fr B RTHEAIER.

. K%%&Wﬁﬁﬂ%’ﬂ#iﬁ%ﬂ]?E%ﬂ%ﬁfﬁ%éﬁ%é?ﬂﬁﬁI1’EEJZ%%§§%E$EF_\Z
TERIEK,

EEESHENEEEIMEEIERSHIERIEREER.
*i&tﬂﬂﬁ?aﬂ’ﬁj‘a“" BMASG RS/ ETERE.

N

REomt. REEMERSENEERESE
BTMEREREE.
FIRIRIBIRETRESHABGTHRSRFFTERR.

iF: BXMERENFMES | FEEET MELS, 68 T

EIO0000004050.04




KTAH

EHFERITR

XFFH
XA

BHREE

HHRAYSE

ARS8 EcoStruxure Automation Device Maintenance TE, EcoStruxure
Automation Device Maintenance BEFZIGEUEM PC {24589 Schneider
Electric i2%8, I TESIFAMMEHIIBRXIRE , FEERATELEITIRER
AT , FEMRALXEANRE.

AR EEHRT EcoStruxure Automation Device Maintenance 3.1 #4377 E#1.

FEARSERLARE FEA BRI —T R RS RN B R s
8, WMEELIFESE | 3ihia Schneider Electric =TT www.se.com/ww/en/
download/, ¥$3F EcoStruxure Automation Device Maintenance X4 , i5EE =R
N AFEFEN EcoStruxure Automation Device Maintenance , Af53% Enter 2,

RIS MR ENIZ S W _E B AYABEASEER], (RIET IRIRFERSUHECR |

HAVEAEHMEIT S , EEEINGERET , EIlER. WRERISEELESR
ZAFEER  BUELERE.

XHBTR SERS

Firmware Compatibility Rules, Modicon M580, EIO0000002634 (English)
Modicon Momentum, and Modicon X80 I/0
Modules

Modicon {5488 P MR Ls | SEEM EI00000001999 (English)
EI00000002001 (French)
EIO0000002000 (German)
EI00000002003 (Spanish)
EI00000002002 (Italian)

EIO0000002004 (Chinese)

Modbus #SBFISCHEISES , & F Modbus Application Protocol Specification

Web IREZREEENXY , SEFif WSDD-DPWS
33003101 (English)

EcoStruxure™ Control Expert iIZ{THE,
33003102 (French)
33003103 (German)
33003104 (Spanish)
33003696 (Italian)
33003697 (Chinese)

EcoStruxure Automation Device Maintenance JYT50472 (English)
Altivar FEF 3R
JYT50474 (French)
JYT50482 (German)
JYT50476 (Spanish)
JYT50478 (ltalian)
JYT50483 (Chinese)

JYT50484 (Turkish)

JYT50485 (Portuguese)

EI00000004050.04


https://www.se.com/ww/en/download/
https://www.se.com/ww/en/download/
https://www.se.com/ww/en/download/document/EIO0000002634
https://www.se.com/ww/en/download/document/EIO0000001999
https://www.se.com/ww/en/download/document/EIO0000002001
https://www.se.com/ww/en/download/document/EIO0000002000
https://www.se.com/ww/en/download/document/EIO0000002003
https://www.se.com/ww/en/download/document/EIO0000002002
https://www.se.com/ww/en/download/document/EIO0000002004
http://www.modbus.org/docs/Modbus_Application_Protocol_V1_1b3.pdf
http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01
https://www.se.com/ww/en/download/document/33003101K01000
https://www.se.com/ww/en/download/document/33003102K01000
https://www.se.com/ww/en/download/document/33003103K01000
https://www.se.com/ww/en/download/document/33003104K01000
https://www.se.com/ww/en/download/document/33003696K01000
https://www.se.com/ww/en/download/document/33003697K01000
https://www.se.com/ww/en/download/document/JYT50472
https://www.se.com/ww/en/download/document/JYT50474
https://www.se.com/ww/en/download/document/JYT50482
https://www.se.com/ww/en/download/document/JYT50476
https://www.se.com/ww/en/download/document/JYT50478
https://www.se.com/ww/en/download/document/JYT50483
https://www.se.com/ww/en/download/document/JYT50484
https://www.se.com/ww/en/download/document/JYT50485

BT ITER

KTAH

FmtAX(ER

N

K&

IR ARG 30T | BRI eI H R RAIBERUR | T
FLLXREEHITNRE | RRMUENISIE , LAERRSEARIIZ EIREZ SN
&, KEEHITIRERTHIERSELL. BEELE. BEBHES.

© NRBEHITHRER A ERIRE TARATE SR,

© RSEEHIRESABRETHEE. SRS AT AMERIER SRR
RRAREANLAE RS,

« BTEEHTIE SN E2iER.
. %%{_%tiﬁftﬁ%iéﬁ , ERNERR , SIRENSERITERDBHTE
T,

FZRIBIRETRESHA BB T HRSRTFTERR.

VEXEAEE 1218 NEMA ICS 1.1 ( iR ) PRI LISSEN - B
SERORIFE. ZRRRNMEF AR NEMA ICS 7.1 ( B=EThR ) PR EiLinER I
IR RFANESE, TR SRR S e XAVZEIE.

FEREEFRE R POU KSR FRAIRATTE (SIS ) Bl , M
. PUTHEERBE AN, XA RN ERIRT S AR S
i, Tk, BHFREH. WRAMAGRIL.

N

EFARRTERRS
© HNAEMTRANRERITREEXD.

. g%;%ﬁr%iﬂiﬂﬁﬁ (POV) HBRATRIRE , FEMNERNIERIIREER

.« (ERERNSHISHIRRE , FHETHRRERIIELETA.
WIHERERFNITER SIEERT POU FRE.
 EXIEAMAEITHAE . RO FTATIREE A RERI TR B,

- IREREBEXDH. RN EREN X EEHI0E ( 2UE. B8R
FHF ) BEURSITTE.

FZRIBIRETRESHA BB T HRSRTSFTERR.

AEE

BN FIRE
o AIBRHEEEEIZR Schneider Electric IARTAYER{LE,
s BREXYIERMEGEERN , NEHNEER.

FZRIBIREIRESHMA BB T HRSRTFTERR.

10

EIO0000004050.04



KTAH EHFERITR

R, N AR SN BN S IR e S S A XA | R Bl RS E A
ERR, NMEREEHXHIRETHARIR , 8iE HEMTEEaET T , WAEST8E
FoRIEE TF , SN IEFA eI TR . AIRHILER I |, 15
BR=ER., —EEEEIINE S TSR S RIS,

N

EIMGEHEIRE. QRRKHRIR
 UIDRURIEAE S TAOEURE .
© AMEBBEEHARESET , NSRS,

- FAHEEEXREDITPERE T MHRAH B CREBUBRN S iERBI LEHINE
(SR IERAYHIBETERR . N , TIDEXHERRIITERZ
APRHERIRNIZT.

FRAIBRERTRESHA B TR FIRFFTERR.

B THasEHIR /RS |, WRENFIRGTENE | ERisAUERRIE. K&
MR E R AR S BRI E TR EUEREINE R,

N

SIS EIRME
. ﬁ%ﬁﬂ,‘?i}EE’\JTEM’E&%%‘EEEHL%%%iﬂﬁi%ﬁ%&iﬂ@ﬁ‘é@zﬁﬁu%‘.:T’fJ'L%%EI’\J

- (RIFE(EES |, LABRAREAIA,

© MNRITEEHENAERGEINRIT D E , BRRENTIEEHITIRME
Y, AMtEMHER BB ENESIMEREER.

. FNBEFEBRZESTISILAA (MAS ) HEMINEFR | LIS
ERETEGON | A E RN SRR AN,
RIRH IR SMA SRR SRS SRR,

EENERNARE

AEA R E LIRS EORARE, AiE. HSERESARA L
SRR R RS E N

EREREFS, Kah=sfl—RRBELIE , XATREEIRERRTRE, T2
BB, RENE. HIE. HIEEA. KR, X HR. HRER. BREFNE.

EIO0000004050.04 11



BT ITER

KTAH

XEARAERSE

it

ik

IEC 61131-2:2007

PRIEEHIRS | 58 2 809 | IRBERIIN.

ISO 13849-1:2015

NEERe  EHRRNZEERESI.

wRitEn.

EN 61496-1:2013

iz : BFRERBFRE.
B 18D | ARERIL.

ISO 12100:2010

PR E - RIHA—AREN - KBS FIX L IDHE]

EN 60204-1:2006

iz - BSHUMIRE - 55 1 809« —REX

ISO 14119:2013

iiZes - SPHFIREREATBR IS - RIHAIIEEERT

ISO 13850:2015

Tz - E2fELE - =R

IEC 62061:2015

Tz - T2EXES. BFTREEFTHRANE RS

IEC 61508-1:2010

BS/EFAREEFREEXARNE RS | —REK.

IEC 61508-2:2010

BB F/AREEFZSEXRRNIREMRS | BS/BF/AREE
FTREM|REFHIER.

IEC 61508-3:2010

BS/EFAREEFREEXERNIRERS | WEHEK.

IEC 61784-3:2016

i&lﬁiﬁi{%b@éﬁ -BE - 5 38 : REL IR L, - —RMNFIEEE

2006/42/EC HiiE<
2014/30/EU EBRRAHAE
2014/35/EU {REBERIFE

JE%% , AXHFTRIEFAARERRAE PR . BAEIRNRMEIRERITELR

an
ot 3%
IEC 60034 7l HEEEBHL
IEC 61800 &%) AR IR RS
IEC 61158 &5l BAFUEfEHnNgEsmER - BF LR RFNIREE

&a , BEX—RAASESSERRAmA—emER , HEXHEISTIRES (2006/
42/EC) #1 1SO 12100:2010 HRIXE X B X,
X TSRO S | B Er R, DRMERTEEER |, tBAIRERNIEA. B
T RSERTI AT RS IWNEEXNEZER | FERXEnS

R,

12

EI00000004050.04



EHFERITR

IIgE

DPWS ( Web [REZIZBEEXH )

EcoStruxure Automation Device Maintenance 5L TFINAE :

BalrERN

FmREIRA

REINEE

EIRIXS S MREFUTE BT
IP i EEE

¥ 509 Schneider Electric 128

Modicon g% :

Modicon M340
Modicon M580
Modicon Momentum
Modicon X80 1/0 &R

Altivar 1835 :

Altivar F=R 5

o Altivar Process ATV6++ JXz/38

o Altivar Process ATV9es X528
Altivar Machine ATV340 JXz28

Altivar :

o VW3A3720 Ethernet

o VW3A3721 MultiDrive-Link

o VW3A3530D ATV dPAC

Altivar ¥RF¥Cngs -

o Altivar ATS480 #X#S5hes

EcoStruxure Automation Device Maintenance 1.HEREB RN FHRZ SRS FHIE
48, BEULUHBNAN , & NRIREAIFENRE AN E I IEEE X
i, SR LAFERIRINR S,
ZEHREEMGES

Modbus ZHEEAS 43 ( IEBUKEIRR )

EI00000004050.04

13



EHFRTE Eid)

TR ER

it ERER

CPU 7#F Intel® Core i3 S EHAIRRA
RAM /4GB, il 8 GB HEX,
mEERESE 500 MB B] FEtEEEZSA]

BRI ER

+  Microsoft Windows® 10 Professional 32 {i1/64 {\/aE#HIkR A
+ Microsoft Windows Server 2016 Standard 64 {if
+ Microsoft Windows Server 2019 Standard 64 {i;

i Y

TEZHLITY
- FTP
e HTTP/HTTPS
* Modbus SL
* Modbus TCP
« OPCUA
+ TCP
- UDP
- USB

e

WNMEBSRIENFEEDPIEREELEY | 15 1920 x 1080 GENEELER. B
BEORE/DEBELT 1280 x 1024 (&=,

14 EI00000004050.04



EHFERITR

Wi
i

E
Ho

AR RO

DPWS ( #HimM 3702 )

FTP ( #5HimO 20, 21)

HTTP ( /%0 80 ) / HTTPs ( E5Hih 443 18080 )
Modbus ( MmO 502 )

OPC UA ( &Him[ 4840 )

ABE

RATAt. REENFRZEENEERE
B TMEZ EREME.
FEFRPIRETGRESH AP HRFIRMFTERR.

iE:

BRMNELZEINFRER  ITERED W8%E, 68 T,

fEaTLUBIT M Schneider Electric U FEZESERIA T | SRZEER1G.

iE:

1EX 35 AutomationDeviceMaintenance.exe A4 Z Bl , IBAIIESEITE

B, S HFERKIE, 72 T ATA.

iT: B REEIERNUR | AR,
BRRIA TSR
SE| | BME
1 ETHXMZE , Bit Windows FIREIBISEMN RN,
2 I EcoStruxure Automation Device Maintenance 43 {4,
RISELE InstallShield Wizard,
3 A8 InstallShield Wizard SRRU5iEE , SEpk&sE.

EI00000004050.04

15


https://www.se.com/de/de/download/document/EADM/

EHFRTE FSEINN!

(FSEIN

BERISENfE , EcoStruxure Automation Device Maintenance ER~UATEELAF
FRZaRE tNEGE. XALTEN , (RMFAFRENZEPRS. Bt , S5
)'.—E.'EJJE%T , EcoStruxure Automation Device Maintenance & &~ X <A T ERTET
EB_T N mo

ZHE

_ o x
[ BE= oEs  BEm Fm v U =EERE RE
@ Fm G EE BEFEE L BHeO R % /
; BESH BEEs B4R | B4R . e - Q
O #®8 | sine i - e 7 EHEOER FRES BIF a

AHTEARE, NRFMES, BEEFM.

INNER] © == w5 s
BE S s
#= =5
L] E=4iH Thae
A HiEg EREIEEFHEENNS.
B RE/MNE EREARNEF R EINERER.
c I8 ERATFHITIhEER—RSER.

16 EI00000004050.04



ESEINE

EHFERITR

TR

T Ef43FiAi8) EcoStruxure Automation Device Maintenance &#IIHEE.

jT=R am iR
D FRIRE 1HEBEE AR ST EcoStruxure Automation Device Maintenance IiiH, 25 .
B 17 FBFFTFF existing project, 27 T4,
#1=F FF{R1F project settings, 26 T,
v
% ¥TED AR A FITHEE,
Bx BFEEREER.
@ xF BFiAE :
«  EcoStruxure Automation Device Maintenance {2
SHhFE
YFERENMY
HHER
RARER
21:] BFihRELE.

RTFEERNRRER , 24 T,

- ®e

BTFEERNENES , 24 T,

=2 RAFERERIENIRENFHRIRERI.
- Fan/ 8z MR F I AR E R IIE.
BXELZER  BERkERERIIEL—F, 30 I,
- "B RTFEEIRE.

W
=]
£:]

3 faik

LS wTEHE  BELSEE , FRESEEMIIRERXRAIESR.

S gxﬁ%ﬁﬁ#, 64 MELEFTEREEN M, 66 T THEXIRER , REEMRHE , KEENSEHENT
Eo

BH BUHIZ ISR B H EHTIRLE.

EI00000004050.04

17



EEHRTIE EcoStruxure Automation Device Maintenance FEF R

EcoStruxure Automation Device Maintenance R 5R

H
HiEE

HIREINEE S REREME , ARTITRETAIBNEHE.

Y i&

£y BBz £1{B & - (1.50) BME NUA 0100 a4
» (SV2.31) BME RIO Drop E/1P 1CH =R Firmware

* (SV2.31) BMX RIO Drop EAIP 1CH b it BME NUA 0100 Firmware Upgrade

* (SV2.40) BME RIO Drop E/IP 1CH
* (SV2.40) BMX RIO Drop E/IP 1CH

> AlVEn 1.3 ETRA
¥ ATVIo FaREL

BME NOC 0321 Ethemnet Control... E-3o03 BME NUA 0100
¥ BME NUA 0100

FalE: OEQE-0921

(1.50) BME NUA 0100 i 150
(1.01.50) BME NUA 0100 L]
BEHTE:
* BME P58 2020 Unity CPU Etherne...
* BME P58 2040 Unity CPU Etherne...
» BMENOR2200H
» BMX EthernetNet/IP Network Mo...
» CANOpen Remote Master in X80
* CPU 340-20 Ethernet CANopen2
* CPU 340-20 Modbus Ethernet aEs
* Device Simulator13001
* DS-DPWS Demo

* ERT module 16 Ch
» Ethernet board firk: 8 C:\Users\Public\Documents\Schneider Electric\Data Packages\BMENUA0100_v1.01.50.sedp

24 BME NUA 0100
BIE:
» Ethernet TCP/IP, FactoryCast Mod... R 04317210-2¢d0-526f-011e-924745¢f2057 &

* High Speed Counter & Ch
* MB80 Compact CPU Ethernet CAN... nE

1588 B iR

A LERBNCHESEN FHMIRE | ERAMTAEAENTIER. NRLRTFEIEE  EF2BRN
Fz #Zehml FRYE.

BXESER , BE GRS I R—F, 49 I,

B a8E= SR QAATIAS | CERIRSERIE ISR |
TEMEERMNEIF , B , (BRFIRITIRER.

BXESER , BEES EI~—F, 49 I,

18 EI00000004050.04



EcoStruxure Automation Device Maintenance FBF 5 EHEAKATE

523 1)) 137
BER

IREMNEER~ 2R TEEMANREIFAER.
i REEAIENIRENBEIRT | A2 BB R ERAIER.

BETE=FHR Eltr , BIR B aR#E.

BRI @ Fm PEE DAsE LEFRL ORR TF
O | & | B2 _— HER  RIEE  gx | weeome TR e
O B&skaEE 6
ATV630U07M3_44160 hitps://172.20.170,196:443 c
CR: ::rvsanuowv\se stNt:P SJOOZZDOHLEA?&?UOON JlEasna - & ®
ATV930U0TM3_b3 ; 7d]:502 i 5
CR: AW930u07M; SN: 4030000HL704004007 SEIENB = ) ) i O
ATV630EIP bap://172.20.170.209:502 ’
CR: ATVB30UOTM3 g‘n:a:omonomu?mow elee3 &
3 = rm) .
PRI RAVRE :
g ik
+ Add PERIMZE , RINFRE. BXESER | B2 MNRE, 21 I,
BPEERIRE | BURIFMERENERE,
9 EE

HE BRFTIERE

SEHMRFHERRH | RIESPTIRERIEE.

A BRI

SEEIRRORE , FITFEFHPOHEE, BiLEREBEEIRE , IMENMEREITEHENEZRE
REXHEH. BXESER , BE5R Eidil, 63 I,

Hide

SEEEHRE  RREFTRIANRE. BXESER , SRS/ IE, 53 .

Dispose

£ Dispose ( =7 ) & | ERATRIINNIRE., BXESER  BEIYRE/MNECIE, 53 T,

0

iiiﬁ%ﬂ&iﬁ}iiﬂ , BERSMIEEI-FEMNENKE, BXBEESER , BEREEMIAER, 62
o,

BFRFRMASIZ , EEEF/MBERTANEERMRTIE. BXESER | BERGEE
BRIE, 61 4.,

RIBHITTE

=

iR

RIS BFIRT B NS E D EARNENE , MEDIRETIFRFIRESE, 54 TUATA.
MBEFRTEMNMERS  HEPIZENSIHE,

SikHE

EHAEMISNEIRE | ATRANS MREHUTERIRE | MR BRFEEERIRE.

RE

ERIGEAPRTE
o IRE  IRECHTNSIEE.
HE  ECEEIING , BERmATER.
g CRABRER.
56 TRIPERSMERISE.
a& : B TRREERRE , LMEThE.

IREFEEMR
[EX %05

BRRENZRAEIES (CR).

i NERRSIEE T RIFEM , WRAEBEIMGHSL ST , 742BRILAFEN SR,
%0 , Modbus TCP BtAZIFIt S48,

EI00000004050.04

19



EHEAATE EcoStruxure Automation Device Maintenance AR

TR 3%

BRSStR = BIRSmRIRRAIREN URI ( Z—RRIRRTT ) F1F5US (SN).

s

EfthR A SRR BRI LAIE R A,

==t IEEREURA : 5 RSEAMET . RUN, STOP, BUSY, NOCONF, RESERVED, ENTERED,

LOADING, COMPLETED, REQUIRERESTART, ERROR. IETTI&IINASTELARIFT.
iE: RIEFTERANR BRIAE | ISR AT RS R IR THES.

EHPLER ErEERROHEETEENEINSE | CEiFEt. CHERLRE. EFEHRI. BHEHRt
BH. EHEfEY. SXESER | 550 EfHdil, 63 I,

Rk LRI L AR E S RS TISEMEE (T RS ), BXESEE , Bs
8 hIay FEfELR, 59 T,

EhiE HEMBEIREHRXET , LT RRNRS S EIRE -

A AEREERET | ASIORE SIS E R \ R RN BN, BT

RENFERE. EeERRRCFEEE | BRITRIRENER.

gE , BHALUETRE > IRE > APRREREXRLENRNERRERE. BXESER , e 8
FAFEHE, 57 ;.

({-wl'ﬂ SERERRERE N RENERC RIS EERTHINNIT.

r% TERERRERE N REEREIN.
BFHITBERIER | HRIRERERIEE.

BEEREERER | BUERIESIREER.

ET:
SHEFROEITLTHENPONEE, TIHABRERR  WENSENTREETSReRE
1 NiEE, BXESER , i52R ', 63 I,
% BHReEAEER , EEAEER.
BERMEEER , BHiRE.
D i RTINS | EEERSERNES ST SR E , RTINS, BXEs
B8 | E2E Ea S, 6 @,
&) BB,
o RE : BIESEB
T8 FEMSTES
BESEEREL | FITREBEENSEE, BXTESEE | B2 meS S ErEmERE
BRTS, 45 .,
) IEIREELA SD fFig . BEIERR , BIEEE ~EE SD Fig k.
- FERIERE  BERMSHEERER , EERETHANGIIIR. BXESER | BEREHETH
RS, 53 T,
HE BRESEFTHEIRE.

20 EI00000004050.04



EcoStruxure Automation Device Maintenance B R E

EHFRTE

aImE &
i

FNEETEEG AR | eagEmEsmesn T 79 s gz
ST hes (Lpi , ISR EAE IR ) H RIS, W=
IR . A,

IS & x

EREVE

&[]
it
Wil

HTTP/HTTPS o

A
=

I

J#
Jjn
<]

EE S

b=l

#ohk*

140%%
140% (3 BE) 172.10.15.25 x| : |443
1712

1719 (7 £2HR)

ATS*

ATS™ (7+£34R)

ATV

ATV (FHR)

E AR = 2019 F IR LWHEIRE. . e
HXESES, WER Schneider Electric *ZH3 b e

XHE , NRATFIREASHFRMEEZ REBLININEEE X , S5 EcoStruxure
Automation Device Maintenance FToiZBmNAIIES , BBAFERILAFERNFINESE.
R, BEEEIES,
HEERT , EIBSNESEIESHYENR (20 BME**, BMX*** Si{E&i&
T]). EXHERT , BRNEITR %R
. gﬁ&iﬁi@:m?ﬁm&ﬁ’ﬂﬁﬁ - 5N , 3FF BMEP582020 , MFIZErhiki%
iE: JIEEEIRRRAS ( a0 , BME** ) FOERFTARA (f5I40 , BME** ( i
KR ) ) B MENRIRML T FPER(K, B TSI EBRTAE.
It , ANREEIES R PIERAZEEIFAINY |, BEE AR RIRHAEE
ZANSEIR,
© NEREEAFERIRENEIEISIENGR , SEENEIEG SRS
B > GIEEETWEE NP EFREISUED, (BXESER 55
HED BEEEMNE 5T, ) AR ZEBEEREARNES (W
BMEP582020 5; BMXNORO0200 ) o

EI00000004050.04

21



BT ITER

EcoStruxure Automation Device Maintenance B HE

{HpEERSY

iR

mEsS

MFIZRPIERSEAIRIES | AERIENANREES IR PIERAINY |
BNREER.

EE

MFIZRFERBT Y
HTTP/HTTPS
MODBUS (SL)
MODBUS (TCP)
OPC UA
FTP
. USB
SHSRIERMERAN TR

ze

IHETSOERT HTTPHTTPS 3&F,
WSS RIS L& (HTTPS) #H TR |, NISRIIEIR,

IP jtbit

BNIERINARER] IP LR T ERAYmE.

g%\ ID

IHEIR{ERTF MODBUS (TCP) (& :
i Modbus TCP B HNKEIRAT A,

BX Modbus #BRIEZ(ER , 1EE1% Modbus Specifications and
Implementation Guides,

i¥: EcoStruxure Automation Device Maintenance V3.1 & EEiRAS gl
BUIERINE . WNREEIHFTFER EcoStruxure Automation Device
Maintenance V3.0 REERIRACIFERIINE X4 , BXEHEEIREREIES
iRE , WERRSEREAE DR EZEFFIEE,

BiEsR FIHmE, 27 @,

22

EI00000004050.04


http://www.modbus.org/specs.php
http://www.modbus.org/specs.php

EcoStruxure Automation Device Maintenance FBFR 5= EHEAKATE

fcEsE
BER

BTSSR EEMIRE.

=H
v B
DPWS Eﬂﬁi’i 0 :_f—iﬁ (@] Eiﬁ
Modbus TCP
B e mERaES s
?‘RE DPWS FEEE
e Modbus TCP FEET
EREE
PKI
Syslog
BE
BEE
E
v B
@ Efr iE ik v
ZHRKERS iR
=Zm BFEERIEN. BXESER | B2 kEREAIIELR, 30 A,
DPWS FITECE DPWS 2R AER. BXESER , B5H ECE DPWS 13588, 34 I,
Modbus TCP g!;ﬂ:ﬁﬂﬁ Modbus IFESIFMHER. BXESER , 1558H BE Modbus TCP #3288, 32
.,
Eifl BTFEEENRE. AXESER , B5H kEENRE, 35 T,
aigE BTREGRE. BXEZER , B2 EEENE, 35T,
72 ﬁ?%iﬁiﬁlﬁiﬂ%ﬁﬁ{%ﬂj’fﬁ:‘tﬁ#ﬂ?ﬁ'—ii‘ié@ﬁ?ﬁ%ﬂ’\]ﬁ%ﬂ , AMEREPETRMEER. &
£, syslog XK. BXRESER | i5580H L2068, 39 I,
iEBEE FITFFA1 EcoStruxure Automation Device Maintenance BN FEFERRIE , FHEIEEINE(E
KEMFIEREERES. BXESER  BEHE SEIEH, 414,
PKI BTEEAHEMIZIE (PKI), BXEZER , B5R SEAHEEMIZHE (PKI), 46 T,
BE FBF&E EcoStruxure Automation Device Maintenance BEXHHEEREHIRE., BXF
ZER |, FSH EEHEH 36 I,
B BTFEEFRBES. BXESER BRI REES, 38 A,
i | %ﬂgﬂiﬁ§§ﬂ§¢iﬁﬂ'ﬂiﬁ§ﬁﬁﬁéﬂo BXEZER , BEH WREIFEFINREDE,
54 1,
IRH > BPERRE BEERINER , M AIERENEEER. BXEZER |, 55H SEREPER, 57 .

RIFR{ZeY

N TIRETRARERN | IGER-ERAtFEREER ©  FRUT LAY
REZFRAHEL.

NERIENTAZILLR | SR EMAEHE.

EI00000004050.04

23



EEHRTIE EcoStruxure Automation Device Maintenance FEF R

SNEN ARRTEIEIR- R PR TRIE SRR ER |, ISR ELRERE.

ﬂ\
HieFESEEO
LA
(T T NS A S EE RIS ASE, ROt T

MER , I ARBIESFNSREEXAENEIRER. FRIFEMRRQNZEIAIER
BTk B AR SR AIE

Test_Projectemep*

tion Device Maintenance - ” ¥
, < 0 o= 185 @ Fm v O BE%E gE s
@ Fm B EE P ETREE Egih =1 =% /
= - BEat BSms ElfHhR ZEE e b= 2 Q
Ll = S MER [
] ®E ELES e B2 e &= BHRLE IRE 2
7
[ asEssd o) [
— BME NOC0321 ftp://172.20.170.62:21 ~ ~ _ & + = -
= CR: BME NOC0321 SN: A \E U B &2
— 140*+* https://172.20.170.72:443 S o T
= CR: 140" SN: B> B =
— BMEP586040_: https://[fe80:: 5 5 - a . B e 5 _
U CR: BMEP586040 SN: 21190100014 #0128 = U & -
ATVS30U07M3_b3a mbap://172.20.170.213:502 T 25
\ i = >
J . CR: ATV930UQ7TM3 SN: 4030000HL704004007 FolEAB0) =
— ATV630U07M3_dbc3be https://172.20.170.196:443 ~ B _ s 4 o -
U CR: ATV630U0TM3 SN: 4002200HL64787000N 35194804 i = E -
—> a 1=z ERT A
=k:) B3 R
—» 2022-07-1512:52:30 BMED581020-test (https://[feB0-28014fffe28:4142):443) Certificate has changed! -> CN=BMED581020_21212711508, OU=Schneider Electric Industries SAS, O=SCHNEIDER-ELECTRIC.COM
BE

L] =4 iR
A BRSNS EENEIRERE SR,
B B& BENRIREHRTIE SHE R EARKEA,

SEEIEMESHEE

B | BME
1 BETHETRRERSESINS.

HEBEOBERUTER :
+  ENERERAOHE. MNEINESURER.
+ IENEIRIERAEA,

2 EFRENERER. SNEINESLAN/EE AR ERES.
3 BEFEF , AMEMEFERRHER. RHESNERER.
4 BEER , NBEPBRSENRRERIIE NN E ST RRREEE.

24 EI00000004050.04



EcoStruxure Automation Device Maintenance B R E

EHFRTE

8l#E#T EcoStruxure Automation Device Maintenance IRH

gtz

It IhREE] FBF63E#T EcoStruxure Automation Device Maintenance IiiH,

RIS RAZIE
S| | e
1
gk B R

ER  RITFNIRESEREHKRE , N B TRE SIESRHEE.

EIREEEMGEETD , BER , (MENEITTNENEY , SEREE  EAMREN
(A SE=R

T EfER x

| HRRBAEREFNER

REERTEINNE?

® 2 = A

SR XIFFIFIE | FIFIE  ENRSMREI , HPhaiREsIRAZ,

BIEHIER , SEMPUTIATES !
© RIEHIRENFE.
- ERBEXHERE.

EI00000004050.04

25



EHFRTE

F=FIRE

EcoStruxure Automation Device Maintenance PR HE

LIhRELHEREE AR B RS ARIRFAERAFEHIIBENEIR, EftmE
?l:%ﬂJ:F EcoStruxure Automation Device Maintenance TEHRt , AEER SN
®E.

BRRUTLRRFHEIRE

B | FME

1 ]
gx 2 my

MERFILRIMBRIEY , BRERT.
WERFHENEE  BREHREA.

ERERRGFIBERXMAR , REBAXEE.

& SR

« © 4 | > DirkUlich > AppData > Roaming > Schneider Electric

v &  Search Schneider Electric »

= @
= Name -

Date modified
Images

Organize v | New folder
es Type Size
Maintenance Expert

@ OneDrive E2nNuave

2019/6/11 16:07 File folder

2019/6/28 14:23 EMEP File
(& This PC

2 3D Objects

I Desktop

[£] Documents

& Downloads

D Music

& Pictures

B Videos
2, Windows (C:)

e Allmnmn AL AANTONN ANTO As) (EN A

Ff$4(N): | 2.NUA_V

{$72228(T): | Maintenance Expert (*.emep)

A~ EEXER

Coe] | =

BEHEE | AREREBRBHEENR N FRPBANE RS,

WEXD x
FHAZETENTEE 'MyProjectemep’
sAEE: |

BUER :

@ BE EiE

5 SATEIRELAG SR,

EI00000004050.04



EcoStruxure Automation Device Maintenance FBFR 5= BEEHRTE

IR
IFIRE

NEFTHINE | BEHUTUTER

SR’ | BME

BE B B,

GATH x

« = > AppData > Roaming > Schneider Electric v

Organize »  New folder

_Help A Name Date modified Type Size
ContextHelp Mabsiisicn Bt 2019/6/11 16:07 File folder
e Hanuavs 2019/6/28 1423 EMEP File 5KB
Images
& OneDrive

I This PC
¥ 30 Objects
I Deskiop
“l| Documents
$ Downloads
D Music
= Pictures
B Vvideos

“. Windows (C) "

SEEN: [2.NUA VB -] Maintenance Expert -

2 EEXARANRE. BEIHF  ARBAES.

PGS

FHAZTBTEHITITI '2_NUA_V8.emep'

samg: || @

3 BEE | FIFmE.

EI00000004050.04 27



EEHRTIE EcoStruxure Automation Device Maintenance FEF R

&R FERMT RN _EeZAIR R RIS IR

MERDEFT AN E X GEES—aIrEN LeER | TRSIRRIEhERERE
EREESMBIRLES.

2_NUA_VBemep x

arzans apzess

EXMERT , BHUTLATERE :

SE | BME
4| EEBETORE , AERHEE.
5 | e,

B w00

6 BEE , fTTRERKANME , SERTEGH.

28 EI00000004050.04



EcoStruxure Automation Device Maintenance B R E

EHFRTE

&EAF SR RIRAR A E )R AiES R

WS TFFER EcoStruxure Automation Device Maintenance V3.0 iR EERkR
AEENIE XM , BREHE S8R ESHRE , USBR—1HEE ,
RREMNINRFP AN RN EIEEFEFIES

Unldentified_3.0.1.emep *

HEaamLESxAnEE.

AETERUREER SETUTLFIRGRSNNFLES !

SHEETELTRFDHNREINEE.

HESEAERMEE EcoStruxure Automation Device Maintenance §|BfE =628,

EEEs
COM3/255
mbap://145.0.0.1:502

mbap://145.0,0.2:502

@ i« FHER - 2019 SLELTHEST,
Ei¥sEE AR

muES
ATy
ATVr=s

AT

wmE

RSN ES |, RERHREUITFRE.

A

EI00000004050.04

29



EHFRTE

BidE EcoStruxure Automation Device Maintenance TE

fBcE EcoStruxure Automation Device Maintenance

TH

AeEnSERMEL
BB B ZIRME

EELUSIREAIME R A BdEFa. MREAMAN , TREEHEITME

EREKIEER , FHRECREMAIRERESE.

TE | B
1 BHFERTAEF MBI ERE,
2 =55y 2 U3 i
v 2B b5l
. m@
oPWS sMEX O I O an
Modbus TCP
Eﬁ“ e mERaRE i
f“ﬁ DPWS EES
* = Modbus TCP FRIEH
EREE
PKI
Syslog
==
B
- mE
@ =i BT ErH i
3 EEFEEIEL,
4 1RSS5S, FRLIRET AT I EIE ERERaTiRE.
5 BTN , ARRTHE.

30

EI00000004050.04



FEE EcoStruxure Automation Device Maintenance T2 EHEARTE

AeEFaRIE

EBRILUSRERIMENIEFEATFE , ERZI RIS TEZANRE.

TE | #ME
1 BEFBH O ELANREER,
2 BFRIME.

v =R ‘I
< B
DPWS

2RE0 F O BH

Modbus TCP

B s P s

=R DPWS EED
Modbus TCP IEEE

3 EEFR.
4 ERESE5RIAMER. ERWRETRN TR ERRANRE.
5 BENA , ARRTRE.

EI00000004050.04 31



EHEAATE F2E EcoStruxure Automation Device Maintenance T &

fBdE Modbus TCP 13522
LA

Modbus TCP {3f#=REiE T #2a IP #ltFN43R IP fbtibE ATGEEIRAIFTE IP i
HE&I%E Modbus IHEEES 43 53K,

&R LABCELAT Modbus TCP £%4 :

TR BR&E R

IP St 2RSS

CEEHRSH - M EEIRIRTIESER,

268 IP it 4 127.0.0.1 MRS TR — M.

255 1P ittt s %5 127.0.0.1 AR E R RE — ML,

SANRH - BESANRH , SASHF csv IENEENH (SR THNSAELE

XRB), 32T ) .
i WSS BEEUARERE. SUBAENHENRE.,

£ : 177 Windows HTRRIIEE | 7ERIZE LRI csv 304, BT
F N XHEESANEERE. NENFNRE , BT NARE.

+ RN - Bk + IR | CIERTHEHE B,
S5 - RPIRINERT . B
CEER = RE

244 1P Huhk = 127.0.0.1

£E5R 1P fthht = 127.0.0.1

SiEtE - SErR/ERIGE R EEIE | LA E/HER Modbus 1REH0IEES B
RiRERE - BT MBRETETE |, B, FRI8A9TT.
BRERS

EHRiROSE 502 RO EERNE— RO,

ERIROSH 502 O EENRE—MNRO.

BRSH 4000 MERERIE ping BB E S Z RS AERFTEL,

IR IDS 255 FFig&ES 4 Modbus 8% ID,

BB XIS AT

.csv BB E A& Tl LN SLATRGI—2K
enabled;name;start;end

1l;range 1;127.0.0.1;127.0.0.1
l;range 2;127.0.0.2;127.0.0.2

32 EI00000004050.04



FEE EcoStruxure Automation Device Maintenance T2 EHEARTE

fdE Modbus TCP 13§22

BIRUUTEEACS Modbus TCP 134558 -

T8 | RME
1 BEET LHRMSE,
2 1%3#% Modbus TCP T3,
3 EAMAY Modbus TCP ME |, BEIRINEH | SUEEFTIHIETE.,
4 BHEENZH , SAEREXY , SEBEEUTSE
- BEEM
. 248 1P ikt
- Z55RIP ik
- BiRiRO
« ZSRiRO
I 1)
8&HID
e x
v 2B Modbus TCP
< BH 5 8A @ &Fm
DPWS
EEE ATHE IP itk £ |p Hiht
Modbus TCP
- M580 0 172.20.170.50 172.20.170.50 g
Q= IM580 1 172.20.170.60 172.20.170.60 o
v RE M580 2 172.20.170.70 172.20.170.70 o
IRE2 IM340 0 172.20.170.200 172.20.170.200 o
FKI
Syslog
& BEAE
ES s, 502 gEEmm 502
|
= #BET 4000 = BEID: 255
@ EfL E EiE Rz
5 BAFRA , R Modbus TCPiRE , SiERTRE , REMENAEFEEEKFHXTMBEEXIIEFE.

EI00000004050.04 33



EHFRTE

BidE EcoStruxure Automation Device Maintenance TE

BoE DPWS }34i#38

tiEiR
DPWS i3f#25/2 DPWS fERI—MEFimUSEEl , ERTAITE DPWS i
AOIRER.
BX DPWS fnENES(SE |, 5205 http:/docs.oasis-open.org/ws-dd/ns/dpws/
2009/01,
1SR LABCELLTS DPWS £ :
88 R&E ik
FNESENREEAT 3000 = MRIERN B R E MR R R E R 2 CL i R
Z BB RS RERT A,
FoEEIE BT 1000 = WARIETTEREREI MR E BRI R 2 (BRI
EiEhdiE.,
ERRYIMILEISEDES - %ﬁﬁ?EL DPWS IRIESERAIM LIS EE S 1951
BTN S BECE DPWS 134588 :
B | RME
1 BFgET FRIRMSEE.
2 5 DPWS , REBMALITFHER
FilEsaNEng
FoEEIE BT
{ERRMLEEE RS
e x
v 2B DPWS
DPWS ENSERES: 3000 =
Modbus TCP
ER TCHIE SRR, 1000 =
288
e {EREIMEEEES:  feB0nfd73:7b90:
EREE
PKI
Syslog
BE
=
|
pif=
@ =i i g iz
3 BENA , RERERE.

34

EI00000004050.04


http://docs.oasis-open.org/ws-dd/dpws/wsdd-dpws-1.1-spec.html
http://docs.oasis-open.org/ws-dd/dpws/wsdd-dpws-1.1-spec.html

BCE& EcoStruxure Automation Device Maintenance TE

EHFRTE

feEiEilgE
BER

WE
v 2R ER
v EW Fic i)
DPws #6000 =1
Modbus TCP
& ERRERERR
2EE BE (Bii5%E) ¢ 3000 =
z&
Ta=m RE (B{i5%E) | 10000 =%
PKI
Sysleg
==
]
v B
@ = B A gz
#8719 EcoStruxure Automation Device Maintenance i85 2 [@HIETEELA
TEHIRE :
88 R&(E RiR
B
Fi]:5) 6000 7 EcoStruxure Automation Device Maintenance A&iXAEI T ER/MMA ( B

W, BEHEH. RE IPERE ) ZEISIKEEFRIE,

BXMAEIAMIBRITER , {5258 Modbus TCP {3i#igs, 32 T DPWS
13itEs, 34 T

BEngERSRIRINS | XESHE N ARNRNRELECIERUERFLEIAE, 19 TTEHIRE

SR (SER) ¢

3000 =7
HE.

PUTEHERRT | EREMLSREH. ERTEERREEMRIZEEN

SR (IR ) -

10,000 Zf

FEIERRIFD | ERRIAEMIERRRAHRMLER.

fcEeME

ERILME T B En] BEAEIREARE. XEFMEBEIMREEARAE, It

?iﬁ , B IEE RIS ER B SIBRINEIRINZSENEE, 21 mARLES

o

EI00000004050.04

35



EHFRTE

BidE EcoStruxure Automation Device Maintenance TE

EEuE

BRRIATERENENME

$BR | B
1 BHEERERROMIELAHEERE.
2 IR,
3 RN AR E AT AT e RYER R,
4
BE Bt , EHRREERR BRIk,
WE x
v 2R aRE
v g EHhiFfEE B aETass
DPWS C:A\Users\Public\Documents\Schneider Electric\Data Packages
Modbus TCP
ER
FEE
v ORE
EREE
PKI
Syslog
BiE
=H
&
=
o % B A
5 SEMA , AERERE.

SEEEXH

BRI BB B S ER T ARG R S I ETFEES.

BRIATSREERS

B2 #ME
1 BEFTREP O BELANRERE.,
2 priciEs = sl
3 BATEERE N CRIEREE.
4 EEFEN B ERIEER.

36

EI00000004050.04



BCE& EcoStruxure Automation Device Maintenance TE

BEHFRIE

B2 RME

B EiR , SRR EERRI BRIk,
B

v 2B A&
v RA (oF-+)

Modbus TCP

@ Efir

(s E

DPWS CAUsers\AdminUser\AppDatatLocalyTemp\AutomationDeviceMaintenance.log

! asx#osssutE sEelE R IR N ARTLEEER A,

it BANBREBNNESER | B EENE L2192, 63 T,

6 BERNA , ARRERE.

EI00000004050.04

37



EEHRTIE Ei & EcoStruxure Automation Device Maintenance TE

BEIES

G LUSRES | NTILABIEIES &S EcoStruxure Automation Device
Maintenance TEHIHNZA.

FFFINES -
« HE
- ®iE
.« KA

- BEHEFE

© BXFIE

© X
BRRUATLRREES

#RME

BERFRIAP O ELANRERSA.

prigEat-i—pralil

BRSFHES MIPIE | BERRIES.

2B EE
< gEl
DPWS
Modbus TCP

BFENA , RERTLHRE.
i¥: EFTE5N EcoStruxure Automation Device Maintenance , LANFBIES EX.

SuMBERFZE

kiR

IRERBINEEEAL FTREasAIRE.
BESMFHE , TRETRERARENRENAEFREEEMNIREE.

38

EI00000004050.04



ECER IR

EHFERITR

BcEREIEE

ki

HANRETRNEHRER | THBIHNES R REMENBRSE, HPh—NRIt
FREER , Schneider Electric 8 & 50HAVE RO |, LIS ENRESF mIREM 4RI
ERYEES]. BIIRINRELIRR 2L T BISAENAIEIERE | SRIFERE.
B RT4AFBRYIRIR. R mT a2 AR IIAFIM 48 IhEE.

iE:

N T BEFRIFFRIF Schneider Electric P& S , IEFURINEGKEY

E’gz\%neider Electric website LIRtHIMNELZEREMEFFIANNE L SRIE
AT SRS EANEAY RGN , BERMERERZH. E , FEEEE—
RN Z eEE.
ZEEREVERN , BB RFSUETIB N EEREIR LS,

i EEELTEIREZE , BRAREEER , LRRERERNEZSIRE.

EcoStruxure Automation Device Maintenance x5 A FZL2IHEE
« ERPEMIRHE (PKI) PEERHFIEBRIINZET.
+ Schneider Electric Data Package Secure (SEDPS) ==& 2 SHIAME,
+ Syslog P&,

EI00000004050.04

39


https://www.se.com/ww/en/download/document/CS-Best-Practices-2019-340

EHFRTE B EL LR

i SR RIFRT

MRIEEZRIPRIME R TAE , BAMERR2INEE , W LIBIRERERR L%
FERASREIE (F , FERBRINS ) BXRIUEN.

wE x
- 2R zE
< ORI wiPE:
DPWS O mERP
Modbus TCP TEREERUEST (ZNERERSRE LEFTE.) .
B O EREF
- ERNFESFNEL T, TERTMIERIER.
v e SARLEEXH:
EREE BEEXLE g
PKI
Sysleg
=E
2}
v B
@ Efi iE BT RZFR
B | BME
1 BEHERIERF M BATRERE.
2 EERRRIEI,
3 EFRZAILASERIFENH B SR 2 ThREA XANEAN,

SARZ2EENH

EcoStruxure Automation Device Maintenance i.H&REIB S NTE EcoStruxure

Cybersecurity Admin Expert NFfEFH MK EBEENTEEERE, WRX
LR ERRIEM , RIS

SE | #ME
1 BEERINE MBI ERER,
2 ERR R,
3 ESARLEEXHTS  RESANZE , SEZ2EEXM.
4 BETH , NS AReRERE.

NEEFREEEXY , BEAEHPO , METEHLEEEX 66 TUATA,

40 EI00000004050.04



REZLIA R T
EEIER
i

FENPEMISHE (PKI) &, @dHERY ( FIa0 HTTPS ) #iTee@E e , TE

SEREIER,

£ TLS ROAR |, BILAERIERRIGIEEN S FK RIS, IEREERE ]

B&5% , IFEPFMBAY TLS 12F. BRIERSBS|/EREFImIES , BNNEBAEXTF

ERiREaN%n ( FEXFNER T EcoStruxure Automation Device Maintenance

ANFERIES ) . RSB SRERIEH. REMERRIEERAEESER

B , A ReisiE s S S EHRER.

EcoStruxure Automation Device Maintenance XA B E(FEL -
FEEES : @ﬂl«l?iﬂ%{}/ﬁ%%ﬁcﬁéﬁiﬂ%%%E’\JiIE:Bo %’E’lﬁ:’éﬁ
AR EENEEANESER/ AREIERERN RPHITEIE, 44 1
BFFIRETR  ETLMERZ 2 E S, 40 TS )\fmfFﬂ?E

:EﬁcoStruxure Automation Device Maintenance FE£Bm1=(EILt5ZFERIE

Certificate Authority (CA) / ;EAHMS(ERETN : EcoStruxure Automation Device
Maintenance Ba){5EC5H CA IEHEMAGES , XL CAEBATF
Windows HEB#FiE B RI{SHRIEBIEHI 4.

IEBERNAEEERIR

ERIERFRESEN , NEELATIE

WIREIIEE , BACNEEEIR , RWFEEHE. TEEaa5a0n
HHHZSZ?I%JEJ‘ REIRX—R.

HRHE Windows PC FYR BRFNRT B REEE P EHER. BidWindows FFif
> 88 > MEfLES > BEIfIEREREEIRE.

gNERi=1T EcoStruxure Automation Device Maintenance #J PC 5K A B, , N
WIRERIFEIEFNEREESIER (CRL). Al , iS%EEEI CRL ORR , TH
B CRL , FHEHEZEEE PC,

X CRL 9ASMIIER URL , B EALLEER,

S4B AT LATE EcoStruxure Automation Device Maintenance & ( {740 , iBidiiF
HEEWNEIE, 44 T ) BUEBERATRAE.

EI00000004050.04 41



EHFRTE B EL LR

IEBEENTEE

IMAZEERS | 189 EcoStruxure Automation Device Maintenance I2tFREBEH
N AERRIER,
IEBEEXNEE RN R RIRELA TR

. EFURASENARSTHHEERMEN (B5R ERaEanA
R, 4231 ) «

o TEMMNRERIEBLISEL Certificate Authority (CA) FIEI=SEFH SR SEE
(EE0E EMNRERIES, 431 ) .

- EEENGFHEFEBREERE (BERE EEIEEREEIRE, 44

).
BE x
v 2B FHEE
v R HAEFIESE EHEERE  FHEES
DPWS E
Modbus TCP > EH Automation Device Maintenance =Egs  ExoE
B > BRI Automation Device Maintenance AR,
F2EE
ey A
EHEE REEL T
PKI 2%
Sysleg
&= MEFM HAEENREREREMEE"
== EERREPEEH/RARA: PKI
&
v IRE
(7] Eir iE EviE REFR

EHtERERNAERIED

RRUTER , EftIERENAREFLES , FiscRNELE

$B | BME
1 BEFRIEBH O ELANRESEA,
2 EERS > FHEET,
3 ERAERIEREIR+ , BEEHREEE.
R - SUBIEBXIEERERIF T .
4 BMAENIEBEENEY  ASREHE.
R . AHENS SHRHESTE N EMREBER EcoStruxure Automation Device Maintenance IEH.

42 EI00000004050.04



ECER IR EHFERITR

TR R RIE

WNEQIFR(S{ERE , WJRA Certificate Authority (CA) ;3 EcoStruxure Automation
Device Maintenance N FIfEFIERFHITHFER.

NEEMHES | BETEREIRE > T2 > PKI %N, 46 TATRHATGEMHRE.

RIS |, IRBBLA TN B AR M FBFE FFIE B EcoStruxure Automation Device
Maintenance :

S; | BME
1 BEFRBHMUELANREKER,
2 EERE > EHERET.
3 EMAERIEBERFT  MENAEFIPESNHEEZEHREN :

EEBES , EF|ANRBINEEE~ERMNZ | Automation Device Maintenance,
EEBIWTHErEENERFREMR. .
4 ERBFEBXAEFHN CAERE., WEBETFEACEMERK. EXFHAER | E5OENITIMESER,
5 BB
£58 - EcoStruxure Automation Device Maintenance &3 E N IR FIE BRI B S FiERERFRIDZBAIER CA, WRZD
RIER , BREESEMEY.

iE: SRR E B RBN AEFFIERE RTINS, XSGR AR,
6 EEIEEE M

- @R ZRAEFERSER-RPER 7 iEMRI.

FEBEENEENEINER RS | REHE £ESEZ8 CARERR . filE0 INT-DEV-SUB-CA,

IEBIEER IEBESXNEEN IEPERAEIMERE PK B E | I57EREETH 1R CATIMNE CA. BREMIRIDIILIR
SCARIEB R EcoStruxure Automation Device Maintenance RBIES , EPEALITRE :

CN (Common Name) = Automation Device Maintenance

O (Organization) = Schneider Electric

EI00000004050.04 43



BT ITER

B EL LR

EEIEBNEERS

IEREEEENAESIERF A SIERIENR1HEEEEETE EcoStruxure
Automation Device Maintenance S a] FRFBRE(EIRE,

EXF NIRRT , ZIHTHIER , FHRHTIANER

HpeERy 3%
E 2] RALIEPHNA :
CN=EH%&
OU = {ALEAfNT
REBMW BRI RMNEEMRAREFIRFTAT: |, IREREBR.
WMRIEPBABFEMNEE , WETRERA.
IRSSiRS FZH] EcoStruxure Automation Device Maintenance & PRI SZIRMHEXRESEANER.
WMRIMEPABTFEMNEE , WEBRRERA.
1B(E s B ESIE B T REBEREE.
IEPBIRS IBTRIERAIRE -
1L
RIS

SR LSHIERBHATLATERE -
- NERNHEEIES , FEUEEBER-RPIEE—HSMER , AEREN

HIS{ER.

WMEEBIED |, BEAYEERSEIRHEE— 1 S8EZ MR |, ARREEE

%8, WEIGRHSEMESIES | BIEFEERESIEIED,

WERIBRUES |, IBEAESIEBSAEIERER - RPIEE— 1SS MES |, A

fEER T ERRE.
i¥: TTEE MRS Z3E] EcoStruxure Automation Device Maintenance &%
FIEAEERRIREIER. XUIEPRItRBERAUEIERSIE  HiE
EcoStruxure Automation Device Maintenance X ZGHIF&R.
iE: TR <SS M Windows PC FRHIERFMIEIES. LEsh , BITEEM
Windows IEBTEfEREFHIER.

44

EI00000004050.04



ECER IR

EHFERITR

ERE/MEEIR-FREBIEBIEERS
GBS R AT RS DU SR,
R TSE | RS MBI R SR

B2 1R{E
1
PR EIREEBENT ﬁ]
i 1R EARSS BT,
2 R SR 4B & EROBRSS SIS,
3 SHHEIEIRSSBIES.
RRRLATER |, mgE/MNEIER- SRR EEREIETS

B2 1R{E

1

BHEREIREEBENT rﬂ
2 P AIEIRSBIES.

EI00000004050.04

45



EHFRTE B EL LR

EEXAETIZHE (PKI)
SHABEFREREMEXINRE

WMRERBETIHNREXNEERSATERIED , U PKI SHEFER AT SR EE
Certification Authority (CA) B9iERE , LAEERR EcoStruxure Automation Device
Maintenance B9R FRFERFIET.

NE x
v 28 PKI
- SEME:
DPWS M URL:
Modbus TCP LI ID:
EH
e =
— o2l 10000 =t
2o NEESE: |
EHEE
WEEE
PKI
Sysleg
B
#
v R

L]
s
E‘F
)
2}
i
||||

BpERSS R

¥88 URL ENMAIEBHY Certification Authority (CA) FIA—EEERIF (URL),

REGHA3 1D WNIEBRBTWIHIRRS.

b BN SENEERIERIERZEX RAYER (2R ) .
fRe&{E : 10,000 =R

{VSIEER ANERFRIEFRULSEIN , N CA IERHIE Windows IEBFEEFAIEIES.
MBI FES | BRI,

MEERRA REAREERR | AT E CA MUARUIES,

EEIEBRA FRINEESIE] CA (RS | KR RERIERIRE.
BFNIRAATTFHEBERENEE | FHIDEPEN | LISEHRRERESIERR CA,

?I%%EEIJJES‘ZEU CA WutRUES: | BIEERS > IFBERIAT , AEEMNAERER
IS,

46 EI00000004050.04



BeEZINEE BHFARIE

#5E Syslog B BicH
ik

Syslog JHEELLRREIEELE syslog THRE , 745 EcoStruxure Automation Device
Maintenance E2& 9 syslog Z i, EcoStruxure Automation Device
Maintenance SAJSEERELINEEFECER syslog IRE , BHEHEMNEDHE
THEIRHEIMERIAY syslog AR5 ES.

v 25 Syslog

v EH
Syslog: O BR O %8
DPWS
Modbus TCP BEEdak  127.00. =0 6514

B FREE TN O up O TCP O TIS

v RE 1 EER

®
it
ET;
1
]
i
]
1

EI00000004050.04 47



EHFRTE B EL LR

55 Syslog iEHEICH

RIBL TS BEGE syslog THEEHBCEZ! syslog ARSZESHVIERS ¢

RME

BERFRRESF O EANRER A,

EERE > Syslog I,

EFRBFIED , BUE syslog ThaE.

FERRSSRBRIUESIAMES | B syslog BRS3EEAY IP ML,

BNIRS R NNE P IRIZIL syslog HEMIEEEMAYRE.

BEIRMILEIINSEIR -
UDP ( FIF#iRImY )
TCP ( {&4aiEHtyg )
TLS ((ZHERE)

SHF TCP 8, TLS & , BB ERFNEERRHE |, LUISIEE syslog BRESESHNER.
71
SIF TCP & : BEF—FKER | IErER & EIRSSEINEE.
SIF TLS & -
BETR—KHEHE  BrEECERIRSSEER.

o

BN EFREIE syslog IRSSEEAIER EMERNENE. MRIEPARAIE , NEad I-:j Bl , 3ITHEBEEXHEE | Hxd
IEERL SR RS E R RS,

i#: BF UDP EEFLiEEE TSR , E EcoStruxure Automation Device Maintenance FoiEi2 it FIFIIFEEAVR
RRE. BAFNRIIRETEENIRSSE BT syslog iHR.

48

EI00000004050.04



HiED) R T
&yime
“EREEIRR

ZIFRYEIE e eE

ZeHiEE

SFFATS42REY
* fwp
o *ldx
*.sedp
+ *.sedps

EcoStruxure Automation Device Maintenance SZ{EHHABE SRR *.sedps

(Schneider Electric Data Package Secure) #0E6E | SREPEG |
EcoStruxure Automation Device Maintenance {5461t B 2B KARIAFHIEIE |

?;E%%Z:Eﬁﬁﬂﬁﬁﬁ??%‘@%ﬂo BXRIEBLIERIRL | BEREET SIS, 41
o,

NEREGE 7 RIPESC, 40 TT , NERARLATHIN

© UMM ESIREIRI RS IRFirEReENEr , aMETEHEE
RIIEER (B (SAERE

o REBHEXH.
BE28XH.
o [EfEERARERIEBAIEIH-
o XERAERSEMIEET R i =B ER.

© MRS ERXEHIRS PR SIESRTEEN  WEMIESEE
FHEEEAXE, 62 TPEREESTESIEFTEIRHSRISERE. MRTH
nJEEIRINIR S, BEEHE 7, S5/MHAEE, 62 THFARIZEIES , FiF
EXBG. FHALLERS | ZIEeeL.

© ANRSHERAXEAEENTENER  WEETEN, 63 THhaER Uz

HUSEIR,
N _—
|

ISR
FERERIREERFEESHE , BN THHENEIESTRESIRINERNIRE.
AiEfE LidiR BT sESHIR FIRIA.

EI00000004050.04

49



EHFRTE iR

R IR A

TR EESREEENAT , BEIBRIREFREERAE.

ERRAMSIRFER B NRIRE RIS ENA T AR, E-RaMSxrAT
EERERNFMES.

Lt ES 288 - (1.50) BME NUA 0100
¥ (SV2.31) BME RIO Drop EfIP 1CH =4 Firmware

b (SV2.31) BMX RIO Drop EfIP 1CH f&#:  BME NUA 0100 Firmware Upgrade
* (SV2.40) BME RIO Drop E/IP 1CH

(SV2.40) BMX RIO Drop EfIP 1CH
i L
¥ (343

» ATV i
* BME NOC 0321 Ethernet Control... £

BMENUA 0100 S8 0E0E.0921

{1.50) BME NUA 0100 .
mes 0

(1.01.50) BME NUA 0100 @

BME NUA 0100

L

BHETE:
* BME P58 2020 Unity CPU Etherne...

* BME P58 2040 Unity CPU Etherne...

» BMENOR2200H

 BMX EthemnetNet/IP Network Mo...

* CANOpen Remote Master in X80

+ CPU 340-20 Ethernet CANopen2
CPU 340-20 Modbus Ethernet afe

* Device Simulator13001

* DS-DPWS Demo

* ERT module 16 Ch

£ BME NUA 0100
#iI%
—— @F CAUsers\Public\Documents\Schneider Electric\Data Packages\BMENUAD100v1.0150sedp
> Ethernet TCR/IP, FactoryCast Mod... TR 04317210-2¢d0-5261-0f1e-924745¢f2057 &

» High Speed Counter 8 Ch

» MB80 Compact CPU Ethemet CAN.. AE

HEEIER

EMREIERSIRE S MNERK
© BREMFRFILT PC LIRRE RIS ENA I BEEE.

- BIESRINEYHTETHEHR PC EHTFEMERITEGCENEIRE., HTE
BEETTEREE TR RS EZEGA , S LEBTFERITIE. WRE
BUDRFER , 1BELZR Schneider Electric IRGZER , SRENEZHH].

50 EI00000004050.04



HiEE

EHFRTE

TiEEiEasIR

AT ROYIRFETRSIREHE  TLNBEREN  BANT

#ME

EXAFREBHGN— IR, MEETIFERECRISRIRRIER | TLitEY
HATFFSISR | RIBIEREREM.

V 28 B -

b (5
> (S 3
, 5 SFERF

> (8 Faaif

> Al =B

BHRRFIFRGNMSIZE , BohiER.

SR WRAIEETSHEANERFERIRE, BREANS— ) EEE
IR, IEREIRE U CN A BYIRE B B SRR SRR RIILAIER.

|V 28: V- * 4+ 28 BME X ERAATER

B HBE . WREARTLBEE ame

> (SV2.31) BME RIO Drop E/IP 1CH

BEESR 12, LEXS— I EREY. SiRFETfras.
SR | BRI RETRINFEXM MERZFMHIEE.

WMEBRBENMTIRRMY | BREHRRMGIIN SIZEE.

& , NENREEXHETESM | RREERAEIEIBERIEE. BISE=EN
HiEASIR.

EI00000004050.04

51



BT ITER iR

aE=

EMRNSEREHSHIELIIFRPITENEEEERIEE.
LA IRELATER
- %5
- ik
ERIZIRETRATFERESR :
« FRERES
o Bk - MREEE R4
© B
o Fmftis
o EMFRRA
o TEMFRRE
- BERHY
o &
° WR%F
o B
° gi‘%ﬁ : SHIEIESHRE L LSS SRR TR EHIZ] PC F95ING

RS : REFIRPIEEENRE.

NRHIRB R BRI ReleaseNotes RIMA , MRITRIBERRE2TAE. W
RERE PR | IR,

D}

52 EI00000004050.04



RN EHFRTE

531157
IR/ MNEEIRR
ik

EcoStruxure Automation Device Maintenance 1Ei8 &/ iLI-Eh B ~—EI1SE
REBM (WNREEWR. R’RBimm. BEERE ) .

i REEAIENIRENBEIR | A2 BaEHEI - RHTERIIER.
BETE=FR Eltr , Bl B aRHE.

i

EETIR @ Fm BEE Darass LFFRL eBE T

O | #e | 25 _— RER  RIEE gx | meeome rRA #

0 e&&%déde
e T s@ e
?Eﬁ:ru\;?uﬁg;:/\!; SN: 4030000HL704004007 T2 3 stesanon - B ) “‘I' 48

ATV630EIP mbap://172.20.170.209:502 26IE94B13 - _T B

CR: ATVB30UOTM3 SN: 4004000HL44718401Y

BXAHRERTHFERER | BEEET RE/0E, 19 A,

BRI RYFEMER

ERNEREIREERERNTEYNNGEG , BEE - H, JinREMNRER

LUTF&<
W iz
) BERUOHAS . BT AR 5)
1,<1£
NHESHESES REBRDNESTESES | SIS SITREANR SRS
HZRHIREIHiZISE,
it T — M FUMIBHEHEE , HPLUARSR- R TEXR
FENEMER
IRBERIENRREEXEEN—RER :
@ ID
Fmaim
EfHhRA
TR A
& 1D
MAC itk

ﬁﬁﬂk’&lﬁlﬁiﬂmﬁ%ﬁiﬁxﬁé APATSAIER

BEEI-RRE %uﬁﬁaﬁuﬁﬂﬂ{;’%o RD%&%&% :
AELIER R HMENECEIRE

iE: BREBIREE , _I‘E‘EEEEEE*&% , EAEFRTRE

S TR e B LS. SO R HER]

i B RAHE T LS, HéEHIﬂii@%;ﬁ% , FE

FEXEERIA. BASSHER , ixﬂ%%’l%’r%i?@o
FErNBHEEEATEARNESR. BXESER , B5ERE
REHIAREF,

EI00000004050.04 53



EHFRTE REMNE

g FFIRPIEFESHE

B

EcoStruxure Automation Device Maintenance iL&#EI5EIS QIR RALIG =TI
FRHRBRANRE.

EcoStruxure Automation Device Maintenance V3.0 @3 ENX IP HBEE , IR
EREH IP tbEITHE, &5AY EcoStruxure Automation Device Maintenance
IRAS OB T EAth 5B

¥ b EINREAS 33 IPv4 ik, EcoStruxure Automation Device
Maintenance V3.0 ~37#% IPv6 FR/f,

ellf et

REBLUUTSEXREDE

T8 | FME
1 MRET L, HEREANE.
2 EFaEMNTIE | SEEmERIgEm.
3 B + IR | SIEEFTIBLSTE.,
#R  BE—MEATTHE.
4 ERBHRTIET , MAREANSTR.
5 1Tl 1P kb sp TR | MINIRBEMEUSEERIEE— IP ik,
6 TE455R IP Mt sa5Tig S |, MINIRBEIBTENRE— P b,
o] i
SEAIM  PsEEE =L
DPWS
Modbus TCP o Rl @ Fm
i 4 0 1P ik fsk 1P skt
2EE
s Water Tower 1 172.20.170.1 172.20.170.60 T
=
— Water Tower 2 172.20.170.61 172.20.170.200 G
PKI
Syslog
HE
=5
&
IRE
(7] B iE A W7 A
7 B+ R |, cUEEbA,
BE
BENA , NRESE.
A
BHRE  NEFENEREFREERFFXIIREXEIE.

54

EI00000004050.04



REMIE

EHFRTE

il 38531
i

B LAER SIS ARG E SRS R PR REk AR FIRE |, LALLSK

REIMFRMR SR ERY.
LB HATIA TR ERIIBRIRE
. [REUESRIRE
« EFERNRE
- ERREEANRE

PSR &

BRRUT T RISEERIRE

B #BRE
1 BHgH/MEIEIR,
RGBS HEREFIRIATRT.
2 meE/MNET
B REREITPRRTE , EEEMRE.
BE
BSEPSTEMNSISESEEENM |, BEESMRE.
3 FREiRE LA TEIRSELE
Hide
Dispose
4
Hide
g BT,

REESETREEREHE.

RREE x
| BEEHFMERNREBNIEREIRENRD?

meR#E TELUNERRENR FENNIRE.

®@

im
bz |

5 BAERLAREL,

PR E R E SRR IR,
iE: AL SRR S S IR E A B AIR S,

EI00000004050.04

55



EHFRTE

REE/NEL

BN iH R P S AY RS e

RERLA T SR it S RIS -

$B e
1 BEEE/MNEILT R,
RMAERES MRS FFIFREI R T,

2 B BRHRE TSRS | SR MNRE.
BE
BESEPESTAMNNSISESEEENE | REES MRS,

3 FTEREAIATERRENE -

@ Unhide
Dispose
4
<@ Unhide
BE Etr.

PR &R aIE IR R TIRIEI R,

EFAANEE

BRIAT S REFGRNRE

1#ME

BHIRSMEIET,
RIRENREY LR EFIRIET R T.

BTRERE TIPS , EREMRE.
&
BT ENNSSESRIFEE M |, REFEMRE.

PSRRI FERARE -

Hide

Dispose

Dispose
Bt Eltr.

REEETEFREHE.

EHE x
| EEEXABBAERORES ?

REEEFE TEWE. MREETaNRN. AREEFEFNARE NALEFRIEZFNR
&.

#m
o

@

BERLARES,
T BERRBERENTIRPRAEFR  NEFEREEMRIZTEF , MICTEERTRINSEFMI.

56

EI00000004050.04



RN EHFERITR

EREEANRE

BRRIATSREFRERNRE

TR BIE
1 BHSS/MIEEITR.
RURENR ST LR ETIRET = .
2 « BERHRSTPNSEITE  EERMRE.
HE
ESEFETANNSSESIEFEEN |, REESMEE.
3 FriiR BHILA T ERSIEGE
<@ Unhide
Dispose
4
<@ Unhide
BE Etr.
REESEREFIFES.

EFRE x
| BEEAABRABFORES ?

BERERE. TENE. NREFTENAI. BREENERNATA NILEFAAZSHOE
&,

@

o
]

5 BERLAREL,
i EERRBERENTRETXRAER , BRERE.

EERPRRE
i

EcoStruxure Automation Device Maintenance LB /IINH £ BENIREZN
HIARFERERE , URATMERRMENIXLEE.

EI00000004050.04 57



EHFRTE RN

2REERRREHE

NELFEENENAFEE  FERIRER , AREERE > ARRRESEIL

Iﬁjo
WiE x
- 2B RAFEEEgE
SRR FERTRD Ars v
DPWS
Modbus TCP GRS
E BEEE: £-3
FEE
v Be
EREE
PKI
Sysleg
BiE
=H1
@
=
@ =@ HE e i

R EHAIGIERE > HRRKBAIGIEXRE > BEX , ARIREZEHAEE.
BERE  REREE. Bt , REMBERHERREMNRERREIRSENE

%,@ﬁﬂ‘,@fﬁi&ﬁﬁ Do © =¥ ArEsmeASEOBTTS

ERgMIENARREE

NEEMEBRGMRENBAER |, BHITHESE/MIET | AEREREIIRET

FRGRESIRENR O
WERE
BEAR ATV630U07M3_a5ccc5
SHWIERE: RAF4 v
BERFA: MyDeviceUserName
EEEE: esecceccccee >
@ RiFFEE 7= e

BEIREFEHEE | REERETEIIRSNERE. RIIERE | IREEREE
WEAGE, BE  SEILUBERE  RELRENEREUMBEERZA. &

SEMERT | BEERERTAEE  CalAsEEEs D gy © 0
EREEANSENER RS,

58 EI00000004050.04



REMIE

EHFRTE

RBPRRiESH

BIE REARIR
B

FTETRRISHERETEN , MiERERIERENBNEE. BXEZER
SRR ERIRF X,

NEZFF) Modicon M340, Modicon M580 & Momentum 1428 , EEIGA=/

18, BXNARFRPED. SEFEERNEHRIFERNFERER | BE5E

EcoStruxure Control Expert Operating Modes or the legacy Unity Pro Operating

jlf\ggdg% nga%lal PROBRNET . AFMENERAY N EGEEN AR B A 18X
’ J\ o

IRE/MIEIEI SEEFRPAMERCIRER M TIHEREBNRBRIRMT RIRR
HATIRRIRIHEE.

REIRET)

RISy Wi RHEZ ( 7FF ) QITTTIREOH BEIR | FHEGURT RD
PRRRIIRE.

BRI ETL, (BEHROET - SEfm 0 )
PEEEHLTEE | R R B B R B RS,

MTLRBE B RIHZEFINHY RIERINRE | BER T — T REmRRIS
SN RIRLR,

EI00000004050.04


https://www.se.com/ww/en/download/document/33003101K01000
https://www.se.com/ww/en/download/document/33003101K01000

EHFRTE

PN

FENIGIET RARR

T AZEI BT BIHEIRF IS RAERANIRE | IBHRUTIATERE

ER 1#(E
1 BEERUIRE PR R,
ER  FRENRMATIT. MRRFFTAET RGN RELTIEST BRIER | NSRRI,
2 BERIHZHE R EENRIR, MFRIMEIR | SR TR,
ER | RIMRRISEERERT T,
3 ERIMRRISEET | BEERTHRET RIERISEH
NERRS
BtES
4 BHiRERE  BaAIaH.
FREOHEE FRIZERSS | SR RSN R,
CRCTI
u ws  SeE Bsas P —— an
5 RIHT R,

60

EI00000004050.04



REMIE

EHFRTE

BZERIIAS
i

iﬁﬁqgfml‘ﬂiﬁﬁﬁﬁﬂi , AT LABA TR IR EkIE TN

APIRTS
EAMSFTHEERMASHE

g U R | SRR

FERETE: MS802
F&ERET IP: 172.20.170.70

N | RERIRS 5
m 2 Fh
DPWS (Z )
100%
ETEIRER IP:
Modbus TCP
EEEE 50%

EERUANMER :
R AR E R,

© MR NAEREE T ARRTEE , NASNTERIREEEES (i, X

F Modbus TCP {3##488,32 ™ ) .

BE/EILRALHSREREMFMER AN | EEENZMEE LEEE TR

BRIMIIE.

EI00000004050.04

61



EHFRTE REMNE

EEMRANER
i

EcoStruxure Automation Device Maintenance H{THR LIS IEEERPRE, &
SFRMAR | REEIE (A, EFRE ) | AEENXEHERENES. F
MEFREEREE , HEHEXEEHHEA. BASEEEG | iZIiEEakss,

SNEFTFRERXE , R TER S/ MNEEI-RHaY Q

&4,

0]

BRI @ Fm D EE P eAEs B34 8% =
5 ™ _
. REAT REES BthR REERE e e o BRI
Epe = = FUER
0 #%  sums % & i = R
2 RERTR
O #&#®eE4a a0 =
] BME NOC0321
O o g%mi’k Rp/172.20.170.6221
ERWEEHT PLIC 2, SHEEEHTERDE
140%** https://172.20.170.72:443 N =
O S e = . : &, FERRBRE R REF DRI PLC HBAHD
. o T § MAC tehl MBFHWECHITEMOIEE, Wik
= BMEP586040_21190100014 https://[fe80::280:f4ff.fe20:cde0]:443 40128 . . SHESERTRAKRNEE,
o CR: BMEP586040 SN: 21190100014 .
- -
0 ® ATV930UO7M3_b3a mbap://172.20.170.213:502 3.51E94801 - REBMETHS?
CR: ATV930UO7M3 SN: 4030000HL704004007 !
O ATV630U07M3_dbc3be https://172.20.170.196:443 351E94B04 -
CR: ATV630U07M3 SN: 4002200HL64787000N )
0 BMED581020-test https://[fe80::280:14ff:fe28:4142]:443 22022152 -
CR: BMEDS81020 SN: 21212711508 e
M BME P58 2020 ftp://172.20.170.60:21
‘ CR: BME P58 2020 SN: Lt
] M251D https://[fe80::280:f4ff:fe0b:5470]:443 22.02215... -
CR: TM251MDESE SN: PRODQ006115 o
ATV630U07M3 mbap://[fe80::280:f4ff:fec2:3639%1...
‘ CR: ATV630U07M3 SN: 18¢23639 3:31E94802 7=
] ATV630U07M3_a5ccc5 mbap://172.20.170.214:502 351E94B02 -
CR: ATV630U07M3 SN: 4002200HL20048600H )
I 3
#E : K

BRI AT LAR R A EEEAGER -
- HWIANHEE  BYRESRENSNARER | ARREHALSRAERFRE
ETURE , i RHESLUFIITIE.
- BAHE  BYRESIRENSNISEER | ARRERE
EiTidiE.
ARERENEDULSEBEAIENES RN, JISREE 7 T , BRIGEECH
N, EAFENRPREMFIAIER T , BaHiTdE.
iE: (BRI T LFERFR BRI RS BN R 2T |
7 B EILIETR,

LBRABEFRE

62 EI00000004050.04



RN EHFERITR

=E=1 = P

BRI EEFEN B SHNEH T TLERG ISR ERFRER.
AEERALEUTEOHES :
WFEEEFMRENETER  IERSEMER+ES
IFEERINNENASER  IEASEOTES
E:E EAEEOF , ERIMEOFEFENERER. RUZRESEIR

= N
R/ SN

NEEERERETENES , BHUTLATERE

TE | FME
1| IR EMNETT.
2

BEREEERTET .,

SR ERETRET TAEEIA—MVIBETERNE. WELE , AIERANRRE
FEEMBATEA.

EESSNRERE | EEAREREaEET 2.

i e Y

AEHREGSEUREE | fim
IR Mt
RERTR
REIRFMNFARER
MEEEITFHER

XEERFETES PC RUREE L. MIRAHEFEATXM , BRRIEIER , sEiEH
FREZEME | (SFRERINAYAE.

BTG
iR
EHRUTEELCES NN ER SRR E M E R ERE, XU
B R T e — R R AR,
ANEN IR HYTES | BRSNS Eh | SRR ThiE
SR ER L,
NEREN RN RRRE TR , SRS IS s EhEEes | &
B E SR T

EI00000004050.04 63



EHFRTE

REB/NNE

SEFROITIEE

SEFETEN

XA MR T ERAROIHEE | ILISRegIE

Bt : BTEERXIRE  MEAMESREHTEHEN. BXESER 5
25 BEE 64 T,

« B2 BTFREEXKRE , IMEAMEREITERERENHEN. BXEZ
B8 , FER EfRekEXMH, 66 T,

- B : BTEMMERENENRE.
NEEAIREH KAEHPOINEE | iSRG HEEFRE. B, mesE/mnEn
&, 19 RS ERPER TR PRI MY E.

ERECERIS T TEINIAE | FREEHIRE.

kA
EcoStruxure Automation Device Maintenance 1.HEREIBITB RN ETT =P R
AN BHITELEEFR.
ESEFESORERIE , ATLURIRETS 1058 ISR, 59 T0 FhEmAEBEE | i3
B EURA0Y FRARELR,
LRSS EEA/E | 2R iR EIEE. EcoStruxure Automation Device
Maintenance 5 EHY EHHX LR B AIENL .
iE: INRERSEFT=HIRRAER | BRRERRER RS TN ERE
28, BN TENEEXGIIE,
64 EIO0000004050.04



REMIE

EHFRTE

SEFRENF

NEEHEH , BFHATIATEER

B2

1RME

1

TR /DRI,

2a

MENEMARNSEITERN , BRERETTIERROER T .

2b

MEERSRENARIREHITER , BT RENSITESETEMANESIEE , A

et R o T

EEHROXHEES , BEEHEE.

EEMHEET , A MREIEEE AR,

B
s BRABRRE

CR: BME NOC0321 . . ,

f g

SE: ftpy//17220.170.62:21 J aR Lo L
2

o] 01.06 IR2 (01.06 IR 2) BMENOC0321_V106
01.05/R1 (01.05 IR 1) BMENOC0321_V105
01.03IR1 (01.03 IR 1) BMENOC_0321_1.03

BEREF | (MFEGEREEH XHEHEE.

SR IBSMNEETF, 19 THEHPMERERTEEE — MRS MRENETIRE
A CIEEEN.

BERE/MEEI-RHaEMEd , ShEmIE.
SR | BREIEATIEE,

EFHRIA x

UTFeswEsRTER, wfATZLNRe, BB, FEEH.
NEERTEENNERTEN, TERTINESE.
BREAH BFH & i o 4
FUEE ERE B3 ELl s Ela g sEa/XE

BME NOC0321 ftp:/172.20.170.62:21 ‘
CR: BME NOCD321 SN: - E# 01.06 IR 2 01.061IR2 (01.06 IR 2) BMENOC0321_V106

@ FOEERNARNETERSS, ACEHERT, RO AURER.
B, REATEPES, SREERATATLARUFATLIEREE,
. PRSI T RSHTELER.
. FEFEEERTREFHALILC, FESELRERS,

@ sEEFmas 1 ik BH

EEFASEET |, (FAEEMERTERRENGIR , ISR E.

BEEARE , BshEmIE.

SR - EFEIREEY. SSFEMAPXER , SEEIEE , HAEEAXE, 62 T
?%g’fﬁﬁﬁiﬁ%o FRBEESHER , FEMEXRERA. BASZRERE  ZIE
StiisN

EW4EEHIRRRRINTEMSS , Btk EcoStruxure Automation Device Maintenance JEESEHIC
SiE4, 17 1, 87~ Update Summary ( E3nLA ) XHEIE, SEUSEMESNER

PREEXRIER , REERIER E—MRAFBIRRALAR SR/ .

EI00000004050.04

65



BT ITER

REB/NNE

ite

ISR

BKA PC sl FEfRER , FINARRERIG EFnI 2T PC RANERIES , &
NIZISF2EFRE , HT o SeRINR .

A& LiriRIB T sESELR FIRIA.

EOLIHERETSHERBIA , RELTHIPER , BRFEFAMARLIER
PAERITIXANERRRME. XBTRHILIEEE.

iE: (AR T LFERFR BRI RSB R 2T |
7 EGEIEIETR,

B EFIAEAINTERkE , T EdlRs TR E R TR S/, 19 1
FHBRINMRSEER , LUSRE.

i REEE  EERRSEFME MRS HI TERREZR , NHYT
Bailit. BXESER | 15215 Ea)5, 6 7.

EHRLRENH

ki

EcoStruxure Automation Device Maintenance iHGREE EIFL SR B | 1%

{46 S 71E EcoStruxure Cybersecurity Admin Expert N FBfEFFP MK L BECER
TR ERE.

% MReEEXHAILINRESEHERE. HRERN  BRERAFE

66

EI00000004050.04



REB/MNNE

EHFERITR

EHZEREN]N

NEEFLERE S, BITIATEER

sm | me
1 | e,
2a . _ _ T
BRI ES | BREeE SRR OE L
2 | NERENREORRSENEES | RS SRR AN EAIE | A
B E R O
3 | EEEROMEET  BERer.
4 | amemEmEET  wEAKSE ARSI R EEES NG
& BB AR R,
A0S, MESSEETE, BRELEETA,
m— ®
i N sAxH
(7] Eni#
K - B Windows HHTFSHBIE , LHERSERS LRSS REH,
5 | pERemEH  AEEHITRS,
SR REREMEED RO ATATHE,
6 | mEmmn | RERE TR R,
B8 BEMELTE 10 TN ERR RS TESE B A ST
A CHERLEE.
7 | ememmemsm R | maEmE.
8 . SRERBATIEE.
8 | AEEAMIEET . (FASEEERT ERRENNIE | I EEHRE,
o | mEwmAEE  SHERIRE,
SR . EEE, SUTEASTON | SEBIRE | FEEIK, 62 e
SRS, (FARRSAAS . SRR, WS RARR R
=
RHRA
B7DKIA PC BN AR , HMIRREREGEFNIFEF PC FANERER , &
MiZziS 2G0T |, F e BERINIRE.
FEFE LR R BRI EE SIS FIRIA.

R MFERETSIERRIA | RRLFHPMES  BRFEZEAMERSER
PAGBRRIT XA EFHEE. XBETHILIREE=.
iE: (NS SE4EART T T FERER B SR8 iB NG R 2SR
7 RGBT,

EIO0000004050.04

67



EEHRTE MELE
-
ME=Z L
@an
MELZER—FMEEIRS T , BTFRXNEHENAESZ TSRt EN ARG AR
RSB EAREHAT | Al AS R AR, ML AIE
HITETF | SRR AR AT P RE] | eESES. ik, hAEsAE
B, RENRIEETEBEFESERFGER.
REWP—FINBL LT A RMIHET K. Schneider Electric #FRAR J*FBE
fH755%. A3 %8 National Security Agency (NSA) 12H | F[x@ig’\jjyéljj
u%ﬂ]uuﬁz_J: LA ERNEARERERDEIE
J_l,|341$13
o BEFXESITHLERMEINZ ST
- ZMEREIEDD
o ([EREHIX (DMZ) TN R TR SRS |, FHERRS KSR
IR HbT S X
o REEiHiaEE
. IREBIE
I L R OLE P
ZIS EXETERERSZEIMBNERINRRNER. BXREMEIEN
HHER | I5SRRREONREE « FUA...F#(E Schneider Electric website EB%H)
W%ISIEED—(LB@,
= ==
HARMBEE ?
k4

MRS P BRAA BHL ARSI S IE BRI SR T AEEIMT . XEITH
AEMEIREREMINBERR. EHINEHNREHEE

EFIIERNIZIE R
© SRR RIS TE
o XORIER] At ER e sLiefI S E R

 FEESEHIRETERHTN . M SRER =S RFRITRHRS %
RRIERARS

- BU USBig&E. HNEHIIRSERAVEICRBIMAR B REERES Iz
R

© ERIRFEXIEF MR SR BRI

68

EI00000004050.04


https://download.schneider-electric.com/files?p_Doc_Ref=STN%20v2

MELE EHFERITR

RILRIERIFKIR

SLhEE FEMNSIEARIMISIEERFIINS L 21 |, 8%

i s
PR - RIHARTHTHTY
- RTHARTARH
SR (3HE31) N CUSS
- HEmEE
BEESAR
HHEBHTR (319 ) - RN
- BEST
DT
SHENS
Bt
RO (RSSO | 70 TR R R
0

AIREEAEHRANEE NSRS  USHARIIEEER , 815 -
1B PR L E RS RSB A =iz
IR, BREXAIRE , WEFHIREERER
ENEERAZERS , SEABRIRA

IS AR S IR R
PG | SRR AREAIIUR. HORHEE

o IREBNTERR (RTU) 8%
HREBRA (WRARZIFAER )

o T E=HIRRILE =5
ANEREIAE R (VPN)

.« HUEEENEE

© PKISECEAME

- NEXLATH

SIAIE

i
Xt

Schneider Electric EFLATEINFIRE T MNELZ LSS :
Achilles
* |ISA Secure

BXEER., FRskimiRiRSEE

BRI WE L LA , 15 Schneider Electric RFTFET , BB NEIRS TR
AR |, BRI IAY website,

EI00000004050.04 69


https://www.se.com/sites/corporate/en/support/cybersecurity/cybersecurity.page

EHFRTE

ML

Schneider Electric 1§

=M1y

s LT {Fuh

&/ PC RARNE TN AEFREREHEEIAETNZ 2, REEEH
ﬁ;ﬁlﬁ% , BREHECELLS Schneider Electric BSRERH T AAYIS S NIEERIY
T tXo

THEANERNMET Windows BERFTAIRIE. XEARIFARAIRME. BAORE
RSN R AT se B AR EREIRAE.

%F%ﬁ'&%%ﬁﬁik PC &%t , WEBCHITETRARER. XENINERAL

© EBARIERER.

- AFKFERE.

NN BEERAF KPR .
.« MRS TEERIIRS.

.« MRTIEEEREN.

© RGN TEHR.

SRARERYMESEOR

=15 EAE S

WIFRAERNREFARZRIMEEROR. fi0 , RENRERE 2 MEFR ,
BENAREFRRER— , UEREERB— WS (&R 2) .

£ Windows FZH/E :
B | BE
1 FIFHEHIER > PILEH Internet > RILEFIRS G > ERGEAEIRE.
2 GBI RERER. HIRRA.,

zﬁ Windows MR B o185 Schneider Electric X REM A E— %

7£ Windows 2G5 |, @I HImER > RLEH Internet > RLEHHESE G > B
HIERERIRE > FHEE (x) KiBRXWYIRIZE.
U TNIRR G S ERRB I FEE LN Rt TR EE XA

ZRASITWERLRIFE IPv6 Hitk, ( NRGTHIAEK IPv6 HIEEHE |, 25
FB IPv6 AL TTIRSISE] IPV6 EEZ S XIEHTRR.

+  ZFMicrosoft REZAISIHFIFTEINHEZ,
Schneider Electric FEREEEENIAEIELUTRS :

o (ENETS IPv4 it FRIEREFIR X,

«  TEEHIZERAEFEA DHCP 8 DNS,

70

EI00000004050.04



Mtsze EURRTE
&=1E Windows BN 1S5

Schneider Electric BRER ) A2 N EIREFTE R REBEN LS Windows 41
PaXiE. A5 HAUHI AR FABECE XS REM XS,

EINAMEERAPENXMIXE | IERIEERIRN/AZEERIMIENSEERE
XRENANEE.

ZHiciER Y

Schneider Electric BRER S ARV EIFZEAITfE=m MY (RDP) , BRIEERY

N AEFERREE RDP,
WNEZEF Windows 10 RFAINMY , IBHUTLATRE ¢
B 1BE

1 BRBE Windows FHRIRAE , AEHUTRRAGS.
2 NIRERH , FUTIRIEREG <.
3 EniERENET , XABRTERERE ( REX) .

XFFEAf Windows BERSE , ISHITSZIEZAVR(E.

SEHZ 2R

BEHSEOPMN gpupdate FIBRATS PC IBXNZLLEE, BFRIEME
B , i5&8%5 Microsoft XY gpupdate X1,

#5F LANMAN F1 NTLM

Microsoft LAN Manager 1Y ( LANMAN 8% LM ) RES%E NT LAN Manager
(NTLM) BEEEEEHIN AR FHRERASERRIRE.

DA T HERNME T Ha1E Windows RZEEE LM 1 NTLM :

B | BME
1 EHSEOD , PUT secpol .msc LIFTHFMBRLSHEIRED.
2 FIARSIRE > RN > LI,
3 %%ﬁ:a&‘i% NTLMv2 IR, 7ERIZEEEHE4E LM F1 NTLM : LAN Manger ISER5I=F
X o

4 EEMERS | FEE TXENEBEE LAN Manager FIIGHR{ESITE.
5 FEHTEHT , BIA gpupdate LIRREHIIRSHRER.

EIEEH

ZRER/1 , 5/ Microsoft Windows B3 Web TE _FHISCARERFFEHTE PC 1UiE
%?% E7E Windows Fifalt TR | i5i%iEFFE > FRABTER > Windows B

EI00000004050.04 71



EHFARIR MELe
HFEZRINIE

BT /[E/Y EcoStruxure Automation Device Maintenance T4

}4 Schneider Electric muh & EcoStruxure Automation Device Maintenance aJif
TXE  BEHITUA TS BEGIE HRY5SE MY -

TR | BE
1 G AutomationDeviceMaintenance.exe 34 , M\ ENIGERHITEESS.
2 1£ AutomationDeviceMaintenance.exe Properties IHEIET , iGFEFEREIE,
3 NERFIFTIERE Schneider Electric USA, INC. 528 , AESEFMERERE &5
HFERFMER.
4 EHFEZFMERNFET , BRETEENHFESES. .

WME |, HEILAN T .exe SHFEEEN EcoStruxure Automation Device
Maintenance,

{ERREhHAMEIIEE R

B5J] EcoStruxure Automation Device Maintenance B , £38&/ \EINENEIE
PEIZEE (DLL) , LI BETEETE. XERHNEKNGEIIRSEERINRNETSE

TORE.

N AR RSAERELTD

WNRIGNBARTTSE 4 , W< 1EE5N EcoStruxure Automation Device

Maintenance , HE25~—%ER , IEANEIRE.

EXMERT , EELATEE
BHZ4E EcoStruxure Automation Device Maintenance,
WMRIIANALFEARKOTEERMETEIER, , IB&l4 Schneider Electric
Cybersecurity services portal , SKENE SNk EE A,

NEBERSHERAEHE , JLMERERX TR , 40 WinDbg : BahiEidT R | Bah
EcoStruxure Automation Device Maintenance , HFMZRAEXHENBSHERESRE
e ToiRfEE DLL OIS ZEAIE.

e = o EN R HIS
ki

E0E; PC _EAY EcoStruxure Automation Device Maintenance B , f2E 44BN
kR , (EEFERME—LSEPRE Y |, LIBRMNELZ 2R,

EcoStruxure Automation Device Maintenance 128X {%

EcoStruxure Automation Device Maintenance % &3 44
AutomationDeviceMaintenanceSettings.emes F EcoStruxure Automation Device
Maintenance 8l , I FFEEIREXHEEPHITIEE (120 , Modbus TCP
FAHGEEEAINSE ) . E1E EcoStruxure Automation Device Maintenance At ,
BEASM PC HffiER , MEEEFaiek.

72 EI00000004050.04


https://www.se.com/ww/en/work/services/cybersecurity-services/
https://www.se.com/ww/en/work/services/cybersecurity-services/

MELE

EHFERITR

HiEE

5 Windows ZREIESRHEHMNARAFA LR , EENSUEFZ %APPDATA%
\Schneider Electric\Automation Device Maintenance\ FfjIE&.

{EP#; EcoStruxure Automation Device Maintenance B , &M Windows PC #fif&
EcoStruxure Automation Device Maintenance IEBLARERE > IEFPER ( Bi5
SR IEPEEYIEIE 42 T ) FHEREEEETEENAEERNARISEIE
., A, BINIREM Windows IFB1FMEEMIFR,

1EEPE; EcoStruxure Automation Device Maintenance R , &M PC g A its
REFRZUES, 18 TA., BUREHEFMEEIGE %PUBLIC%\Public Documents
\Schgﬁé%% Electric\Data Packages 1, f&RILAEIZE > @igBXIIEIE, 35 TAHED
EERIORE,

{%ﬁg\gindows RFEEEREMNURATER , FoMBRERE UGB ERY

EcoStruxure Automation Device Maintenance IRBE 3%

HE3X

ENZL EcoStruxure Automation Device Maintenance At , &M PC Safjiis
EcoStruxure Automation Device Maintenance INE 34, EEET EBEZH -
emep B934 #?Em%\ﬂﬂﬂﬂﬂﬁ , WEEHEFRELReMNEURHEER , BT
SfE , REFN , TTiHHAXLEH,

fED#; EcoStruxure Automation Device Maintenance Bt , <&M PC Fffifc 2 A 1ts
RFENEE > BEIEE, 36 TTHREEAIRRRERNESM. R Windows BiRE
HRREEMXHRFETE , FaMBRER | BB ASHEREREVEIUE
HEER , EXNTEMNE , REEN , TTiHhRIXLEH,

EcoStruxure Automation Device Maintenance {iFBEY2H{%

whiR

EcoStruxure Automation Device Maintenance 12 7 B4R LRIRARIESS, 10
RENRFE | NLAEFIRAT IR G TFEIR I stiEkLtt T Ea0A .

EI00000004050.04

73



EHFRTE

AR

WNEFEZEH EcoStruxure Automation Device Maintenance J0EHIEEFIZE | iBH

TTLATERME -
|| BME
1 ®
BETEE FRIXTFRE .
SR | RFXEERRIFTH.
2 BRAMHSEIEE.
SR | AHHEEXHEERERTI.
= S x
HEER

Efran R =il
AutomationDeviceMaintenance 3.0.154.0 General
Brandldentity 4.19.0.2175 General
ServiceCommaon 3130 General
logdnet 20110 General
PackageCommon 3.04.0 General
Org.Schneider.FWChecker 2.5.20 General
Org.Schneider.Crypto 2.5.20 General
AsnlParser 2520 General
SELS.PKLCommaon 1.06.0 General
PackageDescriptionLibrary 3.1.1.0 General

BREExFOE EEFE

Lifels &n | Schneider

SESHFRERIEE | BAMRATIREHZIBINMR.
W, BELUSAB IR * txt 3T, LUMERREE R FIENARAS AT ZRIRE,

74

EI00000004050.04



BT ITER

Aid

7= ID:
FERARAT , BFRIREBEITRES.
HiEE  EEa:

HEEEATEILESREZARBATHM. EAJLIZ SEDP f82l. #iEE
SEEMHE  BEETLIESES. PLC NAERS.

IRERM:
Bt R AR IX IR B TE T BN E IR HAIRSS.
IRER:
—RFIEBNEIRIRSE  BMRERFIHG 1D KiR5l.
IRSIED:
—F X.509 AHEHIES , I T EMREAREZSBIEE (40 :
HTTPs ) ,

D
DHCP: BIZSEMNEE MY
DNS: & R5:
DPWS:
Web fRSZFIZEEENH , ERTRIFEASIF Web IRFBHVSEHINE.

H
HTTP:

R AEmINNY
HTTPs:

REEXAERMY , MFRAET TLS FIHTTP,

|
ICS: T=HIFNR S
IEC:

(BB TERS ) ARAMEHER. BFRXEASIEN RS ERMTERTIE
BAMEAN FEUA TEE’JIBT*T\/EZH,,\

IP ik

HRIE IP MR ERNIRSEIEIE, BRI IPv4 5 IPv6 &R,
IP:

BERRITMY
ISO: EfFrENER

N
NEMA:

( EEExRBESHEEhS ) %IJ:E%W*&E’J% SHUAERIMEREIRE, NEMA
AN ST SN IKEFﬁ/fﬁDBE, SR, XJTF IEC BRESR , IEC 60529 Rt
EESHFERIAN OGP ERHIT T 92,

EIO0000004050.04

75



B4R ITER

(0

OPC UA:
OPC F—284 : OPC UA R T BapitilisZ e ol SeuE R i B FiEARE,
EE—MEEPIABIINY , RAZFimRSSIER, BRimSRSEZE
ERERE T oI RAMERENN ( TCP , RHHEHIIMY ) .

BX OPC ( /LHRZ OPC UA ) NEZ(SR , 1§&15% OPC Foundation B https:/
opcfoundation.org,

P

PLC:

( AIYRIERSRIEEHIRS ) BT BEmMEENE. TAFNEMYEHEZEF T A&,
It5h , PLCs SEEITENIAR , AR EVHEE S M AT EmEEE , F8
e, ke, IREFBSTHAIERAIISE.
POU:

(ErARRTT ) RBIEERBIIENAESE. POUs BEITEIIRIGE
Fr. THREFNINRERAVREUCER. SRS , POUs (EEIHEEER.

S
SEDP:

Schneider Electric ##76 , BFERG LRSS ZEIRNSHIREN SIS

E:W

T
TCP:

SRy
TLS:
EhERE

U
UDP: FIFEUEHRINNY
URL:

S—EIRENT

76

EI00000004050.04


https://opcfoundation.org
https://opcfoundation.org

BT ITER

SERRRIEIRRREIET oo 41
gg I WRARIRBIREAIIE S oo, 29
)11 SR OO 21
REE DLL oo 72 SRLPUTERRERT o 64
iU —— a1 BFIEE o 57
SR RTIIIRZS oot 61
{%r T T o4 BT
B R 50 CPU , RAM , HDD oo 14
/\%Hgﬁﬂjlxﬁﬁ (PKI) .............................................. 46 m\E¥g%ﬂ ............................................................... 23
Fyg 23 57,64 ﬁ%wﬁ;ﬁ% ............................................................... 62
ﬁéﬂiﬁ% ............................................................... 54 B e, 19
BURGSTE 70 RREK
BRRTER 41 B, 3R4F BRI, BROER  NERE ..
FJ TEEH:T ............................................................... 23 ZE#F{_ .................................................................. 73
v B EERORRZS oo 73
I;"gz]u __________________________________________________________________ 36 ﬁ]_'lfjl .................................................................. 54
B 72 PIEERE 68
S LANMAN INTLM e 71
E S =T 23 %E‘Zﬁ;ﬁ ........................................................... 70
m%?j%Eﬁ% ........................................................ 30 i%/\ .................................................................. 70
T - 1=y 68
A B - 70
I IR BURE oo, 64 '\l«élInE .................................................................. 68
BRAS  FERASEE  BEEE oo 19 yoaey == <Y1 RO 71
Bt B e, 71
= W =t S 16 vE_‘r)\EI’\J CSV XA oo, 32
BEHERTIERE .o 64 5
SRR R oo 38 n{%f_ {1 SR 24
SEBIBMRZE 52 RE \
IR I oo, 5p e, BOENRIN, SR 57
BRTHRE. o 39 RE/MIH
yg%é{;{;edps .................................................. 49 ﬁgl%ﬂgﬁkﬁ Iﬁ% S BB s 19
BRTREIE oo y5ir1 171 SRR 53
oA 39,66 iﬁﬁ“&ﬂ"d
2, TEAS , %, FaRERY oo 15, Modbus , DPWS ( Web RFZREECENIF ) -...... 13
BRI 57,64 (REEIRS o 61
ENBLREHE 39 BEBERIEE ..o 57
SNFRBSIE ... 3p  REER_
T %Egé i ﬁ%{;;‘ Ei:g;{__fg ..................................................... 19
:J: , BH}J , Eim .............................................. 17 A | ..................................................... 23
EIRREHIRA oo 50 IEHTRRARR 59
FIRHER ..o 23 BB 41
(51 s O o3, Sk fSHE BUREE  BIBR o 41
BIEBRRRE oo 41 IIE:B ............................................................... 41
= 70 AT
YRRELR 59 JEHIRE o 35
T BRI oo 59 EOTAIETIER . oo 35
TEEHIIGAR o 13 K
M _TDEE , STHEAIEMEFE. ..o 13
BUE BB oo 50 BAIBKIEL oo 62
SR, ...vvovoss o eereeee e R 62
BEWR AL 18 BN 14
ST .o o5 ECE
=+ DPW S 338 e 34
B e 63 MOABUS TOP ... 32
BRI 63 EMUE. 35
RN o 64 I 30
BB RTESIHE oo 66 AR, Modbus , IRE B  EB. s 23
ggﬁ%ﬁ%ﬁ% _____________________________________________________ 64 ‘\L% ‘?L },_L%Eﬁ ........................................................ 38
i TERE e 64 B (5 5 2 == 35
BRELRED oo, 50 EE%Y#’FE')\ ........................................................ 32
A EGEEE oo 35 =X
HgetEge 59 PRE L BPR 24
;EEH%I—I.QME/JIﬁEYﬁ; ____________________________________ o8 B B e 17
i 1,\11 =
=L J 52 BRI 26
R 59 BT oo 27
R}\Lﬁ% i:;l-;:F ’ {%ﬁ ........................................................ 17
HIEE  IRF|/INE , TEE . 16 BT e 25
EIO0000004050.04 77



B4R ITER

B CEBIHEE ..o 25
A
AutomationDeviceMaintenanceSettings.emes X
e 72

C
C A 41
Certificate Authority .........cccooiiiiiii e, 41
CSVIEESIN o 32
D
] I N = K = 72
DPWS s _ . \

RNEEK , TTHIEER , BB ... 34
F
WD ELITAE oo 49
H
HTTRP/HTTPS BTl ..o, 21
L
AX BLITHHE .o 49
M
Modbus TCP

REZ D, ping FBAT , W oo 32
Modbus TCP JBH ..vveveeveeieieie e 21
P
PRI e 46
S
SD FITE R oo 19
SEAP BT ..o 49
SedpS BN . 49
SYSIOG .t 47
T
TCP e 47
TS e 47
U
UDP e 47

78

EI00000004050.04






Schneider Electric

35 rue Joseph Monier
92500 Rueil Malmaison
France

+33(0) 141297000
www.se.com

E@J?\%ﬂ%ﬁﬁ ACEAIRIT AR E |, ERBA LR TS HAYER

FEIA.

© 2022 Schneider Electric. iRIXFFE
EI00000004050.04



	EcoStruxure Automation Device Maintenance 
	安全信息 
	人员资质 
	正确用途 
	开始之前 
	启动与测试 
	操作与调节 
	安全注意事项 

	关于本书 
	简介 
	概述 
	系统要求 
	安装 

	快速入门 
	欢迎屏幕 

	EcoStruxure Automation Device Maintenance用户界面 
	数据包 
	设备/加载 
	添加设备 
	配置设置 
	错误和警告窗口 
	创建新 EcoStruxure Automation Device Maintenance 项目 
	保存项目 
	打开项目 

	配置 EcoStruxure Automation Device Maintenance 工具 
	配置设备发现模式 
	配置 Modbus TCP 扫描器 
	配置 DPWS 扫描器 
	配置通讯设置 
	配置包位置 
	查看日志文件 
	配置语言 
	复位应用程序设置 

	配置安全功能 
	安全功能 
	管理证书 
	管理公钥基础设施 (PKI) 
	激活 Syslog 消息记录 

	数据包 
	“数据包”选项卡 

	设备/加载 
	设备/加载选项卡 
	对设备列表中的设备分组 
	删除设备 
	管理用户凭据 
	访问扩展模块 
	监视设备发现状态 
	查看/确认消息 
	查看日志 
	更新中心 
	更新固件 
	更新安全配置文件 

	网络安全 
	什么是网络安全？ 
	Schneider Electric 指南 
	数字签名验证 
	需要手动卸载的文件 
	EcoStruxure Automation Device Maintenance 使用的组件 

	术语 
	索引 


